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AR #125

A Cortex XSOAR customer has a phishing use case in which a playbook has been implemented with one of the steps blocking a
malicious URL found in an email reported by one of the users.

‘What would be the appropriate next step in the playbook?

e A. Emuil the CISO to advise that malicious email was found.
e B. Emnil the user to confirm the reported email was phishing.
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¢ (. Change the user's password.
e D. Disable the user's email account.

HE: B

Y.
Reference: httpsy//www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-phishing-for- trouble-with-cortex-
xsoar/

HEE #126
A Cortex XSIAM customer is unable to access their Cortex XSIAM tenant.
‘Which resource can the customer use to validate the uptime of Cortex XSIAM?

A. Admnistrator Guide

B. LIVEcommunity

C. Palo Alto Networks Status Page
D. Release Notes

e C

MY

The Palo Alto Networks Status Page provides real-time information about the uptime and operational status of Cortex XSIAM. It
can be used by customers to validate whether there are any ongoing service interruptions or issues affecting their access to the
tenant.

HE #127
Which two log types should be configured for firewall forwarding to the Cortex Data Lake for use by Cortex XDR? (Choose two)

A. Correlation
B. HIP

C. Analytics

D. Security Event

HE. BD

EE #128
How can the required log ingestion license be determined when sizing a Cortex XSIAM deployment?

A. Use the Cortex Data Lake Calculator to estimate the volume of third-party logs.
B. Ask the customer to provide average daily alert volume.

C. Count the number of correlation sources and multiply by desired retention days.
D. Ask the customer for average log ingestion estimates from their existing SIEM.

X
m

: A

EE#129
The prospect is deciding whether to go with a phishing or a ServiceNow use case as part of their POC We have integrations for
both but a playbook for phishing onty Which use case should be used for the POC?

A. ServiceNow
B. phishing

C. either

D. neither

o: B
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