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1. You are investigating an incident by us-
ing Microsoft 365 Defender.

You need to create an advanced hunting
query to count failed sign-in authentica-
tions on three devices named CFOLap-
top, CEOLaptop, and COQLaptop.

Complete the query.

2. You need to receive a security alert A. Impossible travel
when a user attempts to signin from B, Activity from anonymous IP
a location that was never used by the  addresses
other users in your organization to sign C. Activity from infrequent coun-
in. tr
D. Malware detection
Which anomaly detection policy should
you use?

A.Impossible travel

B. Activity from anonymous IP address-
es

C. Activity from infrequent country

D. Malware detection

3.  You have a Microsoft 365 subscription A. SharePoint search
that uses Microsoft Defender for Office B. a hunting query in Microsoft
365. 365 Defender
C. Azure Information Protection
You have Microsoft SharePoint Online D. RegEx pattern matching
sites that contain sensitive documents.

The documents contain customer ac-
count numbers that each consists of 32
alphanumeric characters.

You need to create a data loss preven-
tion (DLP) policy to protect the sensitive
documents.
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Microsoft Security Operations Analyst Sample Questions (Q139-Q144):

NEW QUESTION # 139

You provision Azure Sentinel for a new Azure subscription. You are configuring the Security Events connector.

While creating a new rule from a template in the connector, you decide to generate a new alert for every event. You create the
following rule query.

let timeframe = 1d;
SecurityEvent

TimeGenerated »>= ago(timeframe)

R =@ EventID == 1102 and EventSourceName == "Micreoscoft-Windows-Eventlog”

| summarize StartTimeUtc = min(TimeGenerated), EndTimeUtc = max (TimeGenerated),
EventCount = count() by

Computer, Account,gBwgntID, Activity

| extend timestampi=iStargtTimepte ~fccpunt@ustomEntity = Account,

HostCustomEntity =fComputer

By which two components can you group alerts into incidents? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

e A resource group
e B. IP address

e C. computer

e D. user

Answer: B,C

NEW QUESTION # 140

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate
mncidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange them in the correct order.
a Microsoft 365 E5
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Actions Answer Area

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

Add the Amazon Web Services
connector

B 1 GEOSOft

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

|
:Salect a Microsoft security service
|

!Md the Syslog connector
[

Answer:

Explanation:
Answer Area

Add the Amazon Web Services carihector

W O™
From Analytics in Azure S 'hnel, create a
custom analytics _rq‘lgﬁﬂa uses a scheduled

query

Set the alert logie Micracnft

1 - Add the Amazon Web Services connector

2 - From Analytics in Azure Sentinel, create a custom analytics rule that uses a scheduled query
3 - Set the alert logic

Reference:

https:/docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION # 141

Youneed to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate
meidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Actions Answer Area

'Create a rule by using the Changes to
Amazon VPC settings rule template

| From Analytics in Azure Sentinel, create
| a Microsoft incident creation rule

|connecter

| Add the Amazon Web Services @

saivAdGE0SsOft

From Analytics in Azure Sentinel, create |
|a custom analytics rule that uses a
| scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:

Explanation:
Answer Area

Add the Amazon Web Services connector

From Analytics in Azure Sentinel, create a
custom analytics rule ...

Set the alert logic

1 - Add the Amazon Web Services connector

2 - From Analytics in Azure Sentinel, create a custom analytics rule ....
3 - Set the alert logic

Reference:
httpsy/docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION # 142

Drag and Drop Question

You have an Azure subscription that contains two users named User] and User2 and a Microsoft Sentinel workspace named
workspacel.

Youneed to ensure that the users can perform the following tasks in workspacel:

- User] must be able to dismiss incidents and assign incidents to

users.

- User2 must be able to modify analytics rules.

The solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.



NOTE: Each correct selection is worth one point.

Roles

[Carl:ibutnr J

| Microsoft Sentinel Automation Conlnbutor|

AnsweBRIe4\ /| | crosoft

[Microson Sentinel Contributor

| Microsoft Sentinel Reader

[Microsnﬂ Sentinel Re;porder J

[ Reade |

Answer:

Explanation:
Roles

Contributor

Microsoft Sentinel Automation Contributor

ANSWEr Area

Microsoft

Usert: | Microsoft Sentinel Responder

Microsoft Sentinel Reader

Reader ‘

NEW QUESTION # 143

User2: | Microsoft Sentinel Contributor

You need to use an Azure Resource Manager template to create a workflow autormation that will trigger an automatic remediation

when specific security alerts are received by Azure

Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



“resources”: [
{
“type”: “ I"’ /automations”,
Microsoft Automation
Microsoft.Logic
Microsoft.Security
“apiVersion”: “201%-01-0l-preview”,
“name”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”, 0
“properties”: { &:
“description”: “[format (variables ription’), ‘{0}’, parameters
(*subscriptionid’))]”, b

“isEnabled”: true, e
“actions”: [ é
{

“actionType”: g‘
“log:.c&ppResourc& > [resourca:d( ‘ITEM2/workflows’, parameters
(*appName’))]”

*uri”: *[lis backURL (resourceld(parameters (‘subscriptionId’),
parameters ( ‘resourceGro Ypr ™

| W /workflows/triggers’,

Microsoft Automation
Microsoft Logic
 Microsoft. Security

para.meters( appName’) , -E M‘.2019 -05=-01') ,valuel]”
icrosoft

Answer:

Explanation:

“resources”: [ .u - f
: — Microsoft
“type”: ™ /automations”,

Microsoft Automation

Microsoft Security

“apiVersion”: “2019-01-0l-preview”,
“name”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”,
“properties”: {

“description”: “[format (variables(})description’), ‘{0}’, parameters

(*subscriptionid’))1”,
“isEnabled”: true,
“actions”: [
{

“actionType”: “LodichApp”,

“logicAppResourceld” “[resourceId('ITEM2/workflows’, parameters
(‘appName’)) 1",

“uri”: “[liseCallbackURL (rescurceld(parameters (‘subscriptionld’),

parameters (‘resourceGrogpName’), ° !v /workflows/triggers’,

|Microsgﬂ,L£ic |
Microsoft. Security
parameters ( ‘appName’), '‘manual’), ‘2019-05-01').wvalue]”
}
1,

Reference:
https:/docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert



NEW QUESTION # 144
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