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e Zscaler Zero Trust Automation: This part measures Automation Engineers on their ability to utilize Zscaler
FEY 21 APIs, including the One API framework, for automating zero trust security functions and integrating with

broader enterprise security and orchestration tools.

¢ Connectivity Services: This domain evaluates Network Security Engineers on configuring and managing
connectivity essentials like device posture assessment, trusted network definitions, browser access

NEy 22 controls, and TLS

¢ SSL inspection deployment. It also includes applying policy frameworks focused on authentication and
enforcement for internet access, private access, and digital experience.



https://drive.google.com/open?id=1gZRXtzlfAb4omLl5f_XL6bD3P6vAkhCq
https://www.passtest.jp/Zscaler/ZDTA-shiken.html
https://www.shikenpass.com/ZDTA-shiken.html
https://www.certshiken.com/ZDTA-shiken.html
https://jp.fast2test.com/ZDTA-premium-file.html

o Cyberthreat Protection Services: This domain targets Cybersecurity Analysts and covers broad
cybersecurity fundamentals and advanced threat protection capabilities. Candidates must know about
. malware protection, intrusion prevention systems, command and control channel detection, deception
FEY 273 R . o o ;
technologies, identity threat detection and response, browser isolation, and incident detection and
response.| Data Protection Services

¢ Platform Services: This section measures skills of Cloud Infrastructure Engineers and focuses on the suite

of Zscaler platform services. Key topics include advanced device posture assessments, TLS inspection
hEv 74 mechanics, and the application of policy frameworks governing internet, private access, and digital
experience services.

o This section assesses Data Protection Officers on techniques to secure data across motion, SaaS, cloud,
FEw 5 and endpoints using Zscaler’s Al-driven data discovery and data protection technologies. It involves
securing BYOD environments and understanding risk management to protect sensitive information.

Zscaler Digital Transformation Administrator 58 € ZDTA &5 [ & (Q31-
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HM #31
Which of the following is unrelated to the properties of "Trusted Networks'?

A.OrgID

B. Network Range
C. Default Gateway
D. DNS Server

Ef: A

L2

Trusted Networksin Zscaler are defined using network-specific parameters such as DNS Server, Default Gateway, and Network
Range, which are used to identify known internal networks. These properties help Zscaler Client Connector recognize when a device
is on a corporate network.Org ID, however, is unrelated to the network characteristics and is instead associated with tenant
identification in Zscaler's cloud infrastructure.

Reference: Zscaler Digital Transformation Study Guide - Authentication and User Management > Trusted Network Configuration

R #32
‘When configuring Applications to be monitored, what probe types can be created?

A. Page Fetch Time Probe and Cloud Path Probe

B. Page Fetch Time Probe and Server Response time Probe
C. Web Probe and Page Fetch Time Probe

D. Web Probe and Cloud Path Probe

IEf#: D
i

‘When you set up application monitoring in ZDX, you can create Web Probes to measure application performance from the browser
and Cloud Path Probes to map and monitor the network path to those applications.

HR#33

‘Which of the following components is installed on an endpoint to connect users to the Zero Trust Exchange regardless of their
location - home, work, while traveling, etc.?

e A Private Service Edge
e B. App Connector
e (. IPSec/GRE Tunnel



e D. Client connector
IEf@&: D

R -
The Zscaler Client Connector is the lightweight agent installed on endpoints - whether at home, in the office, or on the road - to
securely forward user traffic into the Zero Trust Exchange.

H #34
How does a Zscaler administrator troubleshoot a certificate pinned application?

¢ A They could inspect the ZIA Web Policy.

¢ B. They could look into the SaaS application analytics tab.

e C. They could look at SSL logs for a failed client handshake.
¢ D. They could reboot the endpoint device.

Ef#: C

R -

Certificate pinning prevents SSL interception by validating a server's certificate against known values. When ZIA performs SSL
mspection, it substitutes the certificate with one signed by Zscaler's CA. This causes the handshake to fail for pinned applications. To
troubleshoot, an administrator shouldreview SSL logs to identify handshake failures, which indicate certificate pimning issues. Logs
will show the TLS negotiation details, including any disruptions.

Reference: Zscaler Digital Transformation Study Guide - SSL Inspection and Threat Protection > Troubleshooting Certificate Pinned
Applications

B #35
What does Advanced Threat Protection defend users from?

A. Command injection attacks
B. Large iFrames

C. Vulnerable JavaScripts

D. Malicious active content

IEf#: D

fiR .-

Advanced Threat Protection (ATP) defends users frommalicious active content, which includes malware, exploit kits, malicious
scripts, and other forms of active content designed to compromise user systerms. ATP employs muiltiple techniques such as
sandboxing, malware scanning, and threat intelligence to detect and block these threats before they reach the user.

HR #36
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