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On the Splunk search head, when configuring the app to search SOAR searchable content, what are the two requirements to
conplete the app setup?

e A, User accounts and universal forwarder.
e B. User accounts and syslog.
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e (. User accounts and REST APIL
e D. User accounts and an HTTP Event Collector token.

EX: D
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‘When configuring the Splunk app on the search head to search SOAR (Splunk's Security Orchestration, Automation, and
Response) searchable content, two key components are required:

* User Accounts: The user accounts are necessary to authenticate and authorize users who are accessing SOAR data through the
Splunk app. These accounts manage permissions and access levels to ensure the proper users can search and interact with the data
coming from SOAR.

* HTTP Event Collector (HEC) Token: The HEC token is crucial because it allows the Splunk app to receive data from Splunk
SOAR. SOAR sends events and other data to the Splunk platform via HEC.

This token is used for secure communication and authentication between Splunk and SOAR. The token must be configured in the
Splunk app to allow it to collect and search SOAR data seamlessly.

Other options like syslog, REST API, or a universal forwarder are commonly used methods for ingesting data into Sphunk but are
not specific requirements for setting up the Splunk app to search SOAR content. The HTTP Event Collector is the primary method
for this setup, along with the correct user accounts.

References:

* Splunk Documentation on HTTP Event Collector and SOAR Integration.

* Splunk SOAR App Setup Guide for Splunk Search Head Configuration.
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How can more than one user perform tasks in a workbook?

A. Add the required users to the authorized list for the container.

B. Any user with a role that has Perform Task enabled can execute tasks for workbooks.
C. Any user in a role with write access to the case's workbook can be assigned to tasks.
D. The container owner can assign any authorized user to any task in a workbook.

EX: B
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In Splunk SOAR, tasks within workbooks can be performed by any user whose role has the

'Perform Task' capability enabled. This capability is assigned within the role configuration and allows users with the appropriate
permissions to execute tasks. It is not limited to users with write access or the container owner; rather, it is based on the specific
permissions granted to the role with which the user is associated.

R & #100
A user wants to use their Splunk Cloud instance as the external Splunk instance for Phantom. What ports need to be opened on the
Splunk Cloud instance to facilitate this? Assume default ports are in use.

A. TCP 80 and TCP 443.

B. TCP 8088 and TCP 8099.

C. Splunk Cloud is not supported.
D. TCP 8080 and TCP 8191.

ZE: D
I RE #101

A filter block with only one condition configured which states: artifact.*.cef .sourceAddress !- , would permit which of the following
data to pass forward to the next block?

A. Null IP addresses

B. Non-null IP addresses

C. Non-null destinationAddresses
D. Null values
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Explanation

A filter block with only one condition configured which states: artifact. *.cef .sourceAddress !- , would permit only non-null IP
addresses to pass forward to the next block. The !- operator means "is not null". The other options are not valid because they either
nclude null values or other fields than sourceAddress. See Filter block for more detais.

R RE #102

How does a user determine which app actions are available?

A. Add an action block to a playbook canvas area.

B. Search the Apps category in the global search field.

C. Fromthe Apps menu, click the supported actions dropdown for each app.

D. In the visual playbook editor, click Active and click the Available App Actions dropdown.

ZR: C
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In Splunk SOAR, a user can determme which app actions are available by navigating to the Apps menu. From there, the user can
click on the supported actions dropdown for each app to view the actions that can be performed by that app. This dropdown menu
provides a list of all the actions that the app is capable of executing, allowing the user to understand the functionality provided by the
app and how it can be utilized within playbooks11.

References:

* Add and configure apps and assets to provide actions in Splunk SOAR (Cloud) - Splunk Documentation
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