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HM #25
What three things does a workflow condition consist of?

A. Triggers, actions, and alerts

B. A parameter, an operator, and a value
C. Notifications, alerts, and API's

D. A beginning, a middle, and an end

Ef#: B
A :

A workflow condition consists of a parameter, an operator, and a value. A workflow condition is a rule that defines when a
workflow should be triggered based on certain criteria or filters. A parameter is a variable or attribute that can be used to filter or
match detection events, such as severity, tactic, or host group. An operator is a symbol or word that specifies how to compare or
evaluate the parameter and the value, such as equals, contains, or greater than. A value is a constant or expression that provides the
expected or desired result for the parameter, such as high, credential dumping, or default group.

HM #26

You are attempting to install the Falcon sensor on a host with a slow Internet connection and the mstallation fails after 20 minutes.
Which of'the following parameters can be used to override the

20-minute default provisioning window?

A. Tmeout=0

B. ProvNoWait=1

C. ExtendedWindow=1
D. Tmeout=30

EfE: B

R -

"ProvNoWait=1

The sensor does not abort installation if it can't connect to the CrowdStrike cloud within 20 minutes (10 minutes, in Falcon sensor
version 6.21 and earlier). (By defautlt, if the host can't contact our cloud, it will retry the connection for 20 minutes. After that, the
host will automatically uninstall its sensor.)"

"ProvWaitTime=3600000

The sensor waits for 1 hour to connect to the CrowdStrike cloud when installing (the default is 20 minutes)."

B #27
Which of the following Machine Learning (ML) sliders will only detect or prevent high confidence malicious items?

A. Aggressive
B. Moderate
C. Cautious
D. Minimal

IEf: C
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fEERA -

The Machine Learning (ML) slider that will only detect or prevent high confidence malicious items is Cautious. The ML slider allows
you to adjust the level of sensitivity and aggressiveness of the Falcon sensor's ML engine, which uses artificial intelligence to identify
and stop unknown threats.

The Cautious setting will enable the sensor to detect and prevent only high-confidence malicious events, while allowing low-
confidence events to run without interference. This setting will also generate less noise and false positives than higher settings, such as
Moderate or Extra Aggressive.

HM #28
While a host is Network contained, you need to allow the host to access internal network resources on specific IP addresses to
perform patching and remediation. Which configuration would you choose?

A. Configure a Containment Policy with the specific [P addresses

B. Configure a Real Time Response policy allowlist with the specific [P addresses
C. Configure the Host firewall to allowlist the specific IP addresses

D. Configure a Containment Policy with the entire internal IP CIDR block

EfE: A

R -

While a host is Network contained, the administrator can allow the host to access internal network resources on specific IP
addresses to perform patching and remediation by configuring a Containment Policy with the specific IP addresses. This policy
allows users to specify which ports, protocols and IP addresses are allowed or blocked during network containment. The other
options are either incorrect or not related to network containment.

B #29

After successfully installing Falcon on a new employee's laptop, you notice that the machine is assigned the default prevention policy
instead of the custom prevention policy you created. You verify that the Falcon sensor is finctioning properly, and you confirm that
the custom policy is enabled and successfully running on more than 1,000 other Falcon hosts.

What is the likely cause of this issue?

A. Falcon requires a 24- hour waiting period to apply custom policies to newly installed hosts
B. A host-based firewall rule is preventing the custom policy from applying successfully

C. A prompt to apply the new prevention policy was manually declined

D. The laptop is not a member of'a host group assigned to the custom policy

IEf#: D
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