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BT CCISO 712-50 % 2% 3 B FE (Q489-Q494):

P RE #489
Which of the following finctions evaluates patches used to close software vulnerabilities of new systenrs to assure compliance with
policy when implementing an information security program?

A. Risk assessment
B. Incident response
C. System testing

D. Planning
ZER: C

fE R A«

Role of System Testing:System testing evaluates patches and updates to ensure they address vulnerabilities effectively and comply
with organizational policies before deployment in live environments.

Key Actions:

* Vertfies the fimctionality of patches and updates.

* Confirms that updates align with compliance requirements and do not introduce new vulnerabilities.

Why Not Other Options:

* Risk Assessment (B): Identifies risks but does not focus on testing patches.

* Incident Response (C): Manages incidents, not preventive patch evaluation.

* Planning (D): Focuses on strategic alignment rather than patch validation.

EC-Council Alignment:System testing is critical to maintaining the integrity and compliance of systens, ensuring vulnerabilities are
properly addressed.
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i =8 #490
Over 90% of successful cyber-attacks currently include: Social engineering

A. Misconfiguration
B. Social engineering
C. Phishing Attacks
D. All of these

EX: B

iR #491
The PRIMARY objective of security awareness is to:

¢ A. Encourage security-conscious behavior
¢ B. Ensure that security policies are read.
¢ C. Put employees on notice in case follow-up action for noncompliance is necessary

ER: A

F 8 #492

SCENARIO: Critical servers show signs of erratic behavior within your organization's intranet. Initial information indicates the
systerns are under attack from an outside entity. As the Chief Information Security Officer (CISO), you decide to deploy the
Incident Response Team (IRT) to determine the details of this incident and take action according to the mformation available to the
team

What phase of the response provides measures to reduce the likelihood of an incident from recurring?

A. Recovery
B. Investigation
C. Follow-up
D. Response

ER: C

P RE #493

Scenario: An organization has made a decision to address Information Security formally and consistently by adopting established
best practices and industry standards. The organization is a small retail merchant but it is expected to grow to a global customer base
of many millions of customers in just a few years.

Which of the following would be the FIRST step when addressing Information Security formally and consistently in this organization?

A. Create an executive security steering committee

B. Define formal roles and responsibilities for Information Security
C. Contract a third party to performa security risk assessment

D. Define formal roles and responsibilities for Internal audit finctions

Z%: B

IR #494
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