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AR #144

Two wireless clients, client 1 and client 2, are connected to an ArubaOS Mobility Controller. Subnet

10.1.10.10/24 is a network of servers on the other side of the ArubaOS firewall. The exhibit shows all three firewall rules that apply
to these clients.
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Refer to the exhibit.
Global Rules

+

Rules of this Role only

+,
Which traffic is permitted?
A. an HTTPS request fromclient 1 to 10.1.10.10 and an HTTPS request from 10.1.10.11 to client 1
B. an HTTPS request fromclient 1 to 10.1.10.10 and an HTTPS response from 10.1.10.10 to client 1

C. an HTTPS request from client 1 to client 2 and an HTTPS request from client 2 to client 1
D. an HTTPS request from 10.1.10.10 to client 1 and an HTTPS re-sponse fromclient 1 to 10.1.10.10

2
m

8349: B

MH.

Based on the exhibit showing the firewall rules, the following traffic is permitted:

Client 1 is allowed to send HTTPS traffic to any destination within the subnet 10.1.10.0/24 because there is a permit rule for the
user to access sve-https to that subnet.

Responses to initiated connections are typically allowed by stateful firewalls; hence, an HTTPS response from 10.1.10.10 to client 1
is expected to be permitted even though it is not explicitly mentioned in the firewall rules (assuming the stateful nature of the firewall).

HEE #145
What does the NIST model for digital forensics define?

¢ A how to define access control policies that will properly protect a company's most sensitive data and digital resources

¢ B. which data encryption and authentication algorithms are suitable for enterprise networks in a world that is moving toward
quantum computing

e C. which types of architecture and security policies are best equipped to help companies establish a Zero Trust Network
(ZIN)

e D. how to properly collect, examine, and analyze logs and other data, in order to use it as evidence in a security investigation

He. D

dY:

The National Institute of Standards and Technology (NIST) provides guidelines on digital forensics, which include methodologies for
properly collecting, examining, and analyzing digital evidence. This framework helps ensure that digital evidence is handled in a
manner that preserves its integrity and maintains its admissibility in legal proceedings:

Digital Forensics Process: This process mnvolves steps to ensure that data collected from digital sources can be used reliably in
mvestigations and court cases, addressing chain-of-custody issues, proper evidence handling, and detailed documentation of forensic
procedures.

A2 #146
Refer to the exhibit.
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This Aruba Mobility Controller (MC) should authenticate managers who access the Web Ul to ClearPass Policy Manager (CPPM)
ClearPass admins have asked you to use RADIUS and explained that the MC should accept managers' roles in Aruba- Admin-Role
VSAs Which setting should you change to follow Aruba best security practices?

A. Change the local user role to read-only

B. Clear the MSCHAP check box

C. Change the default role to "guest-provisioning”
D. Disable local authentication

o
m

: C

AE #147

Refer to the exhibit, which shows the settings on the company's MCs.

- Mobility Controller

Dashboard General Admin AirWave CPSec Certificates

Configuration

WLANS v Control Plane Security

Roles & Policies Enable CP Sec

Access Pomts Enable auto cert provisioning;

You have deployed about 100 new Aruba 335-APs. What is required for the APs to become managed?

A. configuring a PAPI key that matches on the APs and MCs
B. installing self-signed certificates on the APs

C. nstalling CA-signed certificates on the APs

D. approving the APs as authorized APs on the AP whitelist



HE: D

Y.

Based on the exhibit, which shows the settings on the company's Mobility Controllers (MCs), with 'Control Plane Security' enabled
and 'Enable auto cert provisioning' available, new Aruba 335-APs require approval on the MC to become managed. This is
commonly done by adding the APs to an authorized AP whitelist, after which they can be automatically provisioned with certificates
generated by the MC.

HEE #148
What is a benefit of Opportunistic Wireless Encryption (OWE)?

A. Tt allows anyone lo connect, but provides better protection against eavesdropping than a traditional open network
B. It offers more control over who can connect to the wireless network when compared with WPA2-Personal

C. It provides protection for wireless clients against both honeypot APs and man-in-the-middle (MUM) attacks

D. It allows both WPA2-capabie and WPA3-capable clients to authenticate to the same WPA-Personal WLAN

HE: A

MY

The benefit of Opportunistic Wireless Encryption (OWE) is that it allows anyone to connect, but it provides better protection against
eavesdropping than a traditional open network. OWE is a type of wireless security specified in the WPA3 standard that offers
encrypted commumication without the complexity of a full authentication process, thereby securing data on networks that would
otherwise be open and unencrypted.

Wi-Fi Alliance specifications for WPA3 and Opportunistic Wireless Encryption (OWE).
Security whitepapers and industry articles discussing the advantages of WPA3, including OWE.

HAE #149
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