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Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q72-Q77):
NEW QUESTION # 72 
Your company has a security team that manages firewalls and SSL certificates. It also has a networking team that manages the
networking resources. The networking team needs to be able to read firewall rules, but should not be able to create, modify, or
delete them.
How should you set up permissions for the networking team?

A. Assign members of the networking team a custom role with only the compute.networks.* and the compute.firewalls.list
permissions.
B. Assign members of the networking team the compute.networkUser role.
C. Assign members of the networking team the compute.networkAdmin role.
D. Assign members of the networking team the compute.networkViewer role, and add the compute.networks.use permission.
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Answer: C

Explanation:
https://cloud.google.com/compute/docs/access/iam

NEW QUESTION # 73 
One instance in your VPC is configured to run with a private IP address only. You want to ensure that even if this instance is
deleted, its current private IP address will not be automatically assigned to a different instance.
In the GCP Console, what should you do?

A. Add custom metadata to the instance with key internal-address and value reserved.
B. Assign a new reserved internal IP address to the instance.
C. Change the instance's current internal IP address to static.
D. Assign a public IP address to the instance.

Answer: B

NEW QUESTION # 74 
You are planning a large application deployment in Google Cloud that includes on-premises connectivity. The application requires
direct connectivity between workloads in all regions and on-premises locations without address translation, but all RFC 1918 ranges
are already in use in the on-premises locations. What should you do?

A. Use overlapping RFC 1918 ranges with multiple isolated VPC networks and Cloud NAT.
B. Use non-RFC 1918 ranges with a single global VPC.
C. Use overlapping RFC 1918 ranges with multiple isolated VPC networks.
D. Use multiple VPC networks with a transit network using VPC Network Peering.

Answer: B

NEW QUESTION # 75 
You want to deploy a VPN Gateway to connect your on-premises network to GCP. You are using a non BGP-capable on-
premises VPN device. You want to minimize downtime and operational overhead when your network grows. The device supports
only IKEv2, and you want to follow Google-recommended practices.
What should you do?

A. * Create a Cloud VPN instance.* Create a policy-based VPN tunnel per subnet.* Configure the appropriate local and
remote traffic selectors to match your local and remote networks.* Create the appropriate static routes.
B. * Create a Cloud VPN instance.* Create a route-based VPN tunnel.* Configure the appropriate local and remote traffic
selectors to match your local and remote networks.* Configure the appropriate static routes.
C. * Create a Cloud VPN instance.* Create a policy-based VPN tunnel.* Configure the appropriate local and remote traffic
selectors to match your local and remote networks.* Configure the appropriate static routes.
D. * Create a Cloud VPN instance.* Create a route-based VPN tunnel.* Configure the appropriate local and remote traffic
selectors to 0.0.0.0/0.* Configure the appropriate static routes.

Answer: C

Explanation:
https://cloud.google.com/network-connectivity/docs/vpn/how-to/creating-static-vpns#creating_a_gateway_and_tunnel

NEW QUESTION # 76 
Your organization has a new security policy that requires you to monitor all egress traffic payloads from your virtual machines in
region us-west2. You deployed an intrusion detection system (IDS) virtual appliance in the same region to meet the new policy. You
now need to integrate the IDS into the environment to monitor all egress traffic payloads from us-west2. What should you do?

A. Enable firewall logging, and forward all filtered egress firewall logs to the IDS.
B. Enable VPC Flow Logs. Create a sink in Cloud Logging to send filtered egress VPC Flow Logs to the IDS.



C. Create an internal TCP/UDP load balancer for Packet Mirroring, and add a packet mirroring policy filter for egress traffic.
D. Create an internal HTTP(S) load balancer for Packet Mirroring, and add a packet mirroring policy filter for egress traffic.

Answer: B

NEW QUESTION # 77
......
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