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HH #625
Isolating email attachments in a safe place until the attachments can be scanned for malware is defined as:

A. cross-platform virtualization.
B. a screened subnet.

C. sandboxing,

D. an approve listing.

IEf: C

RN -

Explanation

The correct answer is D. Sandboxing,

Sandboxing is a security technique that isolates email attachments in a safe place until the attachments can be scanned for malware.
A sandbox is a virtual environment that mimics the operating system and applications of the user, but prevents any changes or
damage to the actual system. A sandbox can also monitor the behavior and activity of the attachments and detect any malicious code
or actions12.

An approve listing is a security technique that allows only trusted or authorized email senders or domains to be received by the user.
An approve listing can help reduce spam and phishing emails, but it does not scan or isolate email attachments for malware3.

A screened subnet is a security technique that creates a buffer zone between the internal network and the internet. A screened
subnet uses firewalls and routers to filter and control the traffic that enters and exits the network. A screened subnet can help protect
the network from external attacks, but it does not scan or isolate email attachments for malware.

Cross-platform virtualization is a technology that allows running multiple operating systens and applications on the same physical
machine. Cross-platform virtualization can help improve efficiency, flexibility, and compatibility, but it does not scan or isolate email
attachments for malware.

M #626

A technician installed a Cat 5 UTP cable approximately 275t (84m) from a network switch in an office to a workstation located on
a factory floor The technician sees both a flashing green LED and a flashing orange LED on the workstation's NIC. Which of the
following should the technician do FIRST?

¢ A. Check for loose connections, pinched bends, and physical damage.

e B. Replace the entire run of Cat 5 UTP cable with Cat 5 STP cable.

e C. Install a powered hub as close as possible to the halfivay point in the Cat 5 UTP cable run.
¢ D. Upgrade the entire cable run to multimode fiber.

EM: A
R
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The flashing green and orange LEDs on the NIC indicate connection issues. The technician should first check for loose connections,
pinched bends, and physical damage, which are the most common causes of connection problens. Reference: CompTIA A+
Certification Exam Guide, Ninth Edition, Chapter 14

HH #627
A laptop has been returned for a screen repair. The owner insists the screen is broken, but occasionally a faded image is able to be

seen in very bright settings on the desktop. Which of the following steps should the repair technician take FIRST?

A. Recommend the usage of an external display instead.
B. Replace the screen, as the custormer insists.

C. Ensure the backlight is functioning as expected.

D. Replace the graphics card.

Ef#: C

M #0628
A system administrator has been tasked with allowing SMTP traffic through the system's host-based firewall.
Which of the following ports should the administrator enabled?

e AO
e B 1
o C.2
e D3

Ef: A

BRI -

SMTP (Simple Mail Transfer Protocol) uses port 25 to send email messages between servers12.

SMTP uses port 25 to send email messages between mail servers. Therefore, the system administrator should enable port 25 to
allow SMTP traffic through the host-based firewall. References: CompTIA A+ Certification Study Guide, Tenth Edition, pg. 282

ER #629
A technician is troubleshooting a wireless network issue that is intermittently affecting two users.
Which of'the following is the most likely cause of the issue?

A. Duplicate [P addresses

B. Incorrect SSID

C. Corrupted router firmware
D. Offline DHCP server

EfE: A

AR :

When two devices on the same network are assigned the same IP address, it can lead to intermittent connectivity issues as the
network switches between the two devices. This situation, known as an IP address conflict, can disrupt the normal operation of the
network, leading to connectivity problens that appear sporadic or intermittent. Resolving duplicate IP addresses typically involves
ensuring DHCP is correctly configured or manually setting unique static IP addresses for devices prone to conflicts.
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