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M #190

In a cloud environment, "unclear roles& responsibilities" and "no control over vulnerability process" on part of cloud customer can
lead to:
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A. Poor management of cloud Infrastructure
B. Loss of Governance

C. Denial of Service Attacks

D. Lack of Disaster Recovery

R -

It can lead to loss of governance.

In using cloud infrastructures, the client necessarily cedes control to the cloud service provider(CSP) on several issues which may
affect security.

The loss of governance and control could have a potentially severe impact on the organization's strategy and therefore on the
capacity to meet its mission and goals. The loss of control and governance could lead to the impossibility of complying with the
security requirements, a lack of confidentiality, integrity and availability of data, and a deterioration of performance and quality of
service, not to mention the introduction of compliance challenges.

Source: ENISA- Security Risk and Benefits

HMA #191
Why is it important to control traffic flows between networks in a cybersecurity context?

A. To reduce the blast radius of attacks

B. To increase the speed of data transmission
C. To simplify network architecture

D. To reduce the amount of data stored

Ef: A

R -

Controlling traffic flows between networks is critical in a cybersecurity context toreduce the blast radius of attacks. By segmenting
networks and implementing controls such as firewalls, organizations can limit the lateral movement of attackers, containing breaches
and minimizing their impact.

From theCCSK v5.0 Study Guide, Domain 9 (Network Security), Section 9.2:

"Controlling traffic flows between networks is a fundamental cybersecurity practice to reduce the blast radius of attacks. Network
segmentation and micro-segmentation limit an attacker's ability to move laterally within the environment, containing breaches and
protecting critical assets." Option B (To reduce the blast radius of attacks) is the correct answer.

Option A (To increase the speed of data transmission) is incorrect because traffic control focuses on security, not speed.

Option C (To simplify network architecture) is incorrect because segmentation may increase conplexity.

Option D (To reduce the amount of data stored) is incorrect because traffic control does not directly affect data storage.
Reference:

CCSK v5.0 Study Guide, Domain 9, Section 9.2: Network Segmentation and Traffic Control.

EZR #192
Which of'the following cloud computing models primarily provides storage and computing resources to the users?

A. Infrastructure as a Service (laa
B. Platformas a Service (PaaS)
C. Function as a Service (FaaS)
D. Software as a Service (SaaS)

IEf#: A

AR :

Infrastructure as a Service (1aaS) primarily provides users with storage, conmputing resources, and networking capabilities. In the
[aaS model, cloud providers offer virtualized computing resources over the internet. Users can rent servers, storage, and networking
equipment without needing to manage the physical hardware thenselves. This allows for flexible scaling and resource management
according to the users' needs.

FaaS focuses on serverless computing where users run code in response to events. PaaS provides a platform that allows users to
develop, run, and manage applications without worrying about the underlying infrastructure. SaaS delivers fully managed applications
over the nternet, where users access software without managing the infrastructure.



HH #193
What's the best way for organizations to establish a foundation for safeguarding data, upholding privacy, and meeting regulatory
requirements in cloud applications?

¢ A. By conducting regular security audits and updates

¢ B. By implementing end-to-end encryption and multi- factor authentication
¢ C. By deploying intrusion detection systems and monitoring

¢ D. By integrating security at the architectural and design level

IEf#: D

TR

The best way for organizations to establish a foundation for safeguarding data, upholding privacy, and meeting regulatory
requirements in cloud applications is by integrating security at the architectural and design level. This approach ensures that security is
built into the application from the start, rather than being added as an afterthought. By incorporating security features like encryption,
access controls, and compliance measures during the design and development phases, organizations can better protect sensitive
data, reduce vulnerabilities, and meet regulatory requirements more effectively.

While implementing encryption, multi-factor authentication, conducting audits, and deploying monitoring tools are also important,
they are part of the overall security strategy rather than the foundational approach. Integrating security into the architecture ensures a
more comprehensive, proactive security posture.

H #194
What type of mformation is contained in the Cloud Security Alliance's Cloud Control Matrix?

A. The command and control management hierarchy of typical cloud company

B. Aist of cloud configurations including traffic logic and efficient routes

C. A number of requirements to be implemented, based upon numerous standards and regulatory requirements
D. Network traffic rules for cloud environments

E. Federal legal business requirements for all cloud operators

Ef#: C
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