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¢ Detection Analysis: This domain focuses on analyzing Host and Process Timelines in Falcon to understand
FH1 events and detections, and pivoting to additional investigative tools.

¢ Hunting Methodology: This domain covers conducting active hunts, performing outlier analysis, testing
FH 2 hunting hypotheses, constructing queries, and investigating process trees.

¢ Event Search: This domain focuses on using CrowdStrike Query Language to build queries, format and
=M 3 filter event data, understand process relationships and event types, and create custom dashboards.
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¢ Reports and References: This domain covers using built-in Hunt and Visibility reports and leveraging
M 4 Events Full Reference documentation for event information.
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EE #28
Which field should you reference i order to find the system time of a *FileWritten event?

A. timestamp

B. FileTimeStamp _decimal

C. ProcessStartTime decimal
D. ContextTimeStamp decimal
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ContextTimeStamp_decimal is the field that shows the system time of the event that triggered the sensor to send data to the cloud. In
this case, it would be the time when the file was written. FileTimeStamp _decimal is the field that shows the last modified time of the
file, which may not be the same as the time when the file was written. ProcessStartTime decimal is the field that shows the start time
of the process that performed the file write operation, which may not be the same as the time when the file was written. Timestamp is
the field that shows the time when the sensor data was received by the cloud, which may not be the same as the time when the file
was written.

EE #29
You are reviewing a list of domains recently banned by your organization's acceptable use policy. In particular, you are looking for
the number of hosts that have visited each domain. Which tool should you use in Falcon?

A. Allowed Domain Summary Report

B. IP Addresses Search

C. Create a custom alert for each domain
D. Bulk Domain Search
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Bulk Domain Search is the tool that you should use in Falcon to review a list of domains recently banned by your organization's
acceptable use policy and look for the number of hosts that have visited each domain. Bulk Domain Search is an Investigate tool that
allows you to search for multiple domains at once and view their network connection events across all hosts in your environment. It
shows information such as domain name, number of hosts visited, number of detections generated, etc. for each domain. Create a
custom alert for each domain, Allowed Domain Summary Report, and [P Addresses Search are not tools that you should use for
this purpose.

HE #30
To find events that are outliers inside a network, is the best hunting method to use.
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A. time-based

B. stacking

C. searching

D. machine learning
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Stacking (Frequency Analysis) is the best hunting method to use to find events that are outliers inside a network. Stacking involves
grouping events by a common attribute and counting their frequency, then sorting them by ascending or descending order to identify
rare or common events. This can help find anomalies or deviations from normal behavior that could indicate malicious activity. Time-
based searching, machine learning, and searching are not specific hunting methods to find outliers.

HAE #31
Adversaries commonly execute discovery commands such as netexe, ipconfig.exe, and whoami exe. Rather than query for each of
these commands individually, you would like to use a single query with all of them. What Splunk operator is needed to complete the

following query?

A. OR
B.IN
C.NOT
D. AND
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The OR operator is needed to complete the following query, as it allows to search for events that match any of the specified values.

The query would look like this:

event_simpleName=ProcessRollup2 FileName=net.exe OR FileName=ipconfig.exe OR FileName=whoami.exe The OR operator

is used to combine multiple search terms or expressions and return events that match at least one of them. The IN, NOT, and AND
operators are not suitable for this query, as they have different functions and meanings.

EE #32
You would like to search for ANY process execution that used a file stored in the Recycle Bin on a Windows host. Select the
option to complete the following EAM query.
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