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CWNP Certified Wireless Analysis Professional Sample Questions (Q96-
Q101):
NEW QUESTION # 96 
You are responsible for troubleshooting and analysis of the WLAN in your organization that supports more than 700 client STAs.
Forty APs are deployed and they are all dual-band APs and are controller-based. You must troubleshoot the wired side in some
scenarios using a protocol analyzer.
Which one of the following problems would warrant wired-side analysis in most situations?

A. WMM QoS issues
B. High 802.11 CRC rates
C. DHCP problems
D. High 802.11 retry rates

Answer: A

NEW QUESTION # 97 
The network administrator at ABC Engineering has taken a large packet capture from one of their APs running in monitor mode.
She has very little knowledge of 802.11 protocols but would like to use the capture file to evaluate the overall health and
performance of their wireless network.
When she asks your advice, which tool do you recommend she opens the packet capture file with?

A. Capture visualization tool
B. Spectrum analyzer
C. Python
D. WLAN scanner

Answer: A

Explanation:
A capture visualization tool is designed to interpret packet capture files and present the data in graphical and statistical formats that
summarize network health, retry rates, throughput, channel utilization, and other performance indicators. This allows someone with
limited protocol knowledge to quickly assess overall WLAN performance without needing to manually decode individual 802.11
frames.

NEW QUESTION # 98 
The manager in the security group is concerned about compliance with security policies on the WLAN. The budget is not available
for a full WIPS SOLUTION. He has asked you to implement a process that will verify compliance.
What would you recommend in such a scenario?

A. Use the built-in spectrum analyzer features of the APs to ensure that WPA2-Enterprise is implemented throughout the
organization
B. Simplify enable 802.11w, which will enforce management frame compliance
C. Implement AP-based sensors throughout the facility and then monitor for performance issues with these sensors
D. Use a laptop-based protocol analyzer that provides compliance reporting to monitor the environment on a periodic basis

Answer: D

NEW QUESTION # 99 
The PHY layer provides framing by adding a header to create what type of data unit?

A. MPDU
B. PPDU
C. PSDU
D. MSDU

Answer: B



Explanation:
The PHY layer adds its header and preamble to the PSDU received from the MAC layer, forming a Physical Protocol Data Unit
(PPDU). The PPDU is the complete unit transmitted over the RF medium and represents the framed data at the physical layer.

NEW QUESTION # 100 
You are repairing a misconfiguration in WMM settings on an AP. The aCWmin and aCWmax values were all changed.
What is the default aCWmax for AC_BK?

A. 0
B. 1
C. 2
D. 3

Answer: D

NEW QUESTION # 101
......
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