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B # B Cyber Security GICSP % & % ik B & (Q74-Q79):

R #74
Which of the following statements best describes how a security policy should be written?

e A Tt should be direct, concise, and easily readable by those expected to follow it
e B. It should be as comprehensive as possible, and cover every possible contingency in as much detail as possible
e C. It should be written in formal, legal language similar to a business contract between two parties

BE: A

fE R A«

Comprehensive and Detailed Explanation From Exact Extract:

A good security policy must be clear, concise, and easily understandable by its audience (A). This ensures compliance and effective
implementation.
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Writing in overly formal legal language (B) can create barriers to understanding and practical application.

Overly comprehensive policies (C) risk being ignored due to complexity.

GICSP stresses that policies must balance conpleteness with clarity to be effective governance tools.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-100 (Information Security
Handbook) GICSP Training on Policy Development and Commumnication

=8 #75
An attacker has a goal of obtaining information stored in an ICS. Why might the attacker focus his efforts on the operating system
rather than the ICS application?

¢ A Organizations generally do not define a role or responsibility for dealing with operating systens, leaving them neglected and
vulnerable

¢ B. The ICS is more likely to have vendor-provided security hardening guidance than the operating system will

¢ C. The operating system will have fewer vulnerabilities than the ICS application

¢ D. Control of the operating system offers access to applications running on it

ZX: D
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In ICS environments, attackers often target the operating system (OS) rather than the ICS application itself because the OS controls
and supports the applications running on it. Gaining control over the OS gives attackers the capability to:

Access all files and data processed by applications

Install malware or tools that operate beneath or alongside ICS applications Manipulate or intercept data without detection While
hardening guidance may exist for both OS and applications, the OS is a more fundamental layer and usually presents a broader
attack surface. Therefore, controlling the OS (D) effectively provides access to all applications, making it a strategic target for
attackers seeking sensitive information.

This approach aligns with the GICSP's focus on understanding layered defenses and attack vectors at all levels of the ICS stack,
including the operating system.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.6 (System and Commumication Protection) GICSP Tramning Module on OS Hardening and ICS
Attack Vectors

PR #76

You are tasked with securing a new Linux-based ICS system. Which of the following actions should be taken during the mitial
configuration to harden the endpoint?

(Select all that apply)

Response:

A. Enable file sharing on all directories

B. Remove unnecessary software packages
C. Disable root login over SSH

D. Set strong passwords for all user accounts

Z%: BCD

P8 #77
Which of the following is a containment task within the six step incident handling process?

A. Re-imaging a workstation that was exhibiting wormlike behaviour

B. Creating a forensic image of a compromised workstation

C. Checking to ensure that the most recent patches were deployed to a web application server
D. Validate fix using a vulnerability scan of the hosts within the DMZ

ZE: A
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Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.

Re-imaging a compromised workstation (C) is a direct containment action to remove malicious sofiware and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.

(B) Creating forensic images is an evidence preservation task, not containment.

The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

PR #78
Which of'the following technologies uses Secure Simple Pairing (SSP) to pair devices?

A. Zigbee

B. Bluetooth

C. WirelessHART
D. ISA100.11a

Z%: B
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Comprehensive and Detailed Explanation From Exact Extract:

Secure Simple Pairing (SSP) is a security feature used in Bluetooth technology (B) to provide improved authentication and
encryption during device pairing.

Zigbee (A), WirelessHART (C), and ISA100.11a (D) use different security mechanisms adapted to industrial wireless environments
and do not use SSP.

GICSP training covers Bluetooth SSP as part of wireless security protocols.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

Bluetooth Core Specification (SSP)

GICSP Training on Wireless Security Protocols
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