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56. Frage 
A Swift user can only exchange FIN messages via the Swift network.
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A. FALSE
B. TRUE

Antwort: A

57. Frage 
To verify the applicability of a CSCF control to a specific component, several actions may be considered.
Which one does not apply in this case?
*Swift Customer Security Controls Policy
*Swift Customer Security Controls Framework v2025
*Independent Assessment Framework
*Independent Assessment Process for Assessors Guidelines
*Independent Assessment Framework - High-Level Test Plan Guidelines
*Outsourcing Agents - Security Requirements Baseline v2025
*CSP Architecture Type - Decision tree
*CSP_controls_matrix_and_high_test_plan_2025
*Assessment template for Mandatory controls
*Assessment template for Advisory controls
*CSCF Assessment Completion Letter
*Swift_CSP_Assessment_Report_Template

A. Check carefully the Introduction section of the CSCF
B. Check in the CSP Policy document
C. Open a case with SWIFT support via the case manager on swift.com if further information or solution cannot be found in
the documentation
D. Check appendix F of the CSCF

Antwort: B

Begründung:
Verifying the applicability of a CSCF control to a specific component involves consulting relevant SWIFT documentation and
processes. The "Swift Customer Security Controls Framework v2025" and associated guidelines provide the framework for this
determination. Let's evaluate each option:
*Option A: Check in the CSP Policy document
This does not apply. The "Swift Customer Security Controls Policy" is a high-level document outlining the CSP's objectives and
requirements but does not provide detailed guidance on control applicability to specific components. Control applicability is
determined by the CSCF itself (e.g., through appendices or the control matrix), not the policy document, which is more strategic
than operational.
*Option B: Check appendix F of the CSCF
This applies. Appendix F of the CSCF (or a similar appendix in the v2025 version) typically includes guidance on control
applicability, mapping controls to different architecture types and components. This is a standard action for assessors, as noted in the
"Independent Assessment Process for Assessors Guidelines."
*Option C: Check carefully the Introduction section of the CSCF
This applies. The Introduction section of the CSCF provides an overview of the framework's scope, objectives, and how controls



apply to various components, making it a relevant resource for verification.
*Option D: Open a case with SWIFT support via the case manager on swift.com if further information or solution cannot be found in
the documentation This applies. If documentation does not resolve the applicability question, SWIFT support via the case manager
on swift.com is a recognized escalation path, as outlined in the "Independent Assessment Framework" and SWIFT operational
guidelines.
Summary of Correct answer:
Checking the CSP Policy document (A) does not apply, as it is not the appropriate resource for verifying control applicability to
specific components.
References to SWIFT Customer Security Programme Documents:
*Swift Customer Security Controls Framework v2025: Provides applicability guidance in appendices (e.g., Appendix F) and the
Introduction.
*Independent Assessment Process for Assessors Guidelines: Recommends using CSCF appendices and support channels.
*CSP_controls_matrix_and_high_test_plan_2025: Supports control applicability analysis.
========

58. Frage 
The Swift HSM boxes:

A. Are located at the network partner premises and managed by Swift
B. Are located at the Swift user premises and managed by Swift
C. Are located at the network partner premises and managed by Swift the network partner
D. Are located at the Swift user premises and managed by the Swift user

Antwort: D

59. Frage 
The Swift HSM boxes:



A. Are located at the network partner premises and managed by Swift
B. Are located at the Swift user premises and managed by Swift
C. Are located at the network partner premises and managed by Swift the network partner
D. Are located at the Swift user premises and managed by the Swift user

Antwort: D

Begründung:
This question concerns the location and management of Swift HSM boxes, which are critical for secure key management.
Step 1: Understand the Role of Swift HSM
The Hardware Security Module (HSM) in the Swift environment is used to store and manage cryptographic keys, as perControl
2.5B: Cryptographic Key Managementof theCSCF v2024. The HSM ensures the security of Swift transactions by protecting
private keys.
Step 2: Evaluate Each Option
* A. Are located at the network partner premises and managed by SwiftNetwork partners (e.g., service providers) may host
connectivity infrastructure, but HSMs are typically located at the user's premises for direct control, as perSwift Security Best
Practices. Swift does not manage user HSMs; users are responsible for their operation.Conclusion: This is incorrect.
* B. Are located at the Swift user premises and managed by SwiftWhile HSMs are located at the user' s premises, Swift does not
manage them. Users are responsible for HSM management, as outlined in Control 2.5B, which requires users to secure and maintain
their HSMs.Conclusion: This is incorrect.
* C. Are located at the Swift user premises and managed by the Swift userTheCSCF v2024andSwift HSM Deployment
Guidespecify that HSMs are deployed at the Swift user's premises to ensure local control and security. Users are responsible for
managing and maintaining the HSM, including key generation and backups, as part of their compliance obligations.Conclusion: This
is correct.
* D. Are located at the network partner premises and managed by Swift the network partnerHSMs are not managed by network
partners or Swift. Users retain control, and network partners only facilitate connectivity, not HSM management.Conclusion: This is
incorrect.
Step 3: Conclusion and Verification
The verified answer isC, as it accurately reflects the standard deployment and management model for Swift HSMs, consistent with
Swift CSP documentation.
References
* Swift Customer Security Controls Framework (CSCF) v2024, Control 2.5B: Cryptographic Key Management.
* Swift HSM Deployment Guide, Section: Installation and Management.
* Swift Security Best Practices, Section: HSM Location and Control.

60. Frage 
Which of the following infrastructures has the smallest Swift footprint?



A. Alliance Remote Gateway
B. Alliance Lite2
C. Full stack of products up to the Messaging Interface
D. Full stack of products includinq IPLA

Antwort: B

Begründung:
This question compares the SWIFT footprint (components within the CSP scope) across different infrastructures:
* Step 1: Define SWIFT Footprint
* The SWIFT footprint includes all systems and components handling SWIFT messaging or connectivity, as defined in CSCF
Control 1.1 - SWIFT Environment Protection.

61. Frage
......
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