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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q95-Q100):

NEW QUESTION # 95
What is an event-driven snippet of code that runs on managed infrastructure?

A. Docker container
B. Hypervisor

C. Serverless function
D. API

Answer: C

Explanation:

A serverless function is an event-driven snippet of code that runs on managed infrastructure, typically as part of a Function as a
Service (FaaS) model. It is executed in response to events such as HTTP requests or database changes, and the cloud provider
handles the underlying infrastructure.
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NEW QUESTION # 96
What role do containers play in cloud migration and application management strategies?

A. They are used for data storage in cloud environments.

B. They serve as a template manager for software applications and services.
C. They enable companies to use cloud-native tools and methodologes.

D. They are used to orchestrate virtual machines (VMs) in cloud environments.

Answer: C

Explanation:

Containers encapsulate applications and their dependencies into lightweight, portable units that can run consistently across multiple
environments. This abstraction supports cloud-native development by enabling microservices architectures, rapid deployment, and
scaling within orchestration platforns like Kubernetes.

Containers accelerate cloud migration by decoupling applications from infrastructure, facilitating automation, and continuous
mtegration/continuous deployment (CI/CD) workflows. Palo Alto Networks addresses container security by integrating runtime
protection, vulnerability scanning, and conpliance enforcement within its Prisma Cloud platform, ensuring safe adoption of cloud-
native tools and methodologies.

NEW QUESTION # 97
‘Which option describes the "selective network security virtualization" phase of incrementally transforming data centers?

e A during the selective network security virtualization phase, all intra-host traffic is forwarded to a Web proxy server

e B. during the selective network security virtualization phase, all intra-host traffic is load balanced

e (. during the selective network security virtualization phase, all intra-host traffic is encapsulated and encrypted using the
IPSEC protocol

e D. during the selective network security virtualization phase, all intra-host communication paths are strictly controlled

Answer: D

Explanation:

Selective network security virtualization: Intra-host communications and live migrations are architected at this phase. All intra-host
commumnication paths are strictly controlled to ensure that traffic between VM at different trust levels is intermediated either by an
on-box, virtual security appliance or by an off-box, physical security appliance.

NEW QUESTION # 98
‘Which product from Palo Alto Networks extends the Security Operating Platform with the global threat intelligence and attack
context needed to accelerate analysis, forensics, and hunting workflows?

A. Global Protect
B. STIX

C. WildFire

D. AutoFocus

Answer: D

Explanation:

page 173 "AutoFocus makes over a billion samples and sessions, including billions of artifacts, immediately actionable for security
analysis and response efforts. AutoFocus extends the product portfolio with the global threat intelligence and attack context needed
to accelerate analysis, forensics, and hunting workflows.

Together, the platform and AutoFocus move security teams away from legacy manual approaches that rely on aggregating a growing
number of detectionbased alerts and post-event mitigation, to preventing sophisticated attacks and enabling proactive hunting
activities."

NEW QUESTION # 99



On which security principle does virtualization have positive eftects?

A. non-repudiation
B. integrity

C. availability

D. confidentiality

Answer: C

Explanation:

Virtualization improves the availability of IT systers and resources by enabling features such as12:

* Resource optimization: Virtualization allows multiple virtual instances to share the same physical infrastructure, reducing hardware
costs and increasing resource utilization.

* Scalability: Virtualization enables rapid provisioning and deprovisioning of virtual instances, allowing organizations to scale up or
down their IT capacity according to demand.

* Disaster recovery: Virtualization facilitates backup and replication of virtual instances, allowing organizations to restore their [T
systerns and data in the event of a disaster or outage.

* Fault tolerance: Virtualization supports high availability and load balancing of virtual instances, ensuring that IT systens and
services remain operational even if one or more virtual instances fail. References: Virtualization Benefits: How Virtualization Improves
Efficiency and Security | VMware, Virtualization Security - A Complete Guide - CyberExperts.com

NEW QUESTION # 100
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