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Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can you conclude about the zone
and member configuration on this device?

A. The underlay zone contains three members.

B. The overlay-factories zone contains no member.

C. You can move HUBI-VPN3 fromthe HUBI zone to the overlay-shops zone.
D. You can delete the virtual-wan-link zones.

Answer: B

Explanation:

In the SD-WAN GUI, the absence of memnbers in a zone is visually represented, and the Fortinet guide confirns:

"Ifa zone such as overlay-factories contains no members, it will be displayed as empty in the SD-WAN GUI. This may occur when
the zone is reserved for future expansion, or if members have been temporarily removed for maintenance or reconfiguration. Traffic
cannot be steered via an empty zone until at least one SD-WAN member is added." Such visual cues help operators quickly assess
configuration status and readiness.

NEW QUESTION # 55
Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.
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‘When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branchl _fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Review the per-device mapping configuration for metadata variables

B. Update the management IP address of branchl _fgt.

C. Do not define installation targets for SD-WAN members.

D. Specify the gateway of the SD-WAN member portl with an IP address or use the default value.

Answer: A,D

Explanation:

Specify the gateway of the SD-WAN member portl with an [P address or use the default value — The error log shows nvalid ip -
prop[gateway]: ip4class($ {sdwan_portl gw}) invalid ip addr, meaning the variable $ {sdwan portl gw} does not have a valid
mapping. Assigning a valid IP address or default value for the gateway resolves this error.

Review the per-device mapping configuration for metadata variables — The issue is tied to how the metadata variable

${sdwan portl gw} is mapped for branchl_fgt. Ifthis device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 56

Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch IPsec 2. Each template defines
a VPN tunnel. The error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device is also shown. Which statement best describes the cause of the issue?
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A. You can assign only one [Psec template to each FortiGate device.

B. You can assign only one template with a tunnel type of static to each FortiGate device.

C. You should use the same outgoing interface of both templates.

D. You should review the branchl_fgt configuration for configured tunnels in the rootVDOM.

Answer: A

Explanation:
FortiManager allows only one [Psec template to be assigned per FortiGate device. The error indicates a conflicting template
assignment, meaning assigning both Branch IPsec 1 and Branch [Psec 2 to the same device (branchl _fgt) is not permitted.

NEW QUESTION # 57

SD-WAN mteracts with many other FortiGate features. Some of them are required to allow SD- WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)



A. Traffic shaping
B. Interfaces

C. Firewall policies
D. Security profiles
E. Routing

Answer: B,C.E

Explanation:

Interfaces must be defined and added as SD-WAN members to participate in traffic steering.
Routing is required so FortiGate knows how to reach destinations through SD-WAN paths.
Firewall policies are needed to permit traffic and allow SD-WAN rules to take effect.

NEW QUESTION # 58
Refer to the exhibit.

# diagnose sys session list

session info: proto=6 prote_state=11 duration=180 expire=3424 timeout=3600
refresh_dir=both £lags=00000000 socktype=0 sockport=0 av_idx=0 use=4
origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id=0 policy dir=0 tunnel=/ vlan_cos=0/@

state=log may dirty ndr £00 app_valid route preserve

statistic (bytes/packets/allow_err): org=3369/ 451" reply=3881/19/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps)ls070

orgin->sink: org pre->post, reply pres-post dev=7->3/3->7 gwy=192.2.0.2/0.0.0.0
hook=post dir=org act=snat 10.0.1¢1021:58630->128.66.0.1:22(192.2.0.100:58630)
hook=pre dir=reply act=dnat 128, 66%0.1:22->192.2.0.100:58360(10.0.1.101:58360)
hook=post dir=reply act=nc@p)128.66.0.1:22->10.0.1.101:58630(0.0.0.0:0)

pos/ (before, after) OFQ0R0), 0/(0,0)

misc=0 policy id=ipdal Tiuid idx=15844 auth_info=0 chk client_info=0 wvd=0
5erial=00000c0c tos=ff/ff app_1ist=2000 app=16060 url_cat=0

sdwan_mbr_seg=1 sdwan_service id=4

rpdb_link_id=£ff000004 ngfwid=n/a

npu_stave=0x001108

no_offoad reason: redir-to-ips denied—me:Bd : EII_DE T
The administrator configured the SD-WAN rule ID 4 with two members (portl and port2) and strategy lowest cost (SLA).
What are the two characteristics of the session shown in the exhibit? (Choose two.)

¢ A FortiGate steered this flow according to an SD-WAN rule 4.

¢ B. FortiGate steered this flow according to the application detected and the outgoing interface is port3.
¢ C. FortiGate will re-evaluate this session if the outgoing interface goes down.

e D. FortiGate will never re-evaluate this session.

Answer: A,C

Explanation:

The line sdwan mbr_seq=1 sdwan_service id=4 indicates that this session is part of an SD-WAN rule. sdwan_service id=4
confirns that the session is being handled by SD-WAN rule ID 4. This directly links the flow to the SD-WAN configuration.

The line no_offload reason: redir-to-ips denied-by-nturbo shows that the session is not offloaded to the NPU (Network Processing
Unit) and is being processed by the main CPU. A session that is not offloaded can be re-evaluated. If the outgoing interface (the one
currently being used) goes down, the FortiGate will re-evaluate the session against the SD-WAN rules to find a new active member
to steer the traffic through. This is a findamental behavior of SD-WAN, which ensures network resilience.

NEW QUESTION # 59
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