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NEW QUESTION # 70 
A cloud engineer wants to implement a monitoring solution to detect cryptojacking and other cryptomining malware on cloud
instances. Which of the following metrics would most likely be used to identify the activity?

A. Disk I/O
B. Network packets
C. Average memory utilization
D. Percent of CPU utilization

Answer: D

Explanation:
To detect cryptojacking and other cryptomining malware on cloud instances, monitoring the percent of CPU utilization is most
effective. Cryptomining malware typically consumes a significant amount of CPU resources for mining operations, leading to
unusually high CPU usage. Monitoring and analyzing CPU utilization metrics can help identify instances of cryptojacking by
highlighting abnormal levels of resource consumption.
Reference: Understanding management and technical operations in cloud environments, as outlined in the CompTIA Cloud+
objectives, includes the use of monitoring solutions to detect and respond to security threats like cryptomining malware, ensuring the
integrity and performance of cloud resources.

NEW QUESTION # 71 
A systems administrator wants the VMs on the hypervisor to share CPU resources on the same core when feasible. Which of the
following will BEST achieve this goal?

A. Enable simultaneous multithreading.
B. Configure CPU passthrough.
C. Oversubscribe CPU resources.
D. Switch from a Type 1 to a Type 2 hypervisor.
E. Increase instructions per cycle.

Answer: A

Explanation:
Simultaneous multithreading (SMT) is a technique that allows a single CPU core to execute multiple threads simultaneously. This can
improve the performance of VMs by allowing them to share CPU resources on the same core.

NEW QUESTION # 72 
Which of the following application migration strategies will best suit a customer who wants to move a simple web application from an
on-premises server to the cloud?

A. Refactor
B. Retain
C. Rehost
D. Rearchitect

Answer: C

Explanation:
Rehosting, often referred to as a "lift and shift" strategy, is the best suit for a customer who wants to move a simple web application
from an on-premises server to the cloud. It involves moving the application to the cloud without making significant changes, which
can be a quick and cost-effective migration approach for straightforward applications.References: The various cloud migration
strategies, including rehosting, are part of the knowledge base for cloud migration in the CompTIA Cloud+ certification.

NEW QUESTION # 73 
A cloud engineer wants to replace the current on-premises. unstructured data storage with a solution in the cloud. The new solution
needs to be cost-effective and highly scalable. Which of the following types of storage would be best to use?

A. Object



B. File
C. Block
D. SAN

Answer: A

Explanation:
Object storage is ideal for cost-effective and highly scalable unstructured data. It allows for the storage of massive amounts of
unstructured data in a flat namespace and is not constrained by the rigid structures of file or block storage. Object storage is highly
durable and designed for high levels of scalability and accessibility.
The suitability of object storage for unstructured data and scalability is a part of cloud storage technologies covered in CompTIA
Cloud+ materials.

NEW QUESTION # 74 
A systems engineer tries to mount an iSCSI LUN to a VM host in a data center, but the host does not discover any iSCSI targets.
A sample of the switch configuration is shown in the following image:
GigabitEthernet 1/0/1
description "Development Network Uplink to VM Host A"
access vlan 24
GigabitEthernet 1/0/2
description "Storage Network Uplink to VM Host A"
access vlan 24
spanning-tree portfast
mtu 9216
GigabitEthernet 1/0/3
description "Lights-Out Management VM Host A"
access vlan 20
spanning-tree portfast
GigabitEthernet 1/0/4
description "SAN Management Controller A"
access vlan 20
GigabitEthernet 1/0/5
description "SAN Management Controller B"
access vlan 20
spanning-tree portfast
GigabitEthernet 1/0/6
description "SAN iSCSI Controller A"
access vlan 25
spanning-tree portfast
GigabitEthernet 1/0/7
description "SAN iSCSI Controller B™
access vlan 25
spanning-tree portfast
Which of the following configuration changes would most likely resolve the discovery issues?

A. Changing the access VLAN for Gigabit Ethernet 1/0/2 to 25
B. Disabling Gigabit Ethernet 1/0/7
C. Enabling jumbo frames on Gigabit Ethernet 1/0/6 and Gigabit Ethernet 1/0/7
D. Changing the MTU on Gigabit Ethernet 1/0/2

Answer: A

Explanation:
The VM host's storage uplink (Gi1/0/2) is in VLAN 24, while the iSCSI controllers (Gi1/0/6 and Gi1/0/7) are in VLAN 25. iSCSI
target discovery requires Layer 2 connectivity on the same VLAN/subnet; moving Gi1/0/2 to VLAN 25 restores discovery.

NEW QUESTION # 75
......
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