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H #40
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

¢ A. By rebooting the computer into safe mode

¢ B. By opening the Network and Sharing Center

¢ (. By using the ipconfig command from a command prompt on the computer
¢ D. By checking the system properties

Ef#: C

fEERL:

Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
investigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

Reference:NIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like

ipconfig,

HH #41
Which law includes a provision permitting the wiretapping of VoIP calls?

A. Stored Communications Act

B. Electronic Communications Privacy Act (ECPA)

C. Health Insurance Portability and Accountability Act (HIPAA)

D. Communications Assistance to Law Enforcement Act (CALEA)

IEfE: D

AR

Comprehensive and Detailed Explanation From Exact Extract:

The Commumications Assistance to Law Enforcement Act (CALEA) mandates telecomnumnications carriers to assist law
enforcement in executing authorized wiretaps, including on Voice over IP (VoIP) calls, ensuring lawful interception capabilities.
* CALEA requires built-in surveillance capabilities in commumications systens.

* ]t balances privacy rights with law enforcement needs.

Reference:CALEA is cited in digital forensics and cybersecurity standards relating to lawful interception capabilities.

B #42
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‘Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. NTLDR

B. Winload.exe
C. BOOTMGR
D. BCD

Ef#: A

TR

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic investigators in boot process analysis.

Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systers.

H #43
‘Which method of copying digital evidence ensures proper evidence collection?

e A Encrypted transfer
¢ B. File-level copy
¢ C. Bit-level copy
¢ D. Cloud backup

Ef#: C

fEEL:

Comprehensive and Detailed Explanation From Exact Extract:

A bit-level (bitstream) copy creates an exact sector-by-sector duplicate of the original media, capturing all files, deleted data, and
slack space. This method is essential to preserve the entirety of digital evidence without modification.

* Bit-level imaging maintains forensic soundness.

* It allows investigators to perform analysis without altering original data.

Reference:NIST SP 800-86 and digital forensics best practices emphasize bit-level copying for evidence acquisition.

H #44
Which type of storage format should be transported in a special bag to reduce electrostatic interference?

A. Solid-state drives
B. Optical discs

C. Flash drives

D. Magnetic media

IEf#: D

AR

Comprehensive and Detailed Explanation From Exact Extract:

Magnetic media such as hard drives and magnetic tapes are sensitive to electrostatic discharge (ESD), which can damage data. They
must be transported in anti-static bags or containers to reduce the risk of electrostatic interference.

* SSDs and flash drives are less vulnerable to ESD but still benefit from proper packaging.

* Proper handling protocols prevent unintentional data loss or corruption.

ReferenceNIST SP 800-101 and forensic evidence handling standards specify anti-static packaging for magnetic storage media.

B #45
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