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HM #35

Which three best practices improve NTA/NDR accuracy and operational effectiveness?
(Choose three)

Response:

A. Limit NSX Manager logging to reduce overhead
B. Regularly update threat intelligence subscriptions
C. Establish baseline communication patterns for workloads
D. Enable DPI (Deep Packet Inspection) only during audits
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¢ E. Deploy flow collection sensors across all clusters

Eﬁ: B\ C\ E

HH #36
What is the role of the Shared Services Platform (SSP) in VMware's vDefend architecture?
Response:

A. Tt hosts telemetry and analytics services for firewall rule recommendations
B. It provides centralized routing for external connectivity

C. It manages vSphere storage policies for encrypted datastores

D. It serves as the default backup proxy for distributed firewalls

Ef#: A

B #37
‘Which statement best describes the vDefend firewall's distributed architecture?
Response:

A. Tt enables consistent policy enforcement by applying rules at each VM's vNIC level
B. Policies are enforced at the physical network core to mnimize processing load

C. It relies on dedicated hardware firewalls to offload nspection tasks

D. Security rules are applied only to north-south traffic from external clients

Ef: A

B #38
Which interface is primarily used to create and manage firewall rules in VMware vDefend?
Response:

A. NSX Manager Policy Ul
B. vVSAN Health Service

C. vSphere Web Client

D. ESXi Host Client

EfE: A

ER #39

Which two practices are recommended when designing an RBAC model for vDefend firewall operations?
(Choose two)

Response:

A. Follow the principle of least privilege

B. Disable logging for users with "Read-Only" permissions
C. Assign "Enterprise Admn" to all users for full access

D. Assign access based on physical host groupings

E. Define customroles based on operational responsibilities

IEf#: A\ E
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