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Questions (Q85-Q90):
NEW QUESTION # 85 
Which of the following is a management process that provides a framework to stimulate a rapid recovery, and the ability to react
effectively to protect the interests of its brand, reputation and stakeholders?

A. None
B. log analysis
C. patch management
D. Business Continuity Management
E. response systems

Answer: D
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NEW QUESTION # 86 
CORRECT TEXT
Fill in the blank with the appropriate term.
A ______________ is a translation device or service that is often controlled by a separate Media Gateway Controller, which
provides the call control and signaling functionality.

Answer:

Explanation:
Media gateway
Explanation:
A Media gateway is a translation device or service that converts digital media streams between disparate telecommunications
networks such as PSTN, SS7, Next Generation Networks (2G, 2.5G and 3G radio access networks) or PBX. Media gateways
enable multimedia communications across Next Generation Networks over multiple transport protocols such as Asynchronous
Transfer Mode (ATM) and Internet Protocol (IP).Because the media gateway connects different types of networks, one of its main
functions is to convert between different transmission and coding techniques. Media streaming functions such as echo cancellation,
DTMF, and tone sender are also located in the media gateway. Media gateways are often controlled by a separate Media Gateway
Controller, which provides the call control and signaling functionality.

NEW QUESTION # 87 
To secure his company's network, Tim the network admin, installed a security device that inspected all inbound and outbound
network traffic for suspicious patterns. The device was configured to alert him if it found any such suspicious activity. Identify the
type of network security device installed by Tim?

A. Proxy server
B. Firewall
C. Honeypot
D. Intrusion Detection System (IDS)

Answer: D

Explanation:
The network security device described is an Intrusion Detection System (IDS). An IDS monitors all inbound and outbound network
traffic for suspicious patterns and is configured to alert the network administrator if it detects any such activity. This aligns with the
primary function of an IDS, which is to serve as a monitoring system, not necessarily to block traffic like a firewall or act as a decoy
like a honeypot. It differs from a proxy server, which would primarily manage and forward web requests on behalf of clients. The
IDS operates by analyzing traffic and identifying potential threats based on known signatures or anomalies in network behavior,
thereby enabling the network admin to take appropriate action to secure the network.

NEW QUESTION # 88 
Which of the following tools is an open source protocol analyzer that can capture traffic in real time?

A. NetWitness
B. None
C. Bridle
D. Wireshark
E. NetResident

Answer: D

Explanation:
Wireshark is an open source protocol analyzer that can capture traffic in real time. Wireshark is a free packet sniffer computer
application. It is used for network troubleshooting, analysis, software and communications protocol development, and education.
Wireshark is very similar to tcpdump, but it has a graphical front-end, and many more information sorting and filtering options. It
allows the user to see all traffic being passed over the network (usually an Ethernet network but support is being added for others)
by putting the network interface into promiscuous mode.
Wireshark uses pcap to capture packets, so it can only capture the packets on the networks supported by pcap. It has the following
features:
Data can be captured "from the wire" from a live network connection or read from a file that records the already-captured packets.



Live data can be read from a number of types of network, including Ethernet, IEEE 802.11, PPP, and loopback.
Captured network data can be browsed via a GUI, or via the terminal (command line) version of the utility, tshark.
Captured files can be programmatically edited or converted via command-line switches to the "editcap" program.
Data display can be refined using a display filter. Plugins can be created for dissecting new protocols.
Answer option C is incorrect. Snort is an open source network intrusion prevention and detection system that operates as a network
sniffer. It logs activities of the network that is matched with the predefined signatures.
Signatures can be designed for a wide range of traffic, including Internet Protocol (IP), Transmission Control Protocol (TCP), User
Datagram Protocol (UDP), and Internet Control Message Protocol (ICMP).
Answer option D is incorrect. NetWitness is used to analyze and monitor the network traffic and activity.
Answer option A is incorrect. Netresident is used to capture, store, analyze, and reconstruct network events and activities.

NEW QUESTION # 89 
Which of the following is a passive attack?

A. Traffic analysis
B. Replay attack
C. Session hijacking
D. Unauthorized access

Answer: A
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