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Refer to the exhibit.
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SD-WAN configuration on FortiGate

<
3

...

Service(d): Address Mode (IFVY) Llage=0x4200 use-shortcu
Tie break: fib
Shorecous priority: 2
Gen(d), TOS(Ox0/0x0), Protocel(0): sro(l->6553
Hexbers(3):

Sre addressil):

F2RTIN

Dot addressil):

Service(4) 1 Address
Tie break: cfg
Shortout priority: 3

Gen(d), TOS(0x0/0x0), Protocol(D): sre({l->65535) :1dst (1->85535), Mode(sla), sla-compare-order
Mesbers(2):

branchl_fgt # get router iafo routing-table all

0.0.0.0/0 [1/0] wis 192.2.0.2, porcl, [1/0)
[3/0] wis 192.3.0.10, porcd, [10/0])

10.0.1.0/24 19 dizectly comnected, portd

10.1.0.0/724 [200/0) wia 192.162.1.61 (zecursive 13 directly conaected, HNUBL-VPELl), 1d403as58m, [1/0)
[200/0)] wim 192.165.1.125 (recursive 19 directly coanected, MNUBI-VFN2), 1403astm, ([1/0]
[200/Q] wis 192.162.1.1089 (recursive is directly comaected, HUB1-VPR)), 1dodnase=m, [1/0]

10.200.99.1/32 1is directly connected, Branch-lo

10.2.0.0/14 [200/0) wis 192.1608.1.61 (recursive is directly connected, HUB
[200/0] wis 192.1608.1.129 (zecursive i1p» directly ccanected,
[200/0) wia 192.168.1.18% (recursiwve is directly coanect

10.2.5.0/724 [200/0] wis 1%2.168.1.61 (recursive 15 directly coasected

1), 00:03:01, [1/0)
). 002001581, [1/0]
, 00100151, [1/0)
3), 00:00:01, [1/0)

branchl_f£gt § diag sys sdwan serviced

i: Seq sum(S HUBL-VFN2 HUBLl), alive, 2] 0), cfg_czdex(l)., lccal coat(l), selected
41 Seq sum(€ MUBL-VPN) MUB1), all d(0), cfg_czder(l), local cost(0), selected
3t Seq_oum(4 HURI-VFHI NUB1), a + 94d4(0), cfg_order(0), local cost(D), selected

10.0.9.0‘.2

4) flage=0x4200 uvee-shortcut-sls vse-shortcut

1: Seq_num(d portd underlay), alive, 2la(0x3), 91d(0), cfg_crder(l), local cost(Q), selected
4t Seq_num(l portl underlay), alive, sia(0xl), gidid), cfg_crder(0), local cost(Q), selected

Src sddressil):

10.0.1.0-10.0.1.25%

Det addressil):

10.2.0.0-10.2.255.255

‘Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server
10.2.5.254?

Ef#:

A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 3 and interface HUB1-VPN3.
C. SD-WAN service rule 4 and interface port2.
D. SD-WAN service rule 4 and portl or port2.

B

B #52
Refer to the exhibit.




config system sdwan
config health_check
edit “DMNS”
set server “4.2.2.1Y¢.2.2.2"
sat detect-mode active
set protocol pang
set embed-measured-health enable
set members, 3 4
config, sla
et 1 :RTINE
set link-cost-factor latency
set latency-threshold 100
end

The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the hub FortiGate doesn't
prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

e A The performance SLA is configured with set embedded-measure accept.
¢ B. This performance SLA uses the same members.
e C. The performance SLA uses the sane criteria.
e D. The performance SLA has the parameter priority-out-sla configured.
IE% H C\ D
B #53
Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUL
Edit SD-WAN Zone - HUB2 x
Name HUB2

% HUB2-VENY %

Interface Members

& HU Iﬁ »
SHUB2-VPN3 ®
| Elicl-: to select 3 entries selected
Advanced Options ~ .. '
advpn-health-check'@. o HUB1_HC x =
advpn-select & L&

minimum-sla-meet-memberso 2

service-sla-tie-break© cfg-order X v

S Em e oy e =
| — | T D el

Based on the exhibit, how will the FortiGate device behave afier it receives this configuration?

A. The configuration nstructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN zone.

B. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet the SLA target HUB1_HC.
C. The configuration instructs FortiGate to establish shortcuts only when at least two members meet the SLA target.

D. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN mformation.

Ef#: C

AR -

This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone members (in this case, HUB2-
VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA health check (HUB1 HC) before the FortiGate will establish
ADVPN shortcuts. If fewer than two members meet the SLLA, shortcuts will not be created.



HR #54
You are planning a large SD-WAN deployment with approximately 1000 spokes and want to allow ADVPN between the spokes.
Some remote sites use FortiSASE to connect to the company's SD-WAN hub. Which overlay routing configuration should you use?

A. BGP per overlay with dynamic BGP for ADVPN shortcut routing.

B. BGP on loopback with dynamic BGP for ADVPN shortcut routing.

C. BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing.
D. BGP on loopback with IPsec phase2 selectors for ADVPN shortcut routing,

Ef#: B

TR

For a large-scale SD-WAN deployment (such as 1000 spokes) where ADVPN shortcut routing is required and some remote sites
connect via FortiSASE, the recommended overlay routing configuration is BGP running on loopback interfaces, combined with
dynamic BGP for ADVPN shortcut routing, This design leverages the scalability and resilience of BGP, allowing dynamic discovery
and route exchange necessary for shortcut tunnels between spokes in ADVPN environments. Using loopback interfaces for BGP
peering is considered best practice because it decouples routing protocol stability from physical link status, ensuring that if a physical
underlay interface fails, the BGP session remains up as long as there's an alternate path. With dynamic BGP, each spoke can
efficiently learn the routes to other spokes and dynamically establish shortcuts, which is critical at this scale. This method also
integrates smoothly with FortiSASE for remote connectivity to the SD-WAN hub, providing flexibility and centralized management.
References:

[FCSS_SDW_AR-7.4 1-0.docx Q6]

Fortinet SD-WAN Reference Architecture Guide 7.4, "Scalable Routing with BGP on Loopback and ADVPN Shortcuts" Fortinet
SD-WAN Concept Guide, "Overlay Routing Designs for Large Deployments"

H #55
An admmnistrator is configuring SD-WAN to load balance their network traffic. Which two things should they consider when setting
up SD-WAN? (Choose two.)

A. Only the manual and best-quality strategies allow SD-WAN load balancing,

B. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA) strategies.
C. You can select the outbandwidth hash mode with all strategies that allow load balancing,

D. When applicable. FortiGate load balances the traffic through all members that meet the SLA target.

Ef#E: C. D
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