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PECB ISO-IEC-27035-Lead-Incident-Manager Exam Syllabus Topics:

Topic Details

¢ Information security incident management process based on ISO

e [EC 27035: This section of the exam measures skills of Incident Response Managers and covers the

Topic 1 standardized steps and processes outlined in ISO

e [EC 27035. It enphasizes how organizations should structure their incident response lifecycle from
detection to closure in a consistent and effective manner.

¢ Improving the incident management processes and activities: This section of the exam measures skills of

Incident Response Managers and covers the review and enhancement of existing incident management
Topic 2 processes. It involves post-incident reviews, learning from past events, and refining tools, training, and
techniques to improve future response efforts.

¢ Preparing and executing the incident response plan for information security incidents: This section of the

exam measures skills of Incident Response Managers and covers the preparation and activation of incident
Topic 3 response plans. It focuses on readiness activities such as team training, resource allocation, and simulation
exercises, along with actual response execution when incidents occur.
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¢ Inplementing incident management processes and managing information security incidents: This section of

the exam measures skills of Information Security Analysts and covers the practical implementation of
Topic 4 incident management strategies. It looks at ongoing incident tracking, communication during crises, and
ensuring incidents are resolved in accordance with established protocols.
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PECB Certified ISO/IEC 27035 Lead Incident Manager Sample Questions
(Q53-Q58):

NEW QUESTION # 53
Based on ISO/IEC 27035-2, which of the following is an example of evaluation activities used to evaluate the effectiveness of the
incident management team?

¢ A. Conducting information security testing, particularly vulnerability assessment
e B. Evaluating the capabilities and services once they become operational
e (. Analyzing the lessons learned once an information security incident has been handled and closed

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035-2:22016 Clause 7.4.3 emphasizes the role of lessons learned reviews as key evaluation activities for assessing the
performance of incident response teanrs. This activity involves post-incident debriefs to evaluate what went right or wrong and how
response processes or team functions could improve.

While options A and C are related to broader security or deployment procedures, Option B directly reflects a formal evaluation
mechanism used to gauge incident team effectiveness.

Reference:

ISO/IEC 27035-2:2016 Clause 7.4.3: "Lessons learned should be documented and used to evaluate the effectiveness of the incident
management process." Correct answer: B

NEW QUESTION # 54
How is the impact of an information security event assessed?

¢ A. By evaluating the effect on the confidentiality, integrity, and availability of nformation
¢ B. By determining if the event is an information security incident
¢ C. By identifying the assets affected by the event

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The impact of an information security event is assessed by evaluating how the event affects the CIA triad- Confidentiality, Integrity,
and Availability-of information assets. This findamental concept underpins all ISO/IEC 27000-series standards, including ISO/IEC
27035.

ISO/IEC 27035-1:2016, Clause 6.2.3 explicitly states that an event's severity and urgency are to be assessed by evaluating its
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actual or potential impact on the organization's information security objectives, namely:

Confidentiality: Protection from unauthorized disclosure

Integrity: Protection from unauthorized modification

Auvailability: Assurance of timely and reliable access

This approach ensures consistent and risk-based decision-making during incident assessment. Options A and B are important steps,
but they are part of the broader process; they do not directly measure impact.

Reference:

ISO/IEC 27035-12016, Clause 6.2.3: "The impact should be assessed based on the effect on confidentiality, integrity, and
availability of the information assets affected." Correct answer: C

NEW QUESTION # 55
Which document provides guidelines for planning and preparing for incident response and for learning lessons from the incident
response process?

e A ISO/IEC 27035-2
e B.ISO/IEC 27037
e C.ISO/IEC 27035-1

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035-22016 is titled "Information security incident management - Part 2: Guidelines to plan and prepare for incident
response." This document provides detailed guidance on establishing an incident response capability, planning for incident response,
and implementing effective response actions. It also emphasizes the importance of post-incident analysis and lessons learned to
improve future incident handling.

Key activities covered in ISO/IEC 27035-2 include:

* Planning and preparing for incident handling (e.g., policy development, roles and responsibilities)

* Establishing and training the incident response team (IRT)

* Developing communication strategies and escalation procedures

* Conducting root cause analysis and collecting lessons learned

* Applying improvemments to prevent recurrence

By contrast:

* ISO/IEC 27035-1 provides high-level principles of incident management (Part 1: Principles).

* ISO/IEC 27037 relates to the handling of digital evidence and is focused more on forensic practices than incident response
preparation.

Reference Extracts:

* ISO/IEC 27035-2:2016, Introduction: "This part provides guidance on the planning and preparation necessary for effective
incident response and for learning lessons from incidents."

* ISO/IEC 27035-2:2016, Clause 6.5: "Lessons learned and reporting can help improve future incident response and provide input
to risk assessments and control improvements."

NEW QUESTION # 56
How should vulnerabilities lacking corresponding threats be handled?

e A. They may not require controls but should be analyzed and monitored for changes
¢ B. They should be disregarded as they pose no risk
e C. They still require controls and should be promptly addressed

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27005:2018 (which supports ISO/IEC 27035 in risk management and threat assessment processes),
vulnerabilities that are not currently associated with known threats do not necessarily need immediate remediation or technical
control measures. However, they cannot be ignored entirely either.

Such vulnerabilities may not pose an active risk at the present time, but that can change quickly if a new threat emerges that can
exploit them Therefore, these vulnerabilities should be documented, assessed in context, and monitored over time. This process



ensures that if the threat landscape evolves, the organization can respond proactively.

The standard emphasizes a risk-based approach, which includes:

* Analyzing vulnerabilities in relation to assets and threat likelihood

* Monitoring the environment for changes that may introduce new threats

* Avoiding unnecessary or unjustified resource expenditure on low-risk issues Option A is incorrect because it suggests addressing
all vulnerabilities without considering risk context.

Option B is risky and contradicts ISO best practices, which emphasize continuous risk monitoring.

Reference Extracts:

* ISO/IEC 270052018, Clause 8.2.2: "Vulnerabilities without known threats may not require treatment immediately but should be
monitored regularly."”

* ISO/IEC 2700122022, Annex A, Control A.8.8 - "Management of technical vulnerabilities should be risk- based and responsive
to changes." Therefore, the correct answer is C: They may not require controls but should be analyzed and monitored for changes.

NEW QUESTION # 57
Which team has a broader cybersecurity role, including incident response, monitoring, and overseeing general operations?

¢ A. Computer Emergency Response Team (CERT)
¢ B. Computer Security Incident Response Team (CSIRT)
e C. Security Operations Center (SOC)

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035 and industry best practices, a Security Operations Center (SOC) is the central hub for an
organization's cybersecurity operations. Its responsibilities go beyond pure incident response.

SOCs continuously monitor the organization's network and systens for suspicious activity and threats, providing real-time threat
detection, incident response coordination, vulnerability management, and overall security infrastructure oversight.

While CSIRTs and CERTSs specialize in handling and managing security incidents, their roles are generally more narrowly focused on
the detection, reporting, and resolution of security events. SOCs, on the other hand, manage the broader spectrum of operations,
ncluding:

Real-time monitoring and logging

Threat hunting and intelligence

Security incident analysis and triage

Coordinating CSIRT activities

Supporting policy compliance and auditing

Integration with vulnerability management and security infrastructure

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.3.1: "Monitoring systerns and activities should be established, operated and maintained to identify
deviations from normal behavior." NIST SP 800-61 Revision 2 and industry alignment with ISO/IEC 27035 recognize the SOC as
the broader operational environment that houses or interacts with the CSIRT/CERT.

Therefore, the correct answer is: B - Security Operations Center (SOC)

NEW QUESTION # 58
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