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IR #527
Maria is conducting passive reconnaissance on a competitor without interacting with their systems. Which method would be least
appropriate and potentially risky?

A. Examining patent databases and public records
B. Reviewing forums and social media

C. Running an intensive port scan on public IPs
D. Using the Wayback Machine

ER: C

f RS A«

CEH v13 defines passive reconnaissance as information gathering without directly interacting with the target's systems. Activities
such as reviewing archived websites, social media, forums, and public records are all passive and legal.

Running an intensive port scan, however, is an active reconnaissance technique. According to CEH v13, port scanning directly
nteracts with target systens and can trigger IDS/IPS alerts, logs, and even legal consequences if done without authorization.
Therefore, option B violates the principles of passive reconnaissance and is the riskiest choice.

PR #528

James is working as an ethical hacker at Technix Solutions. The management ordered James to discover how vulnerable its network
is towards footprinting attacks. James took the help of an open-source framework for performing autormated reconnaissance
activities. This framework helped James in gathering mformation using free tools and resources. What is the framework used by
James to conduct footprinting and reconnaissance activities?

A. SpeedPhish Framework

B. WebSploit Framework

C. Browser Exploitation Framework
D. OSINT framework

ZE: D

i RE #529

Bob, your senior colleague, has sent you a mail regarding a deal with one of the clients. You are requested to accept the offer and
you oblige. After 2 days, Bab denies that he had ever sent a mail. What do you want to

"know™' to prove yourself that it was Bob who had send a mail?

A. Authentication
B. Non-Repudiation

C. Integrity
D. Confidentiality

EX: B

i RE S B -

Non-repudiation is the assurance that someone cannot deny the validity of something. Non-repudiation is a legal concept that is
widely used in information security and refers to a service, which provides proof of the origin of data and the integrity of the data. In
other words, non-repudiation makes it very difficult to successfully deny who/where a message came from as well as the authenticity
and integrity of that message.

i R #530
Which of the following is a low-tech way of gaining unauthorized access to systems?

¢ A. Favesdropping
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¢ B. Social Engneering
e C. Sniffing
¢ D. Scanning

EX: B

it RE S -

Social engineering is a non-technical attack that manipulates human behavior to gain access to systemns or data. It often involves
deception (e.g., phishing, pretexting, baiting) and requires no technical expertise or tools, making it a low-tech yet highly effective
method.

Reference - CEH v13 Official Study Guide:

Module 9: Social Engineering

Quote:

"Social engineering exploits human psychology and trust to gain unauthorized access. It is considered a low- tech method because it
does not require technical means." Incorrect Options Explained:

B: Eavesdropping may require technical tools to intercept data.

C: Scanning involves active use of tools to find vulnerabilities.

D: Sniffing is technical and requires tools to capture network traffic.

R #531
A penetration tester is assessing a web application that uses dynamic SQL queries for searching users in the database. The tester
suspects the search input field is vulnerable to SQL mjection. What is the best approach to confirm this vulnerability?

A. Use a directory traversal attack to access server configuration files

B. Inject JavaScript into the search field to test for Cross-Site Scripting (XSS)

C. Input DROP TABLE users; -- into the search field to test if the database query can be altered
D. Perform a brute-force attack on the user login page to guess weak passwords

ZX: C
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CEH explains that SQL mnjection testing should begin with controlled, intentional manipulation of SQL syntax to determine whether
user input is improperly concatenated into backend queries. While destructive queries like DROP TABLE are not recommended in
real-world ethical hacking engagements, CEH uses this example as a conceptual demonstration of how SQLi can influence database
commands. In practice, a penetration tester would more safely use benign tautologies such as ' OR '1'='1 to test whether
unauthorized data is returned. However, within CEH's theoretical framing, injecting a clearly malicious SQL command demonstrates
whether the input is executed at the database level. This validates improper sanitization, the use of dynamic SQL queries, and missing
parameterized input handling, CEH stresses that SQLi is among the most critical vulnerabilities because it allows attackers to bypass
authentication, exfiltrate data, or manipulate the database structure. XSS, brute-forcing, and directory traversal do not test SQL
query manipulation and therefore do not confirm SQL injection.
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