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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details
¢ WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Topic 1 Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage

requirements, roaming considerations, and common proprietary features in wireless networks.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 2 enterprise WLANS, and security options and tools used in wireless networks.

e WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry

Topic 3 organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN finctional concepts.
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This cost-effective exam product is made as per the current content of the CWNP CWNA-109 examination. Therefore, using
Actualtest the actual CWNP CWNA-109 dumps will guarantee your successful attempt at the CWNA-109 Certification Exam
For the convenience of customers, we have designed CWNA-109 pdf dumps, desktop CWNP CWNA-109 practice exam
software, and CWNP CWNA-109 web-based practice test.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q87-
Q92):

NEW QUESTION # 87
You have implemented an 802.11ax WLAN for a customer. All APs are four stream HE APs. The customer states that it is
essential that most of the clients can use the OFDMA modulation scheme. What do you tell the customer?

A. The clients that must support OFDMA must also be upgraded to 802.11ax

B. OFDMA is an optional feature of 802.11ax and most APs don't even support it

C. Ifthe devices support 802.11ac, they can be updated to support OFDMA through driver upgrades
D. All 5 GHz PHY's use OFDM modulation, so you will achieve OFDMA everywhere in 5 GHz

Answer: A

Explanation:

OFDMA is a new modulation scheme introduced in 802.11ax that allows multiple users to share the same channel by dividing it into
smaller subchannels called resource units (RUs). This improves the efficiency and capacity of the WLAN by reducing contention and
overhead. However, to use OFDMA, both the AP and the client must support 802.11ax and negotiate the parameters of the
subchannel allocation. Therefore, the customer needs to upgrade the clients that require OFDMA to 802.11ax devices12.

The other options are not correct because they do not reflect the reality of OFDMA. Option B is incorrect because OFDMA is a
mandatory feature of 802.11ax for both downlink and uplink transmissions, and all

802.11ax APs must support it1. Option C is incorrect because OFDM and OFDMA are different modulation schemes, and OFDM
does not allow multiple users to share the same channel. Option D is incorrect because

802.11ac devices cannot support OFDMA through driver upgrades, as they lack the hardware and firmware capabilities to do so2.:
1: CWNA-109 Official Study Guide, page 144 2: OFDMA

NEW QUESTION # 88
What is the final step in an effective troubleshooting process?

A. Verify the solution

B. Notify the users of problem resolution
C. Document the results

D. Disable the WLAN

Answer: C

Explanation:

The final step n an effective troubleshooting process is to document the results. Documentation is essential for keeping track of the
problem history, the actions taken, the solutions implemented, and the outcomes achieved. Documentation can also help to prevent
future problems, improve best practices, and provide feedback for improvement. Documentation should include relevant information
such as problem description, symptomns, root cause analysis, resolution steps, verification methods, and lessons learned. References:
[CWNP Certified Wireless Network Administrator Official Study Guide: Exam CWNA-

109], page 513; [CWNA: Certified Wireless Network Administrator Official Study Guide: Exam CWNA-

109], page 483.

NEW QUESTION # 89
‘Which one of the following 802.11 PHYs is more likely to be used in an industrial deployment but not likely to be used in standard
office deployments?

e A HT
e B SIG
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e C.VHT
e D. OFDM

Answer: B

Explanation:

S1G is one of the 802.11 PHYs that is more likely to be used in an industrial deployment but not likely to be used in standard office
deployments. This is because S1G stands for Sub-1 GHz, which means it operates in the frequency bands below 1 GHz, such as
900 MHz and 868 MHz These bands offer better penetration and range than the higher frequency bands used by other 802.11
PHYs, such as 2.4 GHz and 5 GHz This makes S1G suitable for industrial applications that require robust and reliable wireless
commumnication in harsh environments, such as factories, warehouses, mines, and smart grids. S1G also supports low-power and
low-data-rate devices, such as sensors, actuators, and meters, which are common in industrial Internet of Things (IoT) scenarios.
VHT, OFDM, and HT are other 802.11 PHYs that are more commonly used in standard office deployments, as they offer higher
data rates and capacity than S1G, but have lower range and penetration. References: CWNA-109 Study Guide, Chapter 3: Radio
Frequency Technologies, page 751

NEW QUESTION # 90
What statement is true concerning the use of Orthogonal Frequency Division Multiplexing (OFDM) modulation method in [EEE
802.11 WLANGS?

A. OFDM was first introduced in 802.11a and is used by the ERP, HT and VHT PHYs as well
B. OFDM was used by Frequency Hopping Spread Spectrum (FHSS) PHY devices.

C. OFDM modulation is used only in 5 GHz 802.11 transmissions.

D. OFDM implements BPSK modulation to allow for data rates up to 7 Gbps.

Answer: A

Explanation:

OFDM is a modulation method that divides the channel bandwidth into multiple subcarriers, each carrying a single data symbol. This
allows for higher data rates and more robust transmissions in multipath environments. OFDM was first introduced in the 802.11a
standard, which operates in the 5 GHz band and supports data rates up to 54 Mbps. Later, the 802.11g standard adopted OFDM
for the 2.4 GHz band, and the

802.11n and 802.11ac standards enhanced OFDM with features such as MIMO (Multiple Input Multiple Output), channel bonding,
and higher-order modulation schemes to achieve data rates up to 600 Mbps and 6.9 Gbps, respectively. These standards are
collectively known as the ERP (Extended Rate PHY), HT (High Throughput), and VHT (Very High Throughput) PHYSs .
References: [CWNA-109 Study Guide], Chapter 4:

Radio Frequency Signal and Antenna Concepts, page 163; [CWNA-109 Study Guide], Chapter 4: Radio Frequency Signal and
Antenna Concepts, page 157.

NEW QUESTION # 91
What cipher suite is specified by the 802.11-2016 standard and is not deprecated?

A. Temporal Key Integrity Protocol

B. Wired Equivalent Privacy

C. Counter Mode with CBC-MAC Pro tocol
D. Extensible Authentication Protocol

Answer: C

Explanation:

The cipher suite specified by the 802.11-2016 standard and is not deprecated is Counter Mode with CBC- MAC Protocol
(CCMP). CCMP is an encryption protocol that uses Advanced Encryption Standard (AES) as the underlying cipher and provides
confidentiality, integrity, and origin authentication for wireless data.

CCMP is the mandatory encryption protocol for WPA2 and WPA3. References: [CWNP Certified Wireless Network
Administrator Official Study Guide: Exam CWNA-109], page 295; [IEEE Standard for Information technology-
Telecommumications and information exchange between systems Local and metropolitan area networks-Specific requirements - Part
11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications], page 1560.
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