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H #69
Which two things should be done to ensure end users can only use single sign-on (SSO) to login in to Salesforce?
Choose 2 answers

e A. Enable My Domain and select " Prevent login from https:/login.salesforce.com" .
e B. Assignuser "Is Single Sign-On Enabled " permission via profile or permission set.
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e (. Once SSO is enabled, users are only able to login using Salesforce credentials.
¢ D. Request Salesforce Support to enable delegated authentication.

Eﬁ: A\ B

R -

Ifthe organization wants users to sign in only through SSO and not by entering credentials at login.salesforce.

com, two standard controls are used together. My Domain can be configured to prevent login from the generic Salesforce login
page, forcing users onto the org-specific authentication entry point. In addition, the user can be marked as "[s Single Sign-On
Enabled," which prevents password-based Salesforce login for that user.

Those two controls reinforce each other: one redirects the entry point, and the other removes the fallback credential path. Delegated
authentication is not required just to enforce SSO, and simply enabling SSO never means Salesforce credentials stop working
automatically. The architecture goal is to remove non-SSO login paths deliberately. This is why options A, D work together as the
correct solution.

B #70

A web service is developed that allows secure access to customer order status on the Salesforce Platform. The service connects to
Salesforce through a connected app with the web server flow. The following are the required actions for the authorization flow:

1. User Authenticates and Authorizes Access

2. Request an Access Token

3. Salesforce Grants an Access Token

4. Request an Authorization Code

5. Salesforce Grants Authorization Code

What is the correct sequence for the authorization flow?

A 1,4,52,3
B.4,1,5,2,3
C.452,3,1
D.2,1,3,4,5

EE: B

L -

Explanation

The web server flow is an OAuth 2.0 authorization code grant type, which follows this sequence of steps:

The client app requests an authorization code from Salesforce by redirecting the user to the authorization endpoint.
The user authenticates and authorizes access to the client app.

Salesforce grants an authorization code and redirects the user back to the client app.

The client app requests an access token from Salesforce by sending the authorization code to the token endpoint.
Salesforce grants an access token and a refresh token to the client app.

References: OAuth Authorization Flows, Authorize Apps with OAuth

ZHE#71

Universal Containers is creating a web application that will be secured by Salesforce Identity using the OAuth
2.0 Web Server Flow uses the OAuth 2.0 authorization code grant type).

Which three OAuth concepts apply to this flow?

Choose 3 answers

A. Client Secret

B. Scopes

C. Verification URL
D. Access Token

IEf#: A. B. D

R #72
A security architect is rolling out a new multi-factor authentication (MFA) mandate, where all employees must go through a secure



authentication process before accessing Salesforce. There are multiple Identity Providers (IdP) in place and the architect is
considering how the "Authentication Method Reference" field (AMR) in the Login History can help.

Which two considerations should the architect keep in mind?

Choose 2 answers

A. AMR field shows the authentication methods used at IdP.

B. Both OIDC and Security Assertion Markup Language (SAML) are supported but AMR must be implemented at IdP.
C. Dependency on what is supported by OpenlD Connect (OIDC) implementation at IdP.

D. High-assurance sessions must be configured under Session Security Level Policies.

_EE%: A\ B

HE#73

Universal Containers (UC) is building an authenticated Customer Community for its customers. UC does not want customer
credentials stored in Salesforce and is confident its customers would be willing to use their social media credentials to authenticate to
the community. Which two actions should an Architect recommend UC to take?

A. Create a Custom Apex Registration Handler to handle new and existing users.
B. Configure SSO Settings For Facebook to serve as a SAML Identity Provider.
C. Use Delegated Authentication to call the Twitter login API to authenticate users.
D. Configure an Authentication Provider for LinkedIn Social Media Accounts.

Ef#: A. D
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