CKA Trainingsmaterialien: Certified Kubernetes
Administrator (CKA) Program Exam & CKA Lernmittel
& Linux Foundation CKA Quiz

- I

CERTIFIED

kubernetes

ADMINISTRATOR
&,

2026 Die neuesten DeutschPriifuing CK A PDF-Versionen Priifungsfragen und CKA Fragen und Antworten sind kostenlos
verfligbar: https:/drive.google.com/open?id=1KdBXnn-aqi8QekO2GTj5h69ZReal e XFn

Thren Stress der Vorbereitung auf Linux Foundation CK A zu erleichtern ist unsere Verpflichtung, Thnen erfolgreich zu helfen, Linux
Foundation CK A Priifing zu bestehen ist unser Ziel. Wir beruhigen Sie mit einer erstaunlich hohen Bestehensrate. Nicht alle
Lieferanten wollen garantieren, dass volle Riickerstattung beim Durchfall anbieten, aber die IT-Profis von uns DeutschPriifung und
alle mit unserer Linux Foundation CKA Software zufriedene Kunden haben uns die Konfidenz mitgebracht.

Die CK A-Zertifizierung wird weltweit anerkannt und ist bei Arbeitgebern in der IT-Branche hoch angesehen. Der Besitz einer
CKA-Zertifizierung zeigt die Fahigkeit einer Emzelperson, Kubernetes-Clusters effektiv zu verwalten, was eine sehr begehrte
Fahigkeit auf dem heutigen Arbeitsmarkt ist. Die CK A-Zertifizierung bietet auch den Zugang zu einer globalen Gemeinschaft von
zertifizierten Fachleuten, die Wissen und bewihrte Verfahren in der Kubernetes- Verwaltung teilen kénnen. Die CK A-Priifing ist
eine wertvolle Investition flir Personen, die ihre Karrierechancen verbessern und auf dem neuesten Stand der Technologie in der
Branche bleiben mchten.

>> CKA Online Praxispriifung <<

CKA Testantworten & CKA Testking

Wir wissen, wie bedeutend die Linux Foundation CK A Priifing fiir die in der IT-Branche angestelite Leute ist. Deshalb entwickeln
wir die Priifingssoftware fiir Linux Foundation CK A, die Thnen grofie Hilfe leisten kénnen. Die Priifimgsunterlagen, die Sie
brauchen, haben unser Team schon gesamelt. AuSerdem haben wir die Unterlagen wissenschaftlich analysiert und geordnet. Wir
tun dies alles, um Ihr Stress und Belastung der Vorbereitung auf Linux Foundation CK A zu erleichtern.

Das Linux Foundation CKA Program Exam st eine herausfordernde Zertifizierungspriifung, die erhebliche Vorbereitung und
Fahigkeiten erfordert, um zu bestehen. Firr diejenigen, die erfolgreich sind, kann die Zertifizierung jedoch neve Karrieremoglichkeiten
ertfien und IT-Profis dabei helfen, auf dem neuesten Stand der Trends und Technologien in der Branche zu bleiben.


https://drive.google.com/open?id=1KdBXnn-aqi8QekO2GTj5h69ZReaLeXFn
https://www.examfragen.de/CKA-pruefung-fragen.html
https://www.deutschpruefung.com/CKA-deutsch-pruefungsfragen.html
https://www.itzert.com/CKA_valid-braindumps.html

Linux Foundation Certified Kubernetes Administrator (CKA) Program
Exam CKA Priifungsfragen mit Losungen (Q23-Q28):

23. Frage
Score: 13%

Set configuration context:

SR kube
ctl confif use-context w
k8s

T JLINUX
Task ' '
A Kuberetes worker node, named wk8s-node-0 is in state NotReady. Investigate why this is the case, and perform any
appropriate steps to bring the node to a Ready state, ensuring that any changes are made permanent.

You can ssh to the failed
node using:

ssh

LJLINU

wkBs-node-8

You can assuméelevated
privileges an the node with the
following command:

Antwort:

Begriindung;

See the solution below.
Explanation

Solution:

sudo -1

systemctl status kubelet
systemctl start kubelet
systemctl enable kubelet

24. Frage

You are tasked with setting up fine-grained access control for a Kubernetes cluster running a microservices application. You need to
ensure that developers can only access the resources related to their specific microservices while preventing them from accessing or
modifying other services' resources. Define RBAC roles and permissions to achieve this, including details of the resources, verbs,
and namespaces involved. Consider the following:

Antwort:

Begriindung;
See the solution below with Step by Step Explanation.
Explanation:



Microservices:

‘order-service': Handles order processing.
‘payment-service': Processes payments.
‘inventory-service': Manages inventory.
Namespaces:

‘orde&gggvice-ns‘: Namespace for ‘order-service'.

P - [ g Namespace for -payment-service’.
N F:;\ %% Namespace for ‘inventory-service'.
Roles: =~ "7

‘order-service-dev': Role for “order-service’ developers.
‘payment-service-dev': Role for ‘payment-service’ developers.
‘inventory-service-dev': Role for "inventory-service' developers.
Users:

"john.doe@example.com’: Developer for "order-service'.
‘Jane.doe@example.com’: Developer for ‘payment-service'.
‘peter.pan@example.com’: Developer for “inventory-service'.

Specify the YAML configurations for roles, role bindings, and service accounts to enable the required access control, ensuring
developers only have access to their respective microservice's resources within their assigned namespaces. Solution (Step by Step) :
1. Define Roles:

apiVersion: rbac.authorization.k8s.io/v1
kind: Role

metadata:

name: order-service-dev

namespace: order-service-ns

rules:

- apiGroups: ["apps”, "extensions”, "core")

mow

resources: ["pods”, "deployments”, "services", "configmaps”, "secrets")

verbs: ["get”, "list", "watch”, "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.iofv1

kind: Role

metadata:

name: payment-service-dev

namespace: payment-service-ns

rules:

- apiGroups: ["apps", "extehsions", "core"]

resources: ['pads”, "deployments”, "services", "configmaps", "secrets"]
verbs: ["get”, "list", "watch”, "create”, "update”, "patch”, "delete"]
apiVersion: rbac.authorization.k8s.iofv1

kind: Role

metadata:

name: inventory-service-dev i
namespace: inventory-service-ns I L I N U x
rules: FOUNDATIO!
- apiGroups: ["apps", "extensions”, "core"] S

mom now

resources: ["pods”, "deployments”, "services", "configmaps”, "secrets"]

" ow

verbs: ["get”, "list", "watch”, "create”, "update”, "patch”, "delete"]

2. Create Service Accounts: apiVersion: vl kind: ServiceAccount metadata: name: order-service-sa namespace: order-service-ns --
apiVersion: vl kind: ServiceAccount metadata: name: payment-service-sa namespace: payment-service-ns -- apiversion: vl kind:
ServiceAccount metadata: name: inventory-service-sa namespace: inventory-service-ns 3. Bind Roles to Service Accounts: --
apiVersion: rbac.authorization.k8s.io/v1 kind: RoleBinding metadata: name: order-service-dev-binding namespace: order-service-ns



roleRef: apiGroup: rbac.authorization.k8s.io kind: Role name: order-service-dev subjects: - kind: ServiceAccount name: order-
service-sa namespace: order-service-ns -- apiVersion: rbac.authorization.k8s.io/v1 kind: RoleBinding metadata: name: payment-
service-dev-binding namespace: payment-service-ns roleRef: apiGroup: rbac.authorization.k8s.io kind: Role name: payment-service-
dev subjects: - kind: ServiceAccount name: payment-service-sa namespace: payment-service-ns -- apiversion:
rbac.authorization.k8s.io/v1 kind: RoleBinding metadata: name: inventory-service-dev-binding namespace: inventory-service-ns
roleRef: apiGroup: rbac.authorization.k8s.io kind: Role name: inventory-service-dev subjects: - kind: ServiceAccount name:
inventory-service-sa namespace: inventory-service-ns 4. Assign Service Accounts to Users: This step requires external
authentication mechanisis like OIDC or LDAP. Assuming you have these mechanisis set up, you can associate the service
accounts with specific users (‘john.doe@example.com , 'jane.doe@example.cont, and "peter.pan@example.com) using the
configured authentication provider. Roles: Define the specific permissions for each microservice developer within their respective
namespaces. The roles allow developers to access resources like Pods, Deployments, Services, ConfigMaps, and Secrets related to
their assigned microservice. Service Accounts: Service accounts are created in each namespace for each microservice, representing
the identity of the developer group. Role Bindings: Role bindings connect the defined roles with the service accounts, granting the
associated permissions. User Association: This step connects the service accounts with individual developers through external
authentication mechanisis, enabling them to utilize the assigned permissions. By following these steps, you ensure that developers
can only access and manage resources associated with their respective microservices within their assigned namespaces. This fine-
grained access control policy effectively restricts access and prevents developers from interfering with other microservices or
resources. ,

25. Frage
You are managing a Kubernetes cluster for a company with multiple teams working on different projects. You want to implement
RBAC to ensure each team has access only to the resources they need.

Antwort:

Begrindung;
See the solution below with Step by Step Explanation.
Explanation:
Team A (developers) needs to create and manage deployments, pods, and services in the "dev'" namespace.
Team B (ops) needs to manage the cluster's overall health and can access all resources in all namespaces.
Team C (security) needs to audit and monitor all cluster activity but cannot modify any resources.
Create a YAML file to define the roles and role bindings to implement this RBAC setup.
Solution (Step by Step) :
1 . Create the "dev'" namespace:
kubectl create namespace dev
2. Define the "dev-team'' role:
apiVI@RSE@h : rbac_ auythorization.k8s.io/v1
kind: Role H _ '
metadatll® - N\ DAT
name: dev-team
namespace: dev
rules:
- apiGroups: ["apps'ycotore’, "extensions"]
resources: ["deployments"”, "pods", "services"
verbs: ["create", "get", "list", "watch", "update", "patch", "delete"]

3. Create the "dev-team' role binding;



apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: dev-team-binding

namespace: dev - I|_|NUX

subjects:
- kind: User

name: dev-user

apiGroup: rbaé&.authorization.k8s.1io
roleRef:

kind: Role

name: dev-team

apiGroup: rbac.authorization.k8s.io

4. Define the "ops-team' role:

apiVersion: rba?;t_}‘f“ﬂxn .k8s.io/v1l
1 OUNDATION

kind: ClusterRo
metadata:
name: ops-team
rules:
- apiGroups: [""]
resources: [""]
verbs: [""]

5. Create the "ops-team' role binding:

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:

name: ops-team-binding
subjects:
- kind: User

name: ops-usen

apiGroup: ‘rbaciauthorization.k8s.io
roleRef:

kind: ClusterRole

name: ops-team

apiGroup: rbac.authemdgation.k8s.io

TJLINUX

6. Define the "security-team' role:

apiVersion: rbac.l!:ll": 1 8s.io/v1l
kind: ClusterRole ctiﬁw

FOUNDATION

metadata: «
name: security-team “g_oo
rules: (Oe’i“

- apiGroups: [""}n©®
resource§e‘9 ]
verbs: ["get", "list", "watch"]

7. Create the "security-team' role binding;



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding

tadata:

bt PN K ty - team-binding
subjects:
- kind: User

name: security-user

apiGroup: rbac.authorization.kBs.io
roleRef:

kind: ClusterRole

name: security-team

apiGroup: rbac.authorization.k8s.io

8. Apply the YAML file to the cluster: kubectl apply -frbac-config. yaml

26. Frage
Check logs of each container that "busyboxpod- {1,2,3}"

e A kubectl logs busybox -c busybox-container- 1
kubectl logs busybox -¢ busybox-container-3
kubectl logs busybox -¢ busybox-container-3

e B. kubectl logs busybox -c¢ busybox-container- 1
kubectl logs busybox -c busybox-container-2
kubectl logs busybox -c busybox-container-3

Antwort: B

27. Frage

Create a ETCD backup of kubernetes cluster

Note : You don't need to memorize command, refer -
httpsz/kubernetes.io/docs/tasks/administer-cluster/configureupgrade-etcd/ during exam

e A. ETCDCTL API=3 etedctl --endpoints=[ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]

In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system

kubectl describe pod etcd-master -n kube-system

You can locate the information on

endpoint: - advertise-client-urls=https/172.16.0.18:2379

ca certificate: - trusted-cafile=/etc/kubernetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key

To Create backup

export ETCDCTL API=3

(or)

ETCDCTL_API=3 etcdetl ETCDCTL API=3 etcdctl --
endpoints=https//172.17.0.15:22379 --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
/Verity

ETCDCTL _API=3 etcdctl --write-out=table snapshot status
snapshot.db

¢ B. ETCDCTL_API=3 etcdctl --endpoints=| ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]

In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system

kubectl describe pod etcd-master -n kube-system

You can locate the nformation on



endpoint: - advertise-client-urls=https2//172.17.0.15:2379

ca certificate: - trusted-cafile=/etc/kubernetes/pkietcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key

To Create backup

export ETCDCTL_API=3

(or)

ETCDCTL_API=3 etcdetl ETCDCTL API=3 etedctl --
endpoints=https/172.17.0.152379 --
cacert=/etc/kubernetes/pki/etcd/ca.crt --
cert=/etc/kubernetes/pki/etcd/server.crt --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
//Verify

ETCDCTL_API=3 etcdctl --write-out=table snapshot status
snapshot.db

Antwort: B
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