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Linux Foundation Certified Kubernetes Administrator (CKA) Program
Exam CKA Prüfungsfragen mit Lösungen (Q23-Q28):
23. Frage 
Score: 13%

Task
A Kubernetes worker node, named wk8s-node-0 is in state NotReady. Investigate why this is the case, and perform any
appropriate steps to bring the node to a Ready state, ensuring that any changes are made permanent.

Antwort:

Begründung:
See the solution below.
Explanation
Solution:
sudo -i
systemctl status kubelet
systemctl start kubelet
systemctl enable kubelet

24. Frage 
You are tasked with setting up fine-grained access control for a Kubernetes cluster running a microservices application. You need to
ensure that developers can only access the resources related to their specific microservices while preventing them from accessing or
modifying other services' resources. Define RBAC roles and permissions to achieve this, including details of the resources, verbs,
and namespaces involved. Consider the following:

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:



Specify the YAML configurations for roles, role bindings, and service accounts to enable the required access control, ensuring
developers only have access to their respective microservice's resources within their assigned namespaces. Solution (Step by Step) :
1. Define Roles:

2. Create Service Accounts: apiVersion: vl kind: ServiceAccount metadata: name: order-service-sa namespace: order-service-ns --
apiVersion: vl kind: ServiceAccount metadata: name: payment-service-sa namespace: payment-service-ns -- apiVersion: vl kind:
ServiceAccount metadata: name: inventory-service-sa namespace: inventory-service-ns 3. Bind Roles to Service Accounts: --
apiVersion: rbac.authorization.k8s.io/v1 kind: RoleBinding metadata: name: order-service-dev-binding namespace: order-service-ns



roleRef: apiGroup: rbac.authorization.k8s.io kind: Role name: order-service-dev subjects: - kind: ServiceAccount name: order-
service-sa namespace: order-service-ns -- apiVersion: rbac.authorization.k8s.io/v1 kind: RoleBinding metadata: name: payment-
service-dev-binding namespace: payment-service-ns roleRef: apiGroup: rbac.authorization.k8s.io kind: Role name: payment-service-
dev subjects: - kind: ServiceAccount name: payment-service-sa namespace: payment-service-ns -- apiVersion:
rbac.authorization.k8s.io/v1 kind: RoleBinding metadata: name: inventory-service-dev-binding namespace: inventory-service-ns
roleRef: apiGroup: rbac.authorization.k8s.io kind: Role name: inventory-service-dev subjects: - kind: ServiceAccount name:
inventory-service-sa namespace: inventory-service-ns 4. Assign Service Accounts to Users: This step requires external
authentication mechanisms like OIDC or LDAP. Assuming you have these mechanisms set up, you can associate the service
accounts with specific users ('john.doe@example.com' , 'jane.doe@example.com', and 'peter.pan@example.com') using the
configured authentication provider. Roles: Define the specific permissions for each microservice developer within their respective
namespaces. The roles allow developers to access resources like Pods, Deployments, Services, ConfigMaps, and Secrets related to
their assigned microservice. Service Accounts: Service accounts are created in each namespace for each microservice, representing
the identity of the developer group. Role Bindings: Role bindings connect the defined roles with the service accounts, granting the
associated permissions. User Association: This step connects the service accounts with individual developers through external
authentication mechanisms, enabling them to utilize the assigned permissions. By following these steps, you ensure that developers
can only access and manage resources associated with their respective microservices within their assigned namespaces. This fine-
grained access control policy effectively restricts access and prevents developers from interfering with other microservices or
resources. ,

25. Frage 
You are managing a Kubernetes cluster for a company with multiple teams working on different projects. You want to implement
RBAC to ensure each team has access only to the resources they need.

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Team A (developers) needs to create and manage deployments, pods, and services in the "dev" namespace.
Team B (ops) needs to manage the cluster's overall health and can access all resources in all namespaces.
Team C (security) needs to audit and monitor all cluster activity but cannot modify any resources.
Create a YAML file to define the roles and role bindings to implement this RBAC setup.
Solution (Step by Step) :
1 . Create the "dev" namespace:
kubectl create namespace dev
2. Define the "dev-team" role:

3. Create the "dev-team" role binding:



4. Define the "ops-team" role:

5. Create the "ops-team" role binding:

6. Define the "security-team" role:

7. Create the "security-team" role binding:



8. Apply the YAML file to the cluster: kubectl apply -f rbac-config.yaml

26. Frage 
Check logs of each container that "busyboxpod-{1,2,3}"

A. kubectl logs busybox -c busybox-container-1
kubectl logs busybox -c busybox-container-3
kubectl logs busybox -c busybox-container-3
B. kubectl logs busybox -c busybox-container-1
kubectl logs busybox -c busybox-container-2
kubectl logs busybox -c busybox-container-3

Antwort: B

27. Frage 
Create a ETCD backup of kubernetes cluster
Note : You don't need to memorize command, refer -
https://kubernetes.io/docs/tasks/administer-cluster/configureupgrade-etcd/ during exam

A. ETCDCTL_API=3 etcdctl --endpoints=[ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]
In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system
kubectl describe pod etcd-master -n kube-system
You can locate the information on
endpoint: - advertise-client-urls=https://172.16.0.18:2379
ca certificate: - trusted-cafile=/etc/kubernetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key
To Create backup
export ETCDCTL_API=3
(or)
ETCDCTL_API=3 etcdctl ETCDCTL_API=3 etcdctl --
endpoints=https://172.17.0.15:2379 --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
//Verify
ETCDCTL_API=3 etcdctl --write-out=table snapshot status
snapshot.db
B. ETCDCTL_API=3 etcdctl --endpoints=[ENDPOINT] --cacert=[CA CERT]
--cert=[ETCD SERVER CERT] --key=[ETCD SERVER KEY] snapshot save
[BACKUP FILE NAME]
In exam, cluster setup is done with kubeadm , this means ETCD
used by the kubernetes cluster is coming from static pod.
kubectl get pod -n kube-system
kubectl describe pod etcd-master -n kube-system
You can locate the information on



endpoint: - advertise-client-urls=https://172.17.0.15:2379
ca certificate: - trusted-cafile=/etc/kubernetes/pki/etcd/ca.crt
server certificate : - certfile=/etc/kubernetes/pki/etcd/server.crt
key: - key-file=/etc/kubernetes/pki/etcd/server.key
To Create backup
export ETCDCTL_API=3
(or)
ETCDCTL_API=3 etcdctl ETCDCTL_API=3 etcdctl --
endpoints=https://172.17.0.15:2379 --
cacert=/etc/kubernetes/pki/etcd/ca.crt --
cert=/etc/kubernetes/pki/etcd/server.crt --
key=/etc/kubernetes/pki/etcd/server.key snapshot save etcdsnapshot.db
//Verify
ETCDCTL_API=3 etcdctl --write-out=table snapshot status
snapshot.db

Antwort: B

28. Frage
......
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