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¢ VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
FEw 21 resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure

and reliable commumication between networks or remote users.

¢ Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
ey 72 administrators in handling and troubleshooting security profile-related challenges.

¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
hEY 73 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing autormation stitch concerns, and
detecting resource-related problems using integrated tools.

¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
ey 74 resolving both local and remote authentication issues.

¢ Routing; This part of the exam examines the expertise of Fortinet network and security professionals, in
hEY 75 routing enterprise traffic effectively.
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H #103
Refer to the exhibit, which shows the output of get router info bgp summary.

Which two statements are true? (Choose two.)

A. The TCP connection with BGP neighbor 100.64.2.254 was successful.

B. The local FortiGate is still calculating the prefixes received from BGP neighbor 100.64.2.264
C. The local FortiGate has received 18 packets froma BGP neighbor.

D. The local ForliGate has received one prefix from BGP neighbor 100.64.1.254.

Ef@E: C. D

M #104
Refer to the exhibit, which contains the output of diagnose vpn tunnel list.

tur

‘Which command will capture ESP traffic for the VPN named DialUp 0?

A. diagnose sniffer packet any 'ip proto 50'

B. diagnose sniffer packet any 'esp and host 10.200.3.2'
C. diagnose sniffer packet any 'port 4500'

D. diagnose sniffer packet any 'host 10.0.10.10'

Ef: C

M #105
Refer to the exhibit, which shows a session entry.
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‘Which statement about this session is true?

A. Return traffic to the mnitiator is sent lo 10.200.1.254.
B. Return traffic to the initiator is sent to 10.1.0.1.

C. It is an ICMP session from 10.1.10.10 to 10.200.1.1.
D. It is an ICMP session from 10.1.10.1 to 10.200.5.1.

H
R

: D

M #106
What are two functions of automation stitches? (Choose two.)

¢ A You can configure automation stitches on any FortiGate device in a Security Fabric environment.

¢ B. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as input
for the current action.

¢ C. You can set an autormation stitch configured to execute actions in parallel to insert a specific delay between actions.

¢ D. You can create automation stitches to run diagnostic commands and attach the results to an email message when CPU or
memory usage exceeds specified thresholds.

EfE: B. D

R #107
‘Which command do you use to enable a timestamp in a real-time debug?

A. diagnose timestamp enable

B. diagnose application timestamp enable

C. diagnose debug application timestamp enable
D. diagnose debug console timestamp enable

IEfE: D

H M #108
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