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EC-COUNCIL 112-52 Exam Syllabus Topics:

Section

Weight

Objectives

Social Engineering Techniques and Countermeasures

8%

- Social Engineering Countermeasures

- Insider Threats and Identity Theft

- Social Engineering Techniques

- Social Engineering Concepts and its Phases

Mobile Attacks and Countermeasures

6%

- Mobile Attack Anatomy

- Mobile Device Management (MDM) Concept

- Mobile Platform Attack Vectors and Vulnerabilities
- Mobile Attack Countermeasures

ToT & OT Attacks and Countermeasures

10%

- OT Concepts

- JoT Attack Countermeasures
- OT Threats and Attacks

- OT Attack Countermeasures
- JoT Threats and Attacks

- IoT Concepts

Penetration Testing Fundamentals

6%

- Strategies and Phases of Penetration Testing
- Fundamentals of Penetration Testing and its Benefits
- Guidelines and Recommendations for Penetration Testing

Cloud Computing Threats and Countermeasures

8%

- Cloud Attack Countermeasures
- Cloud Computing Threats
- Cloud Computing Concepts

- Container Technology
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- Packet Sniffing Concepts

- Session Hijacking Attack Countermeasures
- DoS and DDoS Attacks

Network Level Attacks and Countermeasures 12% |- DoS and DDoS Attack Countermeasures

- Session Hijacking Attacks

- Sniffing Countermeasures

- Sniffing Techniques

- Web Server Attack Countermeasures

- Web Application Architecture and Vulnerability Stack
- Web Application Attack Countermeasures
Web Application Attacks and Countermeasures 12% |- Web Application Threats and Attacks

- SQL Injection Attack Countermeasures

- SQL Injection Attacks

- Web Server Attacks

- Wireless Network-Specific Attack Techniques
- Wireless Attack Countermeasures

Wireless Attacks and Countermeasures 10% |- Wireless Terminology

- Bluetooth Attacks

- Wireless Encryption

- Ethical Hacking Concepts, Scope, and Limitations
- Ethical Hacking Tools

Ethical Hacking Fundamentals 6% - Hacking Concepts and Hacker Classes

- Cyber Kill Chain Methodology

- Different Phases of Hacking Cycle

- Information Security Fundamentals
- Information Security Laws and Regulations

Information Security Fundamentals 6%

- Vulnerability Assessment

- Malware Countermeasures
Information Security Threats and Vulnerability Assessment [10% |- Malware and its Types

- Vulnerabilities

- Threat and Threat Sources

- Password Cracking Countermeasures
Password Cracking Techniques and Countermeasures 6% - Password Cracking Techniques
- Password Cracking Tools
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EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) 52 & 112-52 &
B B (Q28-Q33):

HH #28
What is the primary fimction of a vulnerability assessment?

A. To identify potential security weaknesses in a system
B. To install security patches

C. To monitor user activity

D. To exploit identified weaknesses

EfE: A
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H #29
Which type of hacker is considered ethical and works with organizations to improve their security?

A. Black Hat Hacker
B. Red Hat Hacker
C. White Hat Hacker
D. Grey Hat Hacker

IEf: C

HMA #30
What is the primary focus of Operational Technology (OT) systems?

A. Data analytics and processing

B. Monitoring and controlling physical devices
C. User experience and interface design

D. Enhancing network security

Ef#: B

HM #31
Which of the following is an example of a social engneering technique?

A. Code obfuscation
B. Malware injection
C. Pretexting

D. SQL ijection

Ef#: C

B #32
Which activity is part of a vulnerability assessment process?

e A Identifying vulnerabilities

¢ B. Installing operating systems

¢ C. Exploiting vulnerabilities for access
¢ D. Encrypting databases

EfE: A
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