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Topic 1
Initiation of the risk management process and risk assessment: This domain establishes context and
conducts systematic assessments to identify potential threats. Assessment involves identification, likelihood
analysis, and prioritization against established criteria.

Topic 2
Risk monitoring, review, communication, and consultation: Monitoring ensures effectiveness by tracking
controls and identifying emerging risks. Communication engages stakeholders throughout all stages for
informed decision-making.

Topic 3
Fundamental principles and concepts of risk management: Risk management systematically identifies,
analyzes, and responds to uncertainties affecting organizational objectives. Core principles include creating
value, integration into processes, addressing uncertainty, and maintaining dynamic responsiveness.

Topic 4
Risk treatment, risk recording and reporting: Treatment involves selecting measures to modify risks through
avoidance, acceptance, removal, or sharing. Recording and reporting ensure systematic documentation and
stakeholder communication.

Topic 5
Establishment of the risk management framework: The framework provides the foundation for
implementing and improving risk management organization-wide. It encompasses leadership commitment,
framework design, accountability, and resource allocation.

PECB ISO 31000 Lead Risk Manager Sample Questions (Q14-Q19):
NEW QUESTION # 14 
Scenario 7:
Maxime, a chocolate manufacturer headquartered in Ghent, Belgium, produces toffees, eclairs, enrobed chocolates, and caramels.
In 2023, a contamination incident in its caramel line triggered a large-scale product recall across Europe, exposing weaknesses in
supplier evaluation, reporting channels, and crisis communication. Recognizing the financial, operational, and reputational impact of
this event, top management decided to apply a risk management process in line with ISO 31000. The aim was to strengthen
resilience, embed risk awareness across departments, and ensure risks are systematically managed in both daily operations and long-
term strategies.
To ensure that the risk management process is effective, Maxime set up a structured monitoring and review process with clear
procedures for collecting and analyzing data on key risks like supplier reliability, food safety, and communication. For validation of
measurement methods, Sophie, the head of Quality Assurance, was tasked with assessing whether the tools used were suitable for
evaluating the effectiveness of the process.
Additionally, Maxime introduced a set of measures designed to provide early warning indicators across critical areas. In operations,
they tracked the number of production line stoppages and the percentage of defective batches. On the financial side, they monitored
fluctuations in raw material prices, especially cocoa, and their impact on margins. For regulatory matters, they followed the frequency
of nonconformities identified during inspections. In terms of technology, system downtime in automated packaging lines was
measured.
To ensure these indicators were communicated effectively, Sophie worked with top management to present the results in a format
that made changes easy to spot and understand. Rather than relying only on static reports, they chose a more dynamic approach that
displayed key values visually, highlighted deviations, and issued alerts when thresholds were crossed.
In addition, Maxime established clear communication and consultation processes to ensure that relevant stakeholders were properly
engaged. The top management used an approach that clarified who was responsible for carrying out tasks, who held final
accountability, who should be consulted for expertise, and who needed to stay informed. To strengthen engagement, Maxime
organized how risk information would be delivered to different audiences. Employees received updates during team briefings and
through the company's internal platform, while external parties, such as suppliers and regulators, were informed through formal
reports and direct correspondence. This approach ensured that each group had access to the information most relevant to them in a
timely way.
Based on the scenario above, answer the following question:
Based on Scenario 7, Maxime introduced a set of measures, including tracking production line stoppages, monitoring raw material
price fluctuations, recording nonconformities from inspections, and observing system downtime in packaging lines. What did they use
in this case?

A. Risk acceptance criteria
B. Key performance indicators (KPIs)
C. Critical control points (CCPs)
D. Key risk indicators (KRIs)



Answer: D

Explanation:
The correct answer is C. Key risk indicators (KRIs). ISO 31000 emphasizes that effective monitoring and review require the use of
indicators that provide early warning signals about changes in risk exposure. KRIs are metrics specifically designed to signal
increasing or decreasing risk levels before adverse events occur.
In Scenario 7, Maxime introduced measures explicitly described as early warning indicators across operational, financial, regulatory,
and technological areas. Examples include production line stoppages, defective batches, raw material price volatility, inspection
nonconformities, and system downtime. These measures do not merely assess performance outcomes but indicate potential
deterioration in risk conditions, which is the defining characteristic of KRIs.
Critical control points (CCPs) are specific stages in a process where controls are applied, commonly used in HACCP, not as
monitoring indicators. Key performance indicators (KPIs) focus on performance achievement rather than risk exposure. Risk
acceptance criteria define thresholds for accepting risks, not monitoring them.
From a PECB ISO 31000 Lead Risk Manager perspective, KRIs are essential tools for proactive risk monitoring, enabling timely
corrective actions and supporting resilience. Therefore, the correct answer is Key risk indicators (KRIs).

NEW QUESTION # 15 
How can an organization adhere to the dynamic principle of risk management?

A. By anticipating and responding to risks as they emerge, change, or disappear due to evolving internal and external contexts
B. By documenting all risks in a centralized risk register
C. By ensuring the risk management process is structured and comprehensive, leading to consistent and comparable results
D. By tailoring the risk management framework to fit organizational size, culture, sector, and management style

Answer: A

Explanation:
The correct answer is C. By anticipating and responding to risks as they emerge, change, or disappear due to evolving internal and
external contexts. ISO 31000 identifies dynamic as a core principle of effective risk management, emphasizing that risks are not
static and must be continuously monitored and reassessed.
The dynamic principle requires organizations to anticipate change, detect emerging risks, recognize shifts in context, and respond in a
timely manner. This ensures that risk management remains relevant and effective in the face of uncertainty and evolving conditions.
Option A describes the adaptable principle, not the dynamic one. Option B reflects the structured and comprehensive principle.
Option D is an administrative activity that supports risk management but does not capture the essence of being dynamic.
From a PECB ISO 31000 Lead Risk Manager perspective, adhering to the dynamic principle is critical for resilience and informed
decision-making in rapidly changing environments. Therefore, option C is correct.

NEW QUESTION # 16 
Which approach ensures that employees provide risk-related information upward, while only issues requiring higher-level
intervention are escalated to top management?

A. Top-down communication
B. Bottom-up communication
C. Middle-out communication
D. Lateral communication

Answer: C

Explanation:
The correct answer is A. Middle-out communication. ISO 31000 highlights the importance of effective communication flows that
support timely escalation while avoiding unnecessary overload at senior management levels.
Middle-out communication combines bottom-up and top-down elements. Employees report risk-related information upward through
their immediate supervisors or middle management. Middle managers then filter, assess, and consolidate this information, escalating
only those issues that require higher-level intervention to top management.
Top-down communication focuses on directives flowing from senior leadership to employees and does not address upward
reporting. Bottom-up communication involves direct escalation from employees to top management, which can overwhelm
leadership and bypass appropriate governance structures. Lateral communication refers to communication between peers and does
not address escalation.
From a PECB ISO 31000 Lead Risk Manager perspective, middle-out communication supports effective governance by ensuring



proportional escalation, clarity of accountability, and efficient decision-making. Therefore, the correct answer is Middle-out
communication.

NEW QUESTION # 17 
Scenario 1:
Gospeed Ltd. is a trucking and logistics company headquartered in Birmingham, UK, specializing in domestic and EU road haulage.
Operating a fleet of 25 trucks for both heavy loads and express deliveries, it provides transport services for packaged goods,
textiles, iron, and steel. Recently, the company has faced challenges, including stricter EU regulations, customs delays, driver
shortages, and supply chain disruptions. Most critically, limited and unreliable information has created uncertainty in anticipating
delays, equipment failures, or regulatory changes, complicating decision-making.
To address these issues and strengthen resilience, Gospeed's top management decided to implement a risk management framework
and apply a risk management process aligned with ISO 31000 guidelines. Considering the importance of stakeholders' perspectives
when initiating the implementation of the risk management framework, top management brought together all relevant stakeholders to
evaluate potential risks and ensure alignment of risk management efforts with the company's strategic objectives. The top
management outlined the general level and types of risks it was prepared to take to pursue opportunities, while also clarifying which
risks would not be acceptable under any circumstances. They accepted moderate financial risks, such as fuel price fluctuations or
minor delays, but ruled out compromising safety or breaching regulations.
As part of the risk management process, the company moved from setting its overall direction to a closer examination of potential
exposures, ensuring that identified risks were systematically analyzed, evaluated, and treated. Top management examined the main
operational factors that significantly influence the likelihood and impact of risks. This analysis highlighted concerns related to supply
chain disruptions, technological failures, and human errors.
Additionally, Gospeed's top management identified several external risks beyond their control, including interest rate changes,
currency fluctuations, inflation trends, and new regulatory requirements. Consequently, top management agreed to adopt practical
strategies to protect the company's financial stability and operations, including hedging against interest rate fluctuations, monitoring
inflation trends, and ensuring compliance through staff training sessions.
However, other challenges emerged when top management pushed forward with a new contract for international deliveries without
fully considering risk implications at the planning stage. Operational staff raised concerns about unreliable customs data and potential
delays, but their input was overlooked in the rush to secure the deal. This resulted in delivery setbacks and financial penalties,
revealing weaknesses in how risks were incorporated into day-to-day decision-making.
Based on the scenario above, answer the following question:
Based on Scenario 1, Gospeed recognized potential risks beyond its control, including interest rate changes, currency fluctuations,
inflation trends, and new regulatory requirements. What type of risks did they identify?

A. Operational risk
B. Unsystematic risk
C. Systematic risk
D. Opportunity-based risk

Answer: C

Explanation:
The correct answer is A. Systematic risk. ISO 31000:2018 explains that risks can originate from both internal and external contexts.
Systematic risks are external risks that affect a wide range of organizations simultaneously and are largely beyond the control of a
single organization. These risks arise from macroeconomic, political, regulatory, and environmental conditions.
In the scenario, Gospeed identified risks such as interest rate changes, currency fluctuations, inflation trends, and new regulatory
requirements. These risks are not specific to Gospeed's internal operations; rather, they stem from the broader economic and
regulatory environment. According to ISO 31000, understanding the external context-including economic conditions, legal and
regulatory environments, and market dynamics-is a fundamental step in effective risk management.
Unsystematic risks, by contrast, are organization-specific risks that can often be managed or reduced through internal controls, such
as equipment failures or human errors. While Gospeed did face such risks, the question explicitly focuses on risks beyond the
company's control, which aligns with the definition of systematic risk.
Opportunity-based risk is also incorrect because, although ISO 31000 recognizes that risk may have positive or negative effects, the
examples listed in the question clearly represent threats rather than opportunities.
From a PECB ISO 31000 Lead Risk Manager perspective, correctly identifying systematic risks is essential for setting risk criteria,
defining risk appetite, and selecting appropriate risk treatment strategies such as hedging, compliance monitoring, and strategic
planning. Therefore, the risks described in the scenario are correctly classified as systematic risks.

NEW QUESTION # 18 



Scenario 6:
Trunroll is a fast-food chain headquartered in Chicago, Illinois, specializing in wraps, burritos, and quick-serve snacks through both
company-owned and franchised outlets across several states. Recently, the company identified two major risks: increased
dependence on third-party delivery platforms that could disrupt customer service if contracts were to fail or fees rose sharply, and
stricter health and safety inspections that might expose vulnerabilities in hygiene practices across certain franchise locations.
Therefore, the top management of Trunroll adopted a structured risk management process based on ISO 31000 guidelines to
systematically identify, assess, and mitigate risks, embedding risk awareness into daily operations and strengthening resilience against
future disruptions.
To address these risks, Trunroll outlined and documented clear actions with defined responsibilities and timelines. Regarding the
dependence on third-party delivery platforms, the company decided not to move forward with planned partnerships with third-party
delivery apps, as the risk of losing control over the customer experience and rising costs outweighed the potential benefits.
To address stricter health inspections across franchises, Trunroll invested in stronger hygiene protocols, mandatory staff training, and
upgraded monitoring systems to reduce the likelihood of violations. Yet, management understood that some exposure would remain
even after these measures. To address this risk, they decided to use one of the insurance methods, reserving internal financial
resources to cover unexpected losses or penalties, ensuring the remaining risk was managed within acceptable boundaries.
Additionally, Trunroll set up a cloud-based platform to document and maintain risk records. This allowed managers to log supplier
inspection results, training outcomes, and incident reports into one secure system, while also providing flexibility to update and scale
applications as needed without managing the underlying infrastructure. In doing so, Trunroll ensured that all risk-related information is
documented in progress reports and incorporated into mid-term and final evaluations, with risk management being updated regularly
to monitor changes and treatments.
Based on the scenario above, answer the following question:
According to Scenario 6, Trunroll outlined and documented clear actions to address the identified risks with defined responsibilities
and timelines. What did they develop in this case?

A. A risk report
B. A risk register
C. A risk policy
D. A risk treatment plan

Answer: D

Explanation:
The correct answer is B. A risk treatment plan. ISO 31000 defines a risk treatment plan as a documented set of actions specifying
how selected risk treatment options will be implemented, including responsibilities, timelines, and required resources.
In Scenario 6, Trunroll explicitly outlined and documented clear actions with defined responsibilities and timelines to address
identified risks. These actions included avoiding third-party delivery partnerships, strengthening hygiene controls, investing in staff
training, upgrading monitoring systems, and reserving internal financial resources to manage residual risk. These characteristics
directly align with ISO 31000's definition of a risk treatment plan.
A risk report focuses on communicating risk information and decisions, not implementation actions. A risk register is a structured
record of identified risks and their attributes but does not by itself define treatment actions, responsibilities, or schedules. A risk
policy sets overall direction and commitment rather than operational actions.
From a PECB ISO 31000 Lead Risk Manager perspective, a risk treatment plan is essential for translating risk decisions into
actionable, accountable steps. Therefore, the correct answer is a risk treatment plan.
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