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You plan to develop an Azure Functions app with an Azure Blob Storage trigger. The app will be used nfrequently, with a limited
duration of individual executions. The app must meet the following requirements:

* Event-driven scaling

* Support for deployment slots

* Minimize costs

You need to identify the hosting plan and the maximum duration when executing the app.

‘Which configuration setting values should you use? To answer, select the appropriate values in the answer area.

NOTE: Each correct selection is worth one point.

Microsoft

Configuration setting Value

Hosting plan | Premium |
Consumption
Dedicated

Maximum execution time 230 seconds
230 seconds
10 minutes
unlimited

fR -
Answer Area ! v lcroso t

Configuratigh setting Value

Hostingsglap [ Premium
Consumption

Dedicated

Maximum execution time

unlimited

Explanation:

Angec /A ™ Microsoft
| Configuration setting Value

Hosting plan Premium ek

Maximum execution time 230 seconds w



https://www.jpshiken.com/AZ-204_shiken.html
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You are developing a C+ + application that compiles to a native application named process.exe. The application accepts images as

input and returns images in one of the following image formats: GIF, PNG, or JPEG.

You must deploy the application as an Azure Function.

You need to configure the function and host json files.

How should you complete the json files? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

function. json

{

“type”: “http”

“platform”: “gecm
“datatype”: “stream”
“path”: “process.exe”

”n

“direcElon™: Mout™,
“*name” : “result”

}

host.json

v

“customHandler”: { “description”: {
“languageWorker™: {“path”: {
“extensions”: {"worker”: {
“extensionBundle”: {

“defaultExecutablePath”: “process.exe”

}

“enableForwardingHttpRequest”: true
“enableForwardingHttpRequest”: false

}




function.jsén

{

lftype” : J'l"httpﬂ

", ”

“platform”: “gem

[T,

“datatype”: “stream”
“path”: “process.exe”

"di.veEeEaon™ ¢ ™aat™,
“name” : “result”

}
host.json

v

|| “customHandler”: { “deseription”: {
“languageWorker:{ “path”: {
“extensions”: {"worker”: {

“extensionBundle”: {

“defaultExecutablePath”: “process.exe”

by

“enableForwardingHttpRequest”: true
“enableForwardingHttpRequest”: false

}
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Youneed to ensure that network security policies are met.
How should you configure network security? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Technology vaiue

SSL certificate v

Valid root certificate
Self-signed certificate

Proxy type v
nginx )
Aziré Application Gateway




Technology Value

SSL certificate v

I

Valid root certificate

Proxy type v

i

Azure Applicaticr Gateway:

Explanation

Technology Value

O B W

SSL certificate \Y 22

Valid root.certificate
Self-signed certificate

Proxy type | \ 4
nginx
Azure Application Gateway

Box 1: Valid root certificate

Scenario: All websites and services must use SSL from a valid root certificate authority.

Box 2: Azure Application Gateway

Scenario:

Any web service accessible over the Internet must be protected from cross site scripting attacks.

All Internal services must only be accessible from Internal Virtual Networks (VNets) All parts of the system must support inbound
and outbound traffic restrictions.

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web applications
from common exploits and vulnerabilities. Web applications are increasingly targeted by malicious attacks that exploit commonly
known vulnerabilities. SQL injection and cross-site scripting are among the most common attacks.

Application Gateway supports autoscaling, SSL offloading, and end-to-end SSL, a web application firewall (WAF), cookie-based
session affinity, URL path-based routing, muitisite hosting, redirection, rewrite HTTP headers and other features.

Note: Both Nginx and Azure Application Gateway act as a reverse proxy with Layer 7 loadbalancing features plus a WAF to ensure
strong protection against common web vulnerabilities and exploits.

You can modify Nginx web server configuration/SSL for X-XSS protection. This helps to prevent cross-site scripting exploits by
forcing the mjection of HTTP headers with X-XSS protection.

Reference:

httpsz/docs.microsoft.conven-us/azure/web-application-firewall/ag/ag-overview
httpsy//www.upguard.convarticles/10-tips-for-securing-your-nginx-deployment
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You are developing an application. You have an Azure user account that has access to two subscriptions.
You need to retrieve a storage account key secret from Azure Key Vaul.

In which order should you arrange the PowerShell commands to develop the solution? To answer, move all commands from the list

of commands to the answer area and arrange them in the correct order.

Powershell commands

ANnswer Area

Set-AzReyVaultSecret -VaultName
SvaultName —-Name S$secretName
-SecretValue $secretvalue

$secretvalue = ConvertTo-SecureString
S$storAcctkey —-AsPlainText
—Force

Microsoft

Get-AzStorageAccountKey -

ResourceGroupName $resGroup —-Name
S$storAcct

Set-AzContext —-SubscriptionId
$subscriptionID

Ol

Get-AzKeyVaultSecret —VaultName
$vaultName

Get-AzSubscription

Ef#
At

Powershell commands

$secretvalue = ConvertTo-SecureString
$storAcctkey —AsPlainText
-Force

Set-AzKeyVaultSecret —-VaultName
SvaultName -Name S$secretName
—-SecretValue S$secretvalue

Answer Area

I
| |Get-AzsSubscription
|

Set-AzContext -SubscriptionId
SsubscriptionID

Get-AzStorageAccountKey -
ResourceGroupName S$resGroup —-Name
$storAcct

Set-ARzContext =-SubscriptionId
$subscriptionID

Get-AzRKeyVaultSecret —-VaultName
SvaultName

Get-AzSubscription

s o o

Get-AzStorageAccountKey -
ResourceGroupName S$SresGroup —-Name
$storAcct

e N S S i T Sy e T A e
@ $secretvalue = ConvertTo-SecureString
SstorAcctkey —-AsPlainText
—-Force

Set-AzKeyVaultSecret -VaultName
$vaultName -Name $secretName
-SecretValue S$secretvalue

ﬁei—azﬁeyVaultSecret =VaultName
= .

Explanation

@O




Get-AzSubscription

Set-AzContext -SubscriptionId
$subscriptionID

r

IVIICFrOSOT

Get-AzStorageAccountKey -
ResourceGroupName SresGroup ~Name
SstorAcct

Ssecretvalue = COnvertTo—SecureString'(::)
SstorAcctkey —-AsPlainText @
-Force

Set-AzRKeyVaultSecret -VaultName
SvaultName —Name SsecretName
-SecretValue S$secretvalue

Get-AzKeyVaultSecret —-VaultName
$vaultName

Step 1: Get-AzSubscription

If you have muiltiple subscriptions, you might have to specify the one that was used to create your key vault.

Enter the following to see the subscriptions for your account:

Get- AzSubscription

Step 2: Set- AzContext -Subscriptionld

To specify the subscription that's associated with the key vault you'll be logging, enter:

Set- AzContext -Subscriptionld <subscription] D>

Step 3: Get-AzStorageAccountKey

You nust get that storage account key.

Step 4: $secretvalue = ConvertTo-SecureString <storageAccountKey> - AsPlainText -Force Set- AzKeyVaultSecret - VaultName
<vaultName> -Name <secretName> -SecretValue $secretvalue After retrieving your secret (in this case, your storage account
key), you must convert that key to a secure string, and then create a secret with that value in your key vault.

Step 5: Get-AzZKeyVaultSecret

Next, get the URI for the secret you created. You'll need this URI in a later step to call the key vault and retrieve your secret. Run
the following PowerShell command and make note of the ID value, which is the secret's URL:

Get-AzK eyVaultSecret - VaultName <vaultName>

Reference:

https://docs.microsoft.comybs-latn-ba/Azire/key-vault/key-vault-key-rotation- log-monitoring
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You have a web app named MainApp. You are developing a triggered App Service background task by using the WebJobs SDK.
This task automatically nvokes a fimction code whenever any new data is received in a queue.

Youneed to configure the services.

Which service should you use for each scenario? To answer, drag the appropriate services to the correct scenarios. Each service
may be used once, more than once, or not at all. Youmay need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.



Services Scehario V' '-1USU

LOGICAPPS | process a queue data iterh

WebJobs

Manage all code segments from
the same DevOps environment.

Flow

Ef#:
fiE s
Services Scenario Service
J.L_O_.Eﬂ::ﬁ_?_p_s: Process a queue.data item. | WebJobs
WebJobs | panage alltode segments from':{ kil duiu
the samie DevOps environment. | _Fl_ow

Scenario hia

Process a queue data jtém

Manage all code Segmenis from |
the same DevOps emdronment

Box 1: WebJobs

A Weblob is a simple way to set up a background job, which can process continuously or on a schedule.

Weblobs differ froma cloud service as it gives you get less fine-grained control over your processing environment, making it a more
true PaaS service.

Box 2: Flow
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