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Fortinet FCP_FCT_AD-7.4 Exam Syllabus Topics:

Topic Details
¢ FortiClient EMS design and deployment: This domain covers the architecture, core components, and
Topic 1 deployment modes of FortiClient EMS. It also includes installing and configuring the server to ensure
proper setup and mitial system operation.
¢ Troubleshooting: This section covers analyzing logs and diagnostic information to identify issues with EMS
Topic 2 and endpoints, and resolving common deployment, connectivity, and configuration problers.
e Zero trust and Security Fabric integration: This domain explains how to integrate EMS with the Fortinet
Topic 3 Security Fabric, configure quarantine for compromised endpoints, and implement zero trust network
access to control and secure endpoint connectivity.
¢ FortiClient provisioning and deployment: This section focuses on deploying FortiClient to endpoint devices,
Topic 4 creating and assigning endpoint profiles, and implementing endpoint security features to enforce protection
and compliance.

Fortinet FCP - FortiClient EMS 7.4 Administrator Sample Questions (Q29-
Q34):

NEW QUESTION # 29
What is the fimetion of the custom scan option on FortiClient?

A. Tt perforns a full system scan including all files, executable files, DLLs, and drivers, for threats.
B. It performs a manual scan on all removable drives.

C. It scans executable files, DLLs, and drivers that are currently running, for threats.

D. Tt allows users to select a specific file folder to scan for threats.

Answer: D

Explanation:

FortiClient provides several scan options:

Quick Scan — Scans common locations, running processes, registry, and system files.
Full Scan — Scans the entire system (all files, executables, DLLs, and drivers).
Removable Media Scan — Focuses only on USBs or other removable drives.
Custom Scan — Lets the user manually choose specific files or folders to scan.

NEW QUESTION # 30
What establishes device identity and trust in a zero trust network access (ZTNA) deployment?

A. FortiClient connection key

B. public key infrastructure (PKI)
C. token-based authentication

D. device fingerprinting

Answer: B

Explanation:
Ina ZTNA deployment, device identity and trust are established using a public key infrastructure (PKI). Certificates issued by PKI
validate the endpoint's identity and enable secure, trusted commumication with the ZTNA server.

NEW QUESTION # 31
Refer to the exhibits. How will the vulnerability shown in the scan be patched?

| Vulnerabliity scan profile I
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A. An administrator will patch the vulnerability remotely using FortiClient EMS.

B. The end user will patch the vulnerability by installing the patch from the vendors website.
C. The end user will patch the vulnerability using the FortiClient software.

D. The vulnerability will be patched automatically based on the endpoint profile configuration.

Answer: B

Explanation:
The vulnerability scan shows that the recommended action is "Manual Install," indicating that the end user must patch the vulnerability
by manually downloading and installing the update from the vendor's website.

NEW QUESTION # 32
FortiClient EMS endpoint policies
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Refer to the exhibit, which shows multiple endpoint policies on FortiClient EMS. Which policy is applied to the endpoint in the AD
group trainingAD

A. The Training policy

B. The sales policy

C. The Default policy because it has the highest priority

D. Both the Sales and Training policies because their priority is higher than the Default policy

Answer: A

Explanation:

* Observation of Endpoint Policies:

* The exhibit shows multiple endpoint policies with their assigned groups, priority levels, and enabled status.

* Evaluating Policy Assignment:

* The Tramning policy is specifically assigned to the "tramningAD.training, lab" group, with a higher priority than the Default policy.
* Conclusion:

* The correct policy applied to the endpoint in the AD group "trainingAD" is the Training policy (A).

References:

FortiClient EMS policy configuration and priority management documentation from the study guides.

NEW QUESTION # 33
A FortiClient EMS administrator has enabled the compliance rule for the sales department Which Fortinet device will enforce
compliance with dynamic access control?

e A FortiGate



¢ B. FortiAnalyzer
e C. FortiClient
e D. FortiClient EMS

Answer: A

Explanation:

* Understanding Compliance Rules:

* The compliance rule for the sales department needs to be enforced dynamically.

* Enforcing Compliance:

* FortiGate is responsible for enforcing compliance by integrating with FortiClient EMS to apply dynamic access control based on
compliance status.

* Conclusion:

* The Fortinet device that will enforce compliance with dynamic access control is the FortiGate.

References:

Compliance and enforcement documentation from FortiGate and FortiClient EMS study guides.

NEW QUESTION # 34
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