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Fortinet NSES_FWB_AD-8.0 Exam Syllabus Topics:

Section

Weight

Objectives

Deployment and Configuration

30%

- Deployment modes and basic administration

e 1. Initial setup and system management
e 2. Reverse Proxy, Transparent Bridge, Offline Protection

- Server objects and security policies

¢ 1. Policy creation and rule management
e 2. Server pool, virtual server configuration

- SSL configuration and High Availability

e 1. Active-Passive and Active-Active HA deployment
e 2. SSL inspection, offloading, and certificate management

Application Delivery and Additional Configuration

20%

- Performance and delivery optimization

e 1. Content routing, URL rewriting, and caching
e 2. Compression and acceleration

- Protection and integration

e 1. Logging, monitoring, and FortiAl integration
e 2. DoS and DDoS protection
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- Web application security measures

e 1. Attack signature and threat protection
e 2. Security profiles and protection rules

- API security

Web Application and API Security with Bot Mitigation [35% e 1. API protection and access control
e 2. API discovery and endpoint mapping

- Bot mitigation

e 1. Bot detection and classification
e 2. CAPTCHA, reputation, and behavioral analysis

- Compliance and audit
e 1. Vulnerability scanning and reporting
e 2. Regulatory compliance standards

. . 0
Compliance and Troubleshooting 15% | Systemand traffic troubleshooting

e 1. Configuration and connectivity issues
e 2. Loganalysis and error diagnosis
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Fortinet NSE 5 - FortiWeb 8.0 Administrator 38 & NSE5_FWB_AD-8.0 & &
& (Q42-Q47):

R #42

A large enterprise has an existing web infrastructure with complex routing rules and static IP address assignments. The network
administrators cannot modify the current IP address scheme, but they need FortiWeb to inspect and block threats like SQL injection
and cross-site scripting (XSS) without changing the client-server communication flow.

In this situation, which FortiWeb operation mode is the most suitable?

A. Web Cache Commumication Protocol (WCCP) redirection mode
B. True transparent proxy mode

C. Reverse proxy mode

D. Decryption mirror mode

F
R

: B

R #43
‘When configuring a FortiWeb HA (high availability) active-passive cluster, which requirement must be met for proper failover?
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A. Both members must use different HA priority values with no overlap.

B. All units must have unique host names but share the same virtual MAC/IP configuration.
C. Both units must operate in different operation modes.

D. Each unit nust have a different firmware version.

EM: B
i

FortiWeb HA units require unique host names for identification, while the HA pair shares a virtual IP/MAC so that failover is
transparent to clients. Firmware versions and operation modes must match between HA members, not differ.

HA #44
Which statement about FortiWeb's "Auto Learning” (or "Auto-learn”) profile is correct?

A. Tt requires a separate hardware appliance.

B. It permanently blocks all traffic during the learning period.

C. It disables all other security profiles while active.

D. It passively monitors and profiles traffic to build a baseline that administrators can later use to fine-tune protection rules.

EM: D
i

Auto Leaming operates in a monitoring capacity, observing legitimate traffic patterns to help admmistrators understand application
behavior and reduce false positives when creating or refining custom policies.

B #45
Refer to the exhibit.

Exhibit

info:
version: 1.0.0
title: FortiGate Restrictions
description: Very limited schema for FortiGate UI
license:
name: Fortinet
SEervers:
- url: 'https://fortigate.com/’
paths:
fui;
get:
summary: Get UI irems
operationId: gettri
tags:
- ui
responsesy
"200":
description: An array of UI information
content:
application/json:
schema:
type:

w

tring

E==BTINET

What does the exhibit show?

o A. An API schemn file.
e B. The result of a show ui details command on a FortiWeb server.



e C. The FortiGate Ul interface in HTML.
¢ D. A sanple response returned by the FortiGate API at https/fortigate.com/ui.

EfE: A

RN -

The exhibit is written in structured OpenAPI/Y AML-style format. It includes fields such as info, version, title, servers, paths, HTTP
method get, operationld, responses, content type application/json, and a schema definition. That is not HTML and it is not a live
API response. It is also not CLI output from FortiWeb.

FortiWeb OpenAPI validation uses OpenAPI description files in YAML or JSON to define API structure, endpoints, parameters,
and expected data types. FortiWeb then uses that uploaded schema as a baseline to validate API requests and block requests that
do not conform So the exhibit is best identified as an API schemm file

HMA #46
Which two actions can FortiWeb take when an attack signature is matched, depending on the configured action? (Choose two.)

e A. Alert only

¢ B. Automatically patch the back-end server code
¢ C. Deny (block) the request

¢ D. Modify DNS records

Ef: A. C

A -
When a signature match occurs, FortiWeb can be configured to simply log/alert on the event or actively deny the request. It has no
capability to patch server code or alter DNS records directly.
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