EC-COUNCIL 112-575 ¥ [ LXK 7 > o — FEC-
Council Digital Forensics Essentials (DFE)

EDUSUM

EC-Council Digital -~
Forensics Essentials

(DFE 112-53)"
Certification

A Gateway to Excellence in Computer Forensics

20264 JPTestKing® & #7112-57 PDFX > 7° & & U 112-5TiBi = > ¥ > O EIFLE: hitpsv/drive.google.com/open?
id=1MrRRJoiIFJCNoCZAOMmMZ3raMY9TsWaGQa

12-57A X F 4 HA Fid. ZLOXxY y b eBREEHRD £7. BARIC112-577 A MlEEK 7> r—FL T
HHCHR T BN TEET. UHBURBEEAL LB, 7CCUHBREEHTEET. BIRTE 33003 —
arvAHBIRTEY, 11257 L —=Y 7B %B L (B BHE T 2D 20~306M L »bemv 0 £ ¢
Ao BC-COUNCILEME by FREMAFE VBV TT. IFEURCUBHOLF Y S, v IR Ks—H—E R
EEELT v T T ERMBEL TV ES. 2L T, 112-57RBRESRL TAa B &, 11257 L —=> 7Bk
BEZ2LDFERDH B LAY 7,

IR 112-577 A VEF2FH L. DELIDZ2EB T Yo —FLET. 1FEB. BAESSY—L RO
HRAZzEEL TEE 2N TE S L I LA, EC-COUNCILZ 54 7 > biz50% Q|5 Kt R4 L &
To DHBIEHENIS5AT7Y b THBFE. 112-57T8B ML > F2BAT 2BCREDEIB 2ERTE 51
B, FNEBLODHF—LRELNELDOAY v b2ERTEET., COT7 vy 77— Tl BEFLORLEH
ZU2-57T8f ML > b E2RPETCEE T, & 512%F L T, EC-Council Digital Forensics Essentials (DFE)® 112-57:% 5%
CERTAIENTEET,

>>112-578 # & <<

112-57 P A B & 112-57% 8 #44

B HEOITH A # 8L 72w . —[E 72 TEC-COUNCILO 112-578 5 BRI A1 L 72 v pvo JPTestKingld £
H H DO RWEC-COUNCILO 112-57TREE 4Rt c & 2 L. BORERBC AR T 2D KBHRICITIBET. b
LEBEEWSSHhZOLRT 2324556, balES>5DHEMEMBAT 2811 IPTestKingld AL TH > 7 v
FRMTZENTEET. BEHY Y TVOTHAC LS TT. bo L HESF > CHEBRBUCAK T2 L
NTEET.

EC-COUNCIL 112-57 R ER 5B 0 HEHH -

FEY 2 HEHE
¢ K—/ 27 7L ¥yl COEV2—VTE. T S CHEHETZ7—7 4
FEy 2 1 777 bPOBHRP AT LLETCOR—0 727 DEHARROBELRE. £— 27 v = 7 1EH)

OFEICODOWTHHL £ 4.

¢ IVE2—RT7 ALYV 7O COET2— Tl TRV, 7451 VT y
M BEFTOREALE., 3V FP2—RT7 4Ly Py 20HBE 2 2ME48BNL %
fEY 72 To Efo. 74L YV y 7ABCHOLBZENES LY T SAT Y RABRHZODWT HHH

L7,



https://drive.google.com/open?id=1MrRRJoiFJCNoCZ4OMmZ3raMY9TsWaGQa
https://www.japancert.com/112-57.html
https://www.shikenpass.com/112-57-shiken.html
https://www.jptestking.com/112-57-exam.html
https://www.passtest.jp/112-57-exam.html

o YNNI LTI ALYY Y I CDEY2—)ILTIk BINBEITCENMBEN. A7 AL0%%y
Ny— 2 OBHERAE R E. V7 2 7THEOFELZBNL. BROD2IFH2HEMT 212

Ey 23
ey »OFERE BB £ T,

e Windows7 #L >¥ v Z7: COEY2—TlE. Wndows>> A7 AZBF B3 7L Py

SHABCOVWTHHELET. CARE. YATLABIV2—F—DT7 2747 4 24T
bEY 74 TE3RHDAEY, LYRIMNTF—XR, 773 7F—DE. 774 IV AXRTF—XDHHH
Hih v,

o F—AREBEER, COET2— T, TPXIGINMONE L EHOFECEREHT
T, 7LV Py 24 A—TDERRYATALAAEY DX ¥ 7 F v CfHHS N 2B

KEy 25 : f
7 W Z7ar—~vv by FHECOWTHHAL £,

e LNxBLUMacD 7 4L V¥ v Z7: COEFEY2—)VTlE. LxB8 L UMacy A7 LD 7 #
LYYy IAMFBECODOTHBEAL E T, YRAT LT —&R, Z77ANVY AT L, ATY %

FEY Z 6 _
7 SHLTCTCRVENEB LTI CEAEBNTVWET,

o BESTERMAONP: COEY 22— Tk, SAMEEH I -EBET 2 RSN
RN FEFIECOOTHBAL 5. £/-. BEEIESLET—KR BB L. Bk~

vy 277
e R S Lt R LT B 1o 3 BT B AT DT b EBL £

EC-COUNCIL EC-Council Digital Forensics Essentials (DFE) 58 %€ 112-57
A B RE (Q46-Q51):

B #46
‘Which of the following commands can an investigator use to parse GPTs of both types of hard disks, including those formatted with
either UEFI or MBR?

e A. Get-BootSector

o B. Get-ForensicPartitionTable
e C. Get-GPT

e D. Get-PartitionTable

IEf#: B
fBE:

In forensic examinations, investigators must correctly interpret a disk'spartitioning schemebecause it determines where volumes
begin, where file systems reside, and how to validate acquisition completeness.

Moderm systems may useGPT(commonly associated with UEFT) while legacy systems often useMBR. A practical forensic
command therefore needs to detect and parse partition informationregardless of whether the disk uses MBR or GPT, and present
the results in a consistent, nvestigator-friendly output for verification and downstream analysis (e.g,, selecting the correct partition
offsets for imaging or mounting).

Get-ForensicPartitionTableis designed for exactly this role in forensic PowerShell tooling; it parses partition table structures in a
forensically oriented manner and supports disks partitioned usingeither MBR or GPT.

That "forensic" emphasis typically means it reads raw structures directly, reports partition entries and offsets, and helps avoid
ambiguity when the protective MBR (present on GPT disks) could confuse simplistic parsers.

By contrast,Get-BootSectortargets boot sector/VBR data rather than the full partition layout;Get-GPTis GPT- specific and does not
cover MBR-only disks; andGet-PartitionTableis a more generic label that may not guarantee dual-scheme forensic parsing,
Therefore, the correct option isC.

HEH #47

Bob, a forensic investigator, is investigating a live Windows system found at a crime scene. In this process, Bob extracted subkeys
containing information such as SAM, Security, and software using an autormated tool called FTK Imager.

‘Which of the following Windows Registry hives' subkeys provide the above nformation to Bob?

e A HKEY CLASSES ROOT
e B.HKEY LOCAL MACHINE



¢ C.HKEY CURRENT CONFIG
¢ D.HKEY CURRENT USER

IEf#: B

R -

In Windows forensics, the Registry is organized into logical root keys ("hives") that aggregate configuration and security data. The
iterns named in the question-SAM,SECURITY, andSOFTWARE-aresysten+wide registry hivesstored on disk (typically under the
system's configuration directory) and loaded at runtime underHKEY LOCAL MACHINE (HKLM). Investigators rely on these
hives because they contain high- value evidence: theS AMhive stores local account database information (including user and group
identifiers and credential-related material), theSECURITYhive holds system security policy and LSA-related settings, and
theSOFTWAREhive contains installed software, application configuration, and many operating system settings relevant for program
execution and persistence analysis.

Tools likeFTK Tmagercan extract these hives (or their live-memory representations) during triage to preserve volatile context and
enable offline parsing while maintaining evidentiary integrity. The other root keys do not match these specific

hives:HKEY CURRENT USERis per-user profile data, HKEY CURRENT CONFIGreflects current hardware profile,
andHKEY CLASSES ROOTis primarily file association/COM class mapping (largely derived from HKLM\Software\Classes and
HKCU\Software\Classes). Therefore, the correct hive root that provides SAM, SECURITY, and SOFTWARE subkeys

iSHKEY LOCAL MACHINE (B).

H #48

A system that a cybercriminal was suspected to have used for performing an anti-social activity through the Tor browser. James
reviewed the active network connections established using specific ports via Tor.

Which of'the following port numbers does Tor use for establishing a connection via Tor nodes?

A.31/456

B. 91509151
C. 1026/64666
D. 3024/4092

FE: B

R :

In Tor Browser deployments, Tor typically runs a local client ("tor" process) that exposes aSOCKS proxyfor applications (the
browser) to send traffic into the Tor network and, optionally, acontrol interfacefor managing circuits and obtaining runtime status. In
many forensic lab guides and Tor Browser bundle configurations, the default local SOCKS listening port 19150, and the associated
Tor control port is commonly9151. This pairing is frequently referenced in investigations because endpoint triage (e.g., netstat
outputs, firewall logs, EDR socket telemetry) may show local loopback connections from the browser t0127.0.0.1:9150(SOCKS)
and management communications nvolving9151(control).

From a network-forensics viewpoint, these ports help distinguish Tor Browser activity from other proxy tools:

the browser does not directly connect to Tor relays; instead, it hands traffic to the local SOCKS proxy, which then establishes
encrypted circuits to Tor nodes. While Tor can be configured to use different ports, the question asks about the specific ports used
for establishing Tor connections in typical Tor Browser setups, which aligns with9150/9151. Therefore, the correct option isD.

R #49
Which of the following hives in the Windows Registry hierarchical database is volatile in nature and contains file-extension
association information and programmatic identifier (ProgID), Class ID (CLSID), and Interface ID (IID) data?

A.HKEY CLASSES _ROOT
B. HKEY_LOCAL MACHINE
C. HKEY CURRENT CONFIG
D. HKEY CURRENT USER

EfE: A

A -

HKEY CLASSES ROOT (HKCR)is the Windows Registry location that storesfile-association and COM registration data,
including mappings forfile extensions(e.g,,.docx) toProgIDs, and COM object identifiers such asCLSIDand interface-related
identifiers likelID. In forensic exammnations, HKCR is frequently consulted to determine which application is registered to open a



specific file type, to identify COM objects that may enable persistence or abuse (e.g., through COM hijacking), and to correlate
suspicious registry-based execution mechanisims with installed software.

HKCR is often described asvolatile in naturebecause it is not a single standalone hive file stored independently in the same way as
SAM or SYSTEM,; instead, it is amerged, runtime viewcreated by the OS primarily fromHKLM\Software\Classes(machine-wide
registrations) andHK CU\Software\Classes(per-user overrides). This means what you see under HKCR can vary depending on the
current user context and system state, and the effective associations/registrations may change when software is installed, updated, or
when per- user settings override machine defaults.

The other options represent different scopes: HKLM is system configuration, HKCU is user profile configuration, and HKCC
reflects the current hardware profile-not the primary COM/file association repository.

HMA #50

Jennifer, a forensics investigation team memmber, was inspecting a compromised system. After gathering all the evidence related to the
compromised system, she disconnected the system from the network to stop the spread of the incident to other systems.

Identify the role played by Jennifer in the forensics investigation.

A. Expert witness

B. Evidence manager
C. Incident responder
D. Incident analyzer

EM: C
R

Jennifer's actions match the responsibilities of anincident responder, whose job spans immediatecontainment, preservation, and
stabilizationactivities during an active or recently active security incident. In standard digital forensics and incident response (DFIR)
procedures, responders first take steps topreserve evidence(e.g., documenting the scene, capturing volatile data when appropriate,
and collecting relevant system artifacts) and then executecontainment measuresto prevent further harm. Disconnecting a
compromised host from the network is a classic contamment control used to stop malware propagation, block command-and-
control communications, and prevent lateral movement to other systemns.

Anincident analyzertypically focuses on deeper technical analysis-timeline reconstruction, root cause determination, and correlating
artifacts across hosts and logs-rather than performing immediate containment.

Anevidence manageris primarily responsible for mamtaining evidence integrity, chain of custody, storage, labeling, and access
control, not operational containment. Anexpert witnessprovides formal testimony and interpretation in legal or disciplinary
proceedings and is not usually mvolved in live containment actions.

Since Jennifer bothgathered evidenceand thenisolated the system to stop spread, the role most consistent with documented DFIR
responsibilities isIncident responder (A).

R #51
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