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HP #42
To whom are the information security policies required to be communicated, according to the control in Annex A of ISO/IEC
27001?

A. Employees within the scope of the ISMS

B. Top management

C. Relevant personnel and relevant interested parties
D. Only staff with accountability for ISMS operation

Ef: C

TR

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) clearly specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, commumnicated to
and acknowledged by relevant personnel and relevant interested parties..." This means the communication obligation is not limited to
top management (A) or only ISMS staff (B), nor does it stop at employees only (C). Instead, ISO/IEC 27001/27002 mandate a
broader scope: allrelevant personnel and relevant interested partiesmust be informed. This ensures both internal stakeholders
(employees, contractors, temporary staff) and external interested parties (suppliers, partners, regulators, customrers, etc.) receive the
right policy commumnications where applicable. Therefore, the correct and verified answer isD.

B #43

What is a requirement for a corrective action made in response to a nonconformity?

e A They are proportionate to the likelihood of the nonconformity recurring
¢ B. They are appropriate to the effects of the nonconformity
e C. They do NOT change the organization's information security policies
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¢ D. They always eliminate the cause of the nonconformity
Ef&E: B

R -

Clause 10.1 (Nonconformity and corrective action) specifies:

"The organization shall react to the nonconformity and, as applicable: take action to control and correct it; deal with the
consequences; evaluate the need for action to eliminate the cause(s)...

Corrective actions shall be appropriate to the effects of the nonconformities encountered." This confirms optionB. Option A is
naccurate-ISO requires actions appropriate toeffects, not probability alone. Option C is false-policies may need updating to correct
nonconformities. Option D is incorrect, as not every cause can always be elimnated; residual issues may exist.

Thus, the verified requirement isB.

H #44
‘Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

¢ A. Ensuring information security objectives are established

¢ B. Producing a risk assessment report

e C. Communicating feedback from interested parties to the organization
¢ D. Implementing the actions from internal audits

Ef: A

fERHL -

Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:

* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"

* "ensuring the integration of the ISMS requirements into the organization's processes;"

* "ensuring that the resources needed for the ISMS are available;"

Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

H #45
Identify the missing word(s) in the following sentence.

"Information security, cybersecurity and privacy protection - [ ? ]"is the title of ISO/IEC 27005.

A. Guidance on managing information security risks

B. Information security controls

C. Information security management systenms - Requirements

D. Guidelines for information security management systems auditing

IEf#: A

AR

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27005 standards:

ISO/IEC 2700522022 is titled:

"Information security, cybersecurity and privacy protection - Guidance on managing information security risks." This standard
provides structured methodologies for identifying, analyzing, evaluating, and treating risks, in alignment with ISO/IEC 27001's risk
management requirerments (Clause 6.1.2 and 6.1.3). It supports organizations in implementing the risk management process that
underpins an ISMS. Options A and B are titles of other ISO standards (ISO/IEC 27007 for auditing, ISO/IEC 27001 for
requirenents). Option D refers to ISO/IEC 27002 (controls).

Thus, the correct answer isC: Guidance on managing information security risks.

B #46
Which is a control title within Annex A of ISO/IEC 27001?



Ef#:
R -

A. Responsibilities and procedures
B. Protection of documents

C. Change control
D. Information security in supplier relationships

D

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

In ISO/IEC 27002:2022, which provides control guidance for Ammex A of ISO/IEC 27001, Clause 5.19 is titled:"[nformation

security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures” (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.

* "Protection of documents” (C) relates to document control but is not a specific Annex A control.

* "Change control” (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.

Therefore, the correct Annex A control title isA: Information security in supplier relationships.
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