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BraindumpsPass has come up with real CompTIA CY0-001 Dumps for students so they can pass CompTIA SecAI+ Certification
Exam (CY0-001) exam in a single try and get to their destination. BraindumpsPass has made this study material after consulting with
the professionals and getting their positive feedback. A lot of students have used our product and prepared successfully for the test.

CompTIA SecAI+ Certification Exam Sample Questions (Q76-Q81):
NEW QUESTION # 76 
Users report that the output of a generative AI application seems unrelated to the prompts and contains offensive content. A security
team investigates and determines that there was an on- path attack. Which of the following is the most likely attack method?

A. Session hijacking
B. Model hijacking
C. Application server hijacking
D. Domain hijacking

Answer: A

Explanation:
In an on-path attack, an adversary intercepts and manipulates traffic between the user and the AI system. Session hijacking allows
the attacker to inject or alter prompts and responses, leading to unrelated or offensive output.

NEW QUESTION # 77 
A SOC analyst notices a sudden spike in outbound traffic from a server. The traffic is being sent continuously to an unknown
external IP address. Which of the following BEST describes this behavior?

A. Brute-force attack
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B. Failed command-and-control communication
C. Lateral movement
D. Data exfiltration

Answer: D

Explanation:
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

NEW QUESTION # 78 
Customer feedback for an AI chatbot has a high-rate of non-answers, which is causing higher central processing unit (CPU)
utilization. Which of the following should be implemented?

A. Response confidence level
B. Prompt logging
C. Cost monitoring
D. Guardrails

Answer: A

Explanation:
Implementing a response confidence level ensures the chatbot only provides answers when the model is sufficiently confident. This
reduces irrelevant or empty responses, improving user experience and lowering unnecessary CPU utilization.

NEW QUESTION # 79 
An AI security administrator notices that the information referenced by the model is incorrectly formatted and missing values. Which
of the following job roles would most likely be responsible for correcting this error?

A. Platform engineer
B. AI architect
C. Machine learning operations (MLOps) engineer
D. Data engineer

Answer: D

Explanation:
A data engineer is responsible for preparing, cleaning, and formatting data pipelines. When information is incorrectly formatted or
missing values, the data engineer ensures data integrity and quality before it is used by AI models.

NEW QUESTION # 80 
A healthcare organization plans to deploy a chatbot for appointment scheduling and patient records. Which of the following is the
first step a security administrator should take?

A. Conduct a risk assessment.
B. Enable role-based access management
C. Use a secure data communication channel for chat.
D. Implement prompt firewalls.

Answer: A

Explanation:
Before deploying an AI chatbot that will handle sensitive healthcare data, the first step is to conduct a risk assessment. This identifies
potential threats, compliance requirements (such as HIPAA), and security gaps, ensuring proper controls are planned before
implementation.

NEW QUESTION # 81
......
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