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FIRE #19
Which tool is commonly used for reverse engineering network protocols by capturing and analyzing packet data?
Response:

A. Metasploit
B. Wireshark
C. Nmap
D. Netcat

£%: B

R #20
Which protocol is commonly used for network device management and monitoring?
Response:
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A FTP
B. HTTP
C. DHCP
D. SNMP
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FRE #21
What is the primary purpose of ICMP (Internet Control Message Protocol)?
Response:

¢ A. Managing TCP handshakes

¢ B. Performing network diagnostics and reporting errors
¢ C. Encrypting communication between endpoints

¢ D. Routing data between networks

ZX: B

R #22
Which transport layer protocol is best suited for applications requiring low latency but does not guarantee packet delivery?
Response:

A. TCP
B. ICMP
C.SCTP
D. UDP
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FIRE #23
What is the primary purpose of NetFlow in network security analysis?
Response:

A. Capturing full packet data for forensic analysis
B. Blocking malicious IPs automatically

C. Encrypting network traffic to prevent data leaks
D. Monitoring and analyzing network traffic patterns
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