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NEW QUESTION # 41
You are troubleshooting an issue where legitimate users are occasionally blocked by your OCI WAF, which is configured in
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"Detection” mode. You need to identify the specific WAF rules that are triggering these false positives and adjust them without
disrupting legitimate traffic. Which approach offers the most efficient way to diagnose and resolve this issue?

A. Whitelist the IP addresses of the affected users.

B. Disable all WAF rules and then gradually re-enable them one by one until the issue reappears.

C. Increase the sensttivity level of the entire WAF configuration.

D. Analyze the OCI WAF logs in OCI Logging Analytics, focusing on the rule IDs associated with blocked requests. Then,
move the specific rule to "log only".

Answer: D

Explanation:

* Problem Scope:Identify and adjust WAF rules causing false positives in Detection mode without disrupting traffic.

* Detection Mode Behavior:Logs potential violations without blocking, allowing analysis.

* Evaluate Options:

* A:Use OCI Logging Analytics to pinpoint rule IDs from logs, then set rules to "log only" for testing; efficient and non-disruptive.
* B:Disabling all rules risks security and is time-consuming; inefficient.

* CIncreasing sensitivity worsens false positives; counterproductive.

* D:Whitelisting IPs is a temporary fix, not scalable or diagnostic; unsuitable.

* ConclusionLogging analysis with rule adjustment is the most efficient approach.

OCI WAF logs provide detailed insights for troubleshooting. The Oracle Networking Professional study guide states, "In Detection
mode, WAF logs all triggered rules, which can be analyzed in OCI Logging Analytics to identify false positives. Rules can then be
adjusted to 'log only' to refine policies without affecting traffic" (OCI Networking Documentation, Section: Web Application
Firewall). This method ensures precision and minimal disruption.

NEW QUESTION # 42

You are designing a highly available web application in OCI. You've created a VCN with two public subnets across different
Awailability Domains (ADs). You need to enable IPv6 support for the application to cater to a growing number of [Pv6-only clients.
You plan to use a Load Balancer to distribute traffic to backend compute instances in the public subnets. Which of'the following
approaches ensures the highest level of resilience and [Pv6 connectivity for your application?

e A. Configure the VCN with a public IPv6 CIDR block obtained from Oracle. Configure the Load Balancer to listen on both
[Pv4 and IPv6 addresses. Ensure the backend compute instances also listen on both IPv4 and IPv6 addresses.

¢ B. Configure the VCN with a /48 TPv6 ULA prefix. Configure the Load Balancer to listen on IPv4 only, and the compute
instances to listen on both IPv4 and TPv6, relying on NAT for IPv6 clients.

e C. Configure the VCN with a public IPv6 CIDR block obtained from Oracle. Configure the Load Balancer to listen on IPv4
only, while backend compute instances listen on both IPv4 and IPv6, relying on NAT for IPv6 clients.

e D. Configure the VCN with a /48 IPv6 ULA prefix. Configure the Load Balancer to listen on both IPv4 and IPv6 addresses.
Ensure the backend compute instances also listen on both IPv4 and IPv6 addresses.
Route traffic accordingly using NSGs.

Answer: A

NEW QUESTION # 43
In a multi-tier application architecture with separate public and private subnets, where should an OCI Bastion host be placed to
provide secure access to resources in the private subnets without exposing them to the internet?

A. In a dedicated public subnet specifically for Bastion hosts.
B. Ina separate VCN peered with the application VCN.

C. Behind an Internet Gateway in the public subnet.

D. Directly in the private subnet.

Answer: A

Explanation:

* Purpose:Secure access to private subnet resources via Bastion.

* Placement Considerations:Must be internet-accessible yet isolated.
* Evaluate Options:

* A:Private subnet lacks mternet access for Bastion; incorrect.



* B:Dedicated public subnet balances accessibility and isolation; correct.

* C:Separate VCN adds complexity, unnecessary; less optimal.

* D:Ambiguous phrasing, but implies exposure; less precise than B.

* ConclusionDedicated public subnet is the best placement.

OCI Bastion requires public access with security. The Oracle Networking Professional study guide notes,

"Place the Bastion host in a public subnet with a dedicated configuration to allow secure SSH access to private subnet resources
without exposing them directly" (OCI Networking Documentation, Section: Bastion Host Placement). Option B ensures this balance.

NEW QUESTION # 44
For a migration scenario where on-premises workloads need to access OCI Object Storage for large data transfers, and a
dedicated, private connection is required, which OCI service best filfills this need?

A. Dynamic Routing Gateway (DRG) with Internet Gateway
B. Internet Gateway with public [P addressing

C. Service Gateway via Site-to-Site VPN

D. FastConnect Private Peering with a Service Gateway

Answer: D

Explanation:

* Needs: Private, dedicated connection for large data transfers to Object Storage.

* Option A: VPN with Service Gateway uses public internet, limiting bandwidth-incorrect.

* Option B: Internet Gateway exposes traffic publicly-incorrect.

* Option C: FastConnect Private Peering provides a dedicated link, and Service Gateway ensures private Object Storage access-
correct.

* Option D: DRG with Internet Gateway isn't private-incorrect.

* Conclusion: Option C best meets the need.

Oracle states:

* "FastConnect Private Peering combined with a Service Gateway enables secure, high-bandwidth access to Object Storage from
on-premises networks."This supports Option C. Reference:FastConnect and Service Gateway - Oracle Help
Center(docs.oracle.com/en-us/iaas/Content/Network/Tasks/fastconnect.

htnéfservicegateway).

NEW QUESTION # 45

A development team has deployed a three-tier application in an OCI VCN. The application consists of a public-facing web tier, an
application tier, and a database tier. The teamreports that the web tier instances can commumicate with the application tier instances,
but the application tier instances cannot connect to the database tier instances. All security lists are configured to allow all traffic
within the VCN. Which OCI Networking diagnostic tool would BEST help you quickly isolate the root cause of this connectivity
issue?

A. VCN Flow Logs

B. Network Firewall

C. Connection Diagnostics
D. OCI Bastion

Answer: C

Explanation:

* Problem: App tier can't reach DB tier despite open security lists.

* Option A: Flow Logs show traffic details but require analysis, slowing diagnosis-less efficient.

* Option B: Connection Diagnostics tests connectivity (e.g., ping, traceroute) between resources, quickly pinpointing failures-
correct.

* Option C: Network Firewall controls traffic, not diagnoses-incorrect.

* Option D: Bastion is for access, not troubleshooting-incorrect.

* Conclusion: Connection Diagnostics is the best tool for quick isolation.

Oracle states:

* "Connection Diagnostics provides rapid testing of network connectivity between OCI resources, ideal for isolating issues like tier-
to-tier failures."This validates Option B. Reference:Network Troubleshooting - Oracle Help Center(docs.oracle.com/en-
us/iaas/Content/Network/Tasks



/troubleshooting. htn#connectiondiagnostics).

NEW QUESTION # 46
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