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Fortinet FCP_FAZ AN-7.6 %55 K4 :

FE i
¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
FRE 1 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

e SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated

FE2 . . .
responses, and troubleshooting automation workflow issues.
¢ Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
13 covers report configuration to meet organizational requirements, and includes troubleshooting report

generation problens.
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¢ Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
T4 collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.
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(Q42-Q47):

FIRE #42
What is the purpose of using data selectors when configuring event handlers?

A. They download new filters can be used in event handlers.

B. They filter the types of logs that FortiAnalyzer can accept fromregistered devices.

C. They are common filters that can be applied simultaneously to all event handlers.

D. They apply their filter criteria to the entire event handler so that you don't have to configure the same criteria in the
individual rules.

ZE: D

& #43
‘What should you always do after erasing the FortiAnalyzer configuration on flash?

A. Run the execute reset all-settings command
B. Performa system backup

C. Run the execute format disk command

D. Run the execute reboot command

-2

(=]

g

C

FIE #44
Refer to the exhibit. Which statement about the displayed event is correct?

0 Events Event Status +  Event Type = Severity +

[0 @56834764387462384.0rg(4) Unhandled ©OWeb Filter @ Critical

O Webtraffem ssC o e o T Unhandied  @Web Filter ® Critical

e A The security risk was escalated.

¢ B. The security event risk is considered open.
e C. The risk source is isolated.

¢ D. Anincident was created from this event.

ZX: B

BB -
The event status is shown as Unhandled with Critical severity, indicating that the associated security risk is still open and has not yet


https://www.pdfexamdumps.com/FCP_FAZ_AN-7.6_valid-braindumps.html
https://tw.fast2test.com/FCP_FAZ_AN-7.6-practice-test.html

been investigated or resolved.

P& #45
What are the two methods you can use to send notifications when an event is generated by an event handler? (Choose two.)

A. Send SNMP trap

B. Send SMS notification

C. Send an alert through the FortiGuard server
D. Send Alert through Fabric Connectors

ER: AD

fE RE R «

Send Alert through Fabric Connectors: This method mvolves creating a Fabric Connector profile and selecting the option "Send
Alert through Fabric Connectors" in the event handler notification settings. Notifications are then sent n JSON format to the
configured endpoint, such as Microsoft Teams or other integrated platforms.

Send SNMP trap: You can configure SNMP traps to be sent when an event triggers an incident.

This mvolves setting the SNMP Trap IP address, community string, trap type, and protocol in the system's analytics or incident
settings.

i /8 #46
Refer to the exhibit. Based on the partial outputs displayed, which devices can be members of a FotiAnalyzer Fabric?
FortiAnalyzerl# get system status FortiAnalyzer2# et system status FortiAnalyzer3# get system status
Platform Type : FAZVME4-KVM Platform Type : FAZVM64-KVM Platform Type : FAZVME4-KVM
Platform Full Name $ lyzer-VMB4-KVM latf Full Name : FortiAnalyzer-VME4-KVM Platform Full Name : FortiAnalyzer-VME4-KVM
Version :v7.2.1-build1215 220809 (GA) Version :v7.2.1-build1215 220809 (GA) Version :v7.2.1-build1215 220809 (GA)
Serial Number : FAZ-VMO0000065040 Serial Number : FAZ-VMO000065041 Serial Number : FAZ-VMO0000065042
BIOS version : 04000002 BIOS version : 04000002 BIOS version : 04000002
Hostname : FortiAnalyzerl Hostname : FortiAnalyzer2 Hostname : FortiAnalyzer3
Max Number of Admin Domains : 5 Max Number of Admin Domains : 5 Max Number of Adiiln Domains : S
Admin Domain Configuration  : Enabled Admin Domain Configuration  : Enabled Admin Domain Configuration  : Enabled
FIPS Mode : Disabled FIPS Mode : Disabled FIPS Mode : Disabled
HA Mode : Stand Alone HA Mode : Stand Alone HA Made : Stand Alone
Branch Point 11215 Branch Point 11215 Branch Point :1215
Release Version Information : GA Release Version Information : GA Ralease Version Information : GA
Time Zone : (GMT-8:00) Pacific Time (US & Canada)|Time Zone : (GMT-8:00) Pacific Time (US& Canada)| Time Zone : (GMT-8:00) Pacific Time (US & Canada)
Disk Usage : Free 43.60GB, Total 58.80GB Disk Usage : Free 45.75GB, Total S8/80G8 Disk Usage : Free 12.98GB, Total 79.80GB
File System : Extd File System : Extd File System : Extd
License Status : Valid License Status : Valid License Status : Valid
FortiAnalyzerlh get system global FortiAnalyzer2# get system global FortiAnalyzer3# get system global
asdom-mode : normal adom-mode : normal adom-mode : normal
adom-select : enable adom-select : enable adom-select : enable
adom-status : enable adom-status : enable adom-status : enable
console-output : standard console-output 3 ' tp : standard
country-flag : enable country-flag :enable country-flag : enable
enc-algorithm < high enc-algorithm : high enc-algorithm : high
ha-member-auto-grouping : enable |ha-member-auto-grouping : enable ha-member-auto-grouping : enable
hostname : FortiAnalyzerl hostname : FortiAnalyzer2 hostname : FortiAnalyzer3
log-checksum :mdS. |log-checksum :mds log-checksum : mdS
log-forward-cache-size H- | log-forward-cache-size H ] log-forward-cache-size :5
log-mode : analyzer log-mode : analyzer log-mode : analyzer
longitude 2 {null) longitude : (null) longitude : (null)
max-aggregation-tasks 0 max-aggregation-tasks H max-aggregation-tasks :0
max-running-reports :1 max-running-reports 3 max-running-reports 8
oftp-ssl-protocol tlsvl.2 oftp-ssl-protocol stlsvl.2 oftp-ssl-protocol :tlsvl.2
ssl-low-encryption : disable ssl-low-encryption : disable ssl-low-encryption : disable
ssl-protocol stlsvl3 tlevl.2 stl-protocol stlsvl3 tlevl.2 ssl-protocol s tlavl.3 tlsvl2
task-list-size 2 £ 2000 task-list-size : 2000
webservice-proto :l.lthl.z M :tlsvl.3 tisvl.2 webservice-proto :tisvl.3 tlsvl.2
e A FortiAnalyzer2 and FortiAnalyzer3
e B. Alldevices listed can be menbers.
e C. FortiAnalayzerl and FortiAnalyzer3
e D. FortiAnalyzer! and FortiAnalyzer2
Z%: B
SRR

Members are devices in the FortiAnalyzer Fabric that send information to the supervisor for centralized viewing. When configured as
a member, FortiAnalyzer devices continue to have access to the FortiAnalyzer features identified in the FortiAnalyzer Administration
Guide.

Incidents and events are created or raised from each member.
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