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ISACA Certified Information Security Manager Sample Questions (Q514-
Q519):

NEW QUESTION # 514
The decision on whether new risks should fall under periodic or event-driven reporting should be based on which of the following?

A. Likelihood of occurrence
B. Visiility of impact

C. Mitigating controls
D. Incident frequency

Answer: B

Explanation:

Section: INFORMATION RISK MANAGEMENT

Explanation:

Visibility of impact is the best measure since it manages risks to an organization in the timeliest manner.

Likelihood of occurrence and incident frequency are not as relevant. Mitigating controls is not a determining factor on incident

reporting,

NEW QUESTION # 515
Which of the following is the BEST method or technique to ensure the effective implementation of an information security program?

A. Tmplement logical access controls to the information systens.

B. Improve the employees' knowledge of security policies.

C. Improve the content of the information security awareness program
D. Obtain the support of the board of directors.

Answer: D

Explanation:

Explanation

It is extremely difficult to implement an information security program without the aid and support of the board of directors. Ifthey do
not understand the importance of security to the achievement of the business objectives, other measures will not be sufficient.
Options B and (' are measures proposed to ensure the efficiency of the information security program implementation, but are of less
significance than obtaining the aid and support of the board of directors. Option D is a measure to secure the enterprise information,
but by itselfis not a measure to ensure the broader effectiveness of an information security program

NEW QUESTION # 516
Attackers who exploit cross-site scripting vulnerabilities take advantage of:

A. flawed cryptographic secure sockets layer (SSL) implementations and short key lengths.
B. weak authentication controls in the web application layer.

C. implicit web application trust relationships.

D. a lack of proper input validation controls.

Answer: D

Explanation:

Explanation

Cross-site scripting attacks mject malformed nput. Attackers who exploit weak application authentication controls can gain
unauthorized access to applications and this has little to do with cross-site scripting vulnerabilities. Attackers who exploit flawed
cryptographic secure sockets layer (SSI.) implementations and short key lengths can sniff network traffic and crack keys to gain
unauthorized access to information. This has little to do with cross-site scripting vulnerabilities. Web application trust relationships do
not relate directly to the attack.

NEW QUESTION # 517



‘When security policies are strictly enforced, the mitial impact is that:

A. the total cost of security is increased.
B. the need for compliance reviews is decreased.
C. they may have to be modified more frequently.
D. they will be less subject to challenge.

Answer: A

Explanation:

Explanation

‘When security policies are strictly enforced, more resources are initially required, thereby increasing, the total cost of security. There
would be less need for frequent modification. Challenges would be rare and the need for compliance reviews would not necessarily
be less.

NEW QUESTION # 518
Which of'the following is the MOST effective method of preventing deliberate internal security breaches?

A. Well-designed firewall system

B. Screening prospective employees

C. Well-designed intrusion detection system (IDS)
D. Bionetric security access control

Answer: A

Explanation:

Section: INFORMATION RISK MANAGEMENT

Explanation/Reference:

Reference: https://www.techrepublic.convarticle/strategies- for-preventing-internal- security-breaches-in-a- growing-business/

NEW QUESTION # 519
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