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¢ Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
FE 1 configuration changes using scripts, and troubleshoot using the revision history.
¢ Admunistration: This section covers how to understand FortiManager capabilities, perform initial
FE2 configurations, and set up administrative domains (ADOMs).
¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
FE3 revisions, configure workspace mode, and conduct policy imports and installations.

¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
FE 4 FortiGuard services and works with the global database ADOM.

¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
F&ES troubleshoot issues related to imports, installations, device-level, ADOM-level, and systentlevel concerns.
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In the event that one of the secondary FortiManager devices fails, which action must be performed to return the FortiManager HA
manual mode to a working state?

A. The FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

B. Reboot the failed device to remove its IP from the primary device.

C. Manually promote one of the working secondary devices to the primary role, and reboot the old primary device to remove
the peer IP of'the failed device.

e D. Reconfigure the primary device to remove the peer IP of the failed device.

ZE: D

fE R A«
Ifthe secondary FortiManager fails, the administrator can reconfigure the primary device to remove the secondary configuration.

FIRE #45
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. Policy packages will be imported into the new ADOM automatically.

B. Any unused objects froma previous ADOM are moved to the new ADOM automatically.
C. The shared policy package will not be moved to the new ADOM automatically.

D. The shared device settings will be installed automatically.

ER: C

i RE R «
‘When you move a device to a new ADOM, the shared policy packages do not transfer automatically. You would need to manually
configure or assign the necessary policy packages in the new ADOM.

& #46
An administrator has assigned a global policy package to custom ADOMI. Then the administrator creates a new policy package.

Fortinet. in the custom ADOMI1. What happens to the Fortinet policy package when it is created?

A. The global policy package is automatically assigned.

B. You can select the option to assign the global policies.

C. You nmust reapply the global policy package to ADOMI.

D. You must assign the global policy package from the global ADOM.

BER: A

f R -

‘When a new policy package is created in a custom ADOM that already has a global policy package assigned, the global policy
package is automatically assigned to the new policy package. This behavior ensures consistent policy enforcement across different
ADOM:s.

Options A, C, and D are incorrect because:

* A and C incorrectly suggest that manual reassignment or reapplication is needed.

* D implies optional assignment, whereas it is automatically done.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Working with Global and Custom ADOM Policy Packages
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Refer to the exhibit.
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Category

Mame LOCAL SUBNET

Color o)

Type Subnet

IP/Netmask G, 192168.1.0/255.255 255
Interface O any
Stati Route Cr-llhgpr.ﬂ-sn (@ |

Comments

Click to select

Advanced Options >

Per-Device Mapping -

+ Create }

0O Mapped Device = Details =
O o Local-FortiGate [root] IP/Metmask: 192.168.1.0.255255.255.240

An admmnistrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an
ADOM.

After the mstallation operation is performed, which IP/netmask is shown on FortiManager for this firewall address object for devices
without a Per-Device Mapping set?

A. FortiManager generates an error for each FortiGate without a per-device mapping defined for that object.
B. 192.168.1.0/28

C. FortiManager replaces the address object to none.

D. 192.168.1.0/24
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IR #48
What does a policy package status of Never Installed indicate?

¢ A The policy package was never imported after a device was registered on FortiManager.

¢ B. FortiManager is unable to determine the policy package status.

e C. The policy configuration has been changed on FortiManager and changes have not yet been installed on the managed
device.

¢ D. The policy configuration has been changed on a managed device and changes have not yet been imported into
FortiManager.
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