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The correct option is D. There is a nonconformity (NC). The Service Manager does not comply with the software security
management procedure. (Relevant to clause 8.1, control A.8.30). The IT Manager should have approved the test results according
to the software security management procedure, not the Service Manager. The Service Manager's decision to accept the failed
security tests also violates the "security-by- design' and "security-by-default" principles that the organization adopted. The other
options are either incorrect or irrelevant. The organization and developer did perform acceptance tests, but they failed (B, C). The
Service Manager's decision to continue the service does not justify the nonconformity (A). References: 1: ISO/IEC 27001:2022,
Information technology - Security techniques - Information security management systens - Requirerments, Clause 8.1 \n2: PECB
Certified ISO/IEC 27001 Lead Auditor Exam Preparation Guide, Domain 5: Conducting an ISO/IEC 27001 audit
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This approach aligns with ISO/IEC 27001:2022 because the standard explicitly allows top management to assign responsibilities and
authorities for the effective operation of the ISMS, including reporting on its performance. Clause 5.3 of ISO/IEC 27001 requires
top management to ensure that roles, responsibilities, and authorities related to information security are assigned and commumnicated
within the organization.

While top management remains ultimately accountable for the ISMS, the standard does not require them to personally gather data,
prepare reports, or perform operational monitoring activities. In practice, these tasks are often delegated to ISMS managers,
security tears, or other designated personnel who are better positioned to collect and analyze performance data. What matters is
that the information reaches top management in a timely and accurate manner so they can fulfill their governance responsibilities.
Option B 1s incorrect because it misunderstands accountability versus responsibility. Top management is accountable for ISMS
performance, but they are not required to performall related tasks thenselves. Option C is incorrect because ISO/IEC 27001 does
not mandate that a Chief Information Security Officer must be the reporting authority. The organization is free to define roles based
on its structure, size, and context.

Therefore, assigning specific personnel to report on ISMS performance is fully consistent with ISO/IEC

27001 requirements.
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The Check stage of the PDCA cycle involves monitoring and measuring the performance of the process and comparing it with the
planned objectives and criteria. In the context of managing an internal audit programime, this stage includes verifying the effectiveness
of the internal audit programme by evaluating whether it meets its objectives, scope, and criteria, and whether it is implemented in
accordance with ISO 19011 guidelines]. It also includes reviewing the trends in internal audit results by analyzing the data collected
from the audits, such as audit findings, nonconformities, corrective actions, opportunities for improvement, and customer feedback.
Reference: ISO 19011:22018 - Guidelines for auditing management systems
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It is acceptable and often necessary for auditors to test technical controls such as firewalls to validate the operation and effectiveness
of these processes during an ISMS audit. This hands-on testing provides concrete, technical evidence of the security measures'
performance.
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