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Topic Details

Topic 1
ATT&CK Frameworks: This domain covers understanding the cyber kill chain and using the MITRE
ATT&CK Framework to model threat actor behaviors and communicate findings to non-technical
audiences.

Topic 2
Reports and References: This domain covers using built-in Hunt and Visibility reports and leveraging
Events Full Reference documentation for event information.

Topic 3
Event Search: This domain focuses on using CrowdStrike Query Language to build queries, format and
filter event data, understand process relationships and event types, and create custom dashboards.

CrowdStrike Certified Falcon Hunter Sample Questions (Q10-Q15):
NEW QUESTION # 10 
How do you rename fields while using transforming commands such as table, chart, and stats?

A. You cannot rename fields as it would affect sub-queries and statistical analysis
B. By specifying the desired name after the field name eg "stats count totalcount by ComputerName"
C. By using the "renamed" keyword after the field name eg "stats count renamed totalcount by ComputerName"
D. By renaming the fields with the "rename" command after the transforming command e.g. "stats count by ComputerName |
rename count AS total_count"

Answer: D

Explanation:
The rename command is used to rename fields while using transforming commands such as table, chart, and stats. It can be used
after the transforming command and specify the old and new field names with the AS keyword. You can rename fields as it would
not affect sub-queries and statistical analysis, as long as you use the correct field names in your queries. The renamed keyword and
the desired name after the field name are not valid ways to rename fields.

NEW QUESTION # 11 
While you're reviewing Unresolved Detections in the Host Search page, you notice the User Name column contains "hostnameS "
What does this User Name indicate?

A. The User Name is a System User
B. There is no User Name associated with the event
C. The User Name is not relevant for the dashboard
D. The Falcon sensor could not determine the User Name

Answer: B

Explanation:
When you see "hostnameS" in the User Name column in the Host Search page, it means that there is no User Name associated with
the event. This can happen when the event is related to a system process or service that does not have a user context. It does not
mean that the User Name is a System User, that the User Name is not relevant for the dashboard, or that the Falcon sensor could
not determine the User Name.

NEW QUESTION # 12 
Refer to Exhibit.



What type of attack would this process tree indicate?

A. Brute Forcing Attack
B. Web Application Attack
C. Phishing Attack
D. Man-in-the-middle Attack

Answer: C

Explanation:
This process tree indicates a phishing attack, as it shows a user opening an email attachment (outlook.exe) that launches a malicious
macro (cmd.exe) that downloads and executes a payload (powershell.exe) that connects to a remote server (svchost.exe). A
phishing attack is a type of social engineering attack that uses deceptive emails or messages to trick users into opening malicious
attachments or links that can compromise their systems or credentials.

NEW QUESTION # 13 
Which field should you reference in order to find the system time of a *FileWritten event?

A. FileTimeStamp_decimal
B. timestamp
C. ProcessStartTime_decimal
D. ContextTimeStamp_decimal

Answer: D

Explanation:
ContextTimeStamp_decimal is the field that shows the system time of the event that triggered the sensor to send data to the cloud. In
this case, it would be the time when the file was written. FileTimeStamp_decimal is the field that shows the last modified time of the
file, which may not be the same as the time when the file was written. ProcessStartTime_decimal is the field that shows the start time
of the process that performed the file write operation, which may not be the same as the time when the file was written. Timestamp is
the field that shows the time when the sensor data was received by the cloud, which may not be the same as the time when the file
was written.

NEW QUESTION # 14 
When performing a raw event search via the Events search page, what are Event Actions?

A. Event Actions are pivotable workflows including connecting to a host, pre-made event searches and pivots to other
investigatory pages such as host search
B. Event Actions contains an audit information log of actions an analyst took in regards to a specific detection
C. Event Actions is the field name that contains the event name defined in the Events Data Dictionary such as ProcessRollup,
SyntheticProcessRollup, DNS request, etc
D. Event Actions contains the summary of actions taken by the Falcon sensor such as quarantining a file, prevent a process
from executing or taking no actions and creating a detection only

Answer: A

Explanation:
When performing a raw event search via the Events search page, Event Actions are pivotable workflows that allow you to perform



various tasks related to the event or the host. For example, you can connect to a host using Real Time Response, run pre-made
event searches based on the event type or name, or pivot to other investigatory pages such as host search, hash search, etc. Event
Actions do not contain audit information log, summary of actions taken by the Falcon sensor, or the event name defined in the Events
Data Dictionary.

NEW QUESTION # 15
......

One way to makes yourself competitive is to pass the CCFH-202b certification exams. Hence, if you need help to get certified, you
are in the right place. Pass4Test offers the most comprehensive and updated braindumps for CCFH-202b’s certifications. To ensure
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