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¢ Operate Running Systerrs: This section of the exam measures the skills of System Operators and covers

managing system states and performance. It involves booting and shutting down systers safely, switching
=R 1 between targets, handling system recovery, managing processes and their priorities, interpreting log files,
and ensuring system services run correctly. Candidates also demonstrate secure file transfers between
systes.

¢ Configure Local Storage: This section of the exam measures the skills of Storage Administrators and
covers managing physical and logical storage components. It includes creating and managing partitions,

F=H 2 logical volumes, and volume groups, as well as configuring autormatic mounting of file systens at boot.

Candidates also practice non-destructive storage expansion for improved system flexibility.

e Manage Security: This section of the exam measures skills of Security Engineers and covers implementing
key security controls on Linux systemns. It includes configuring firewall rules, managing default file

=M 3 permissions, securing SSH with key-based authentication, and administering SELinux modes, file contexts,

port labels, and boolean settings to maintain system integrity and compliance.

¢ Manage Basic Networking; This section of the exam measures the skills of Network Administrators and
focuses on configuring network connectivity and access control. It includes setting up [Pv4 and IPv6

FH 4 addresses, managing DNS and hostname resolution, configuring services to start at boot, and applying

firewall rules using firewalld to restrict unauthorized access and maintain secure network environments.
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¢ Manage Software: This section of the exam measures the skills of Package Management Specialists and

covers the configuration and management of software repositories and packages. It involves setting up and
FH 5 maintaining RPM and Flatpak repositories, installing and removing software packages, and ensuring access
to the right software sources for system stability and security.
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HE #60
Part 2 (on Node2 Server)
Task 6 [Implementing Advanced Storage Features]
Add a new disk to your virtual machine with a ize of 10 GiB
On this disk, create a VDO volume with a size of 50 GiB and mount it persistently on /vbread with xfS filesystem
e
MY
* [root@node2 ~# Isblk
NAME MAJMIN RM SIZE RO TYPE MOUNTPOINT
vdd 252:48 0 5G 0 disk
vde 252:64 0 10G 0 disk
[root@node2 ~J# yum install kmod-kvdo vdo
[root@node2 ~# systemctl enable --now vdo
[root@node2 ~# systemctl start vdo
[root@node2 ~# systemctl status vdo
[root@node2 ~J# vdo create --name=vdo1 --device=/dev/vde --vdoLogicalSize=50G
[root@node2 ~J# vdostats --hu
Device Size Used Available Use% Space saving%o
/devimapper/vdo1 10.0G 4.0G 6.0G 40% N/A
[root@node2 ~J# mkfs.xfs -K /dev/imapper/vdol
* [root@node2 ~# Isblk
NAME MAJMIN RM SIZE RO TYPE MOUNTPOINT
vde 252:64 0 10G 0 disk
L—vdo1 2534 0 50G 0 vdo
[root@node2 ~J# mkdir /vbread
[root@node2 ~J# blkid
/dev/imapper/vdo1: UUID="1ec7a341-6051-4aed-8a2c-4d2d61833227" BLOCK _SIZE="4096" TYPE="x{s"
[root@node2 ~# vim /etc/fstab
UUID=1ec7a341-6051-4aed-8a2¢c-4d2d61833227 /vbread xfs defaults,x-systemd.requires=vdo.service 0 0
[root@node2 ~1# mount /dev/mapper/vdo1 /vbread/
[root@node2 ~J# df -hT
Filesystem Type Size Used Avail Use% Mounted on
/dev/mapper/vdol x5 50G 390M 50G 1% /vbread
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EAE #61
Create a catalog under /home named admins. Its respective group is requested to be the admin group. The group users could read
and write, while other users are not allowed to access it. The files created by users from the same group should also be the admin

group.
He:

M.

# cd /home/

# mkdir admins /

# chown .admin admins/
# chmod 770 admins/

# chmod gts admins/

EE #62

One Logical Volume named Iv1 is created under vg0. The Initial Size of that Logical Volume is 100MB. Now you required the size
500MB. Make successfully the size of that Logical Volume 500M without losing any dat a. As well as size should be increased
online.

HE:

Y.

The LVM system organizes hard disks into Logical Volume (LV) groups. Essentially, physical hard disk partitions (or possibly
RAID arrays) are set up in a bunch of equal sized chunks known as Physical Extents (PE). As there are several other concepts
associated with the LVM system, let's start with some basic definitions:

Physical Volume (PV) is the standard partition that you add to the LVM mix. Normally, a physical volurre is a standard primary or
logical partition. It can also be a RAID array.

Physical Extent (PE) is a chunk of disk space. Every PV is divided into a number of equal sized PEs. Every PE ina LV group is the
same size. Different LV groups can have different sized PEs.

Logical Extent (LE) is also a chunk of disk space. Every LE is mapped to a specific PE.

Logical Volume (LV) is composed of a group of LEs. You can mount a file system such as /home and /var on an LV.

Volume Group (VG) is composed of a group of LVs. It is the organizational group for LVM. Most of the commands that you'll use
apply to a specific VG.

Verify the size of Logical Volume: vdisplay /dev/vg0/ivl

Verify the Size on mounted directory: df -h or df -h mounted directory name Use: vextend -L+400M /dev/vg0/lvl ext2online -d
/dev/vg0/iv1 to bring extended size online.

Again Verify using lvdisplay and df -h command.

HEE #63
Set cronjob for user natasha to do /bin/echo hiya at 14:23.

HE:

=LF

# crontab -e -u natasha
23 14 * * * /bin/echo hiya
wq!

AE #64
SELnux must be running in the Enforcing mode.

He:
dE:

getenforce // Check the current mode of SELinux // SELinux runs in enforcing mode // Check getenforce 1 getenforce vim
Jete/selinux/config selimx=enforcing // To temporarily enable SELinux wg sestatus
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