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Cisco Certified Design Expert (CCDE v3.0) Written Exam Sample Questions
(Q141-Q146):
NEW QUESTION # 141 
The CIA triad is foundational to information security, and one can be certain that one or more of the principles within the CIA triad
has been violated when data is leaked or a system is attacked Drag and drop the countermeasures on the left to the appropriate
principle section on the right in any order

Answer:

Explanation:



NEW QUESTION # 142 
Two enterprise networks must be connected together. Both networks are using the same private IP addresses.
The client requests from both sides should be translated using hide NAT (dynamic NAT) with the overload feature to save IF
addresses from the NAT pools.
Which design addresses this requirement using only one Cisco I OS NAT router for both directions?

A. The Nat Virtual interface must be used to achieve this requirement.
B. This is not possible, because two Cisco IOS NAT routers are required to do dynamic NAT, with overload in both
directions.
C. The overload feature is the default and does not have to be configured.
D. The ip nat inside and ip nat outside commands must be configured at the interfaces with the overload option in both
directions.
E. Two different NAT pools must be used for the ip nat inside source and the ip nat outside source commands for the
overload feature in both directions.

Answer: E

NEW QUESTION # 143 
What is the fastest deployment option?

A. Centralized firewall
B. GETVPN over MPLS
C. VRF-Lite with IPsec tunnels
D. IPsec P2P tunnels over MPLS and links

Answer: D

Explanation:
# Explanation:
* A: IPsec point-to-point tunnels provide immediate, well-supported encryption across both MPLS and P2P transports. Quick to
implement and doesn't rely on service provider support.
Other options:
* B: GETVPN requires coordination and is more complex to deploy.
* C: Central firewalls don't encrypt traffic over the WAN.
* D: VRF-Lite with IPsec is viable but more complex than direct IPsec tunnels.



NEW QUESTION # 144 
How many fully established neighbour relationships exist on an Ethernet with five routers running OSPF as network type broadcast?

A. 0
B. 1
C. 2
D. 3
E. 4

Answer: C

NEW QUESTION # 145 
In an SDN architecture, what is present on the switches but not on the centralized controller?

A. A northbound interface
B. A southbound interface
C. Data plane functions
D. Control plane functions

Answer: C

Explanation:
# Explanation:
* C: In SDN, switches retain the data plane functionality-they forward packets based on flow rules received from the controller.
* A: Control plane functions are moved to the centralized controller in SDN.
* B: Southbound interfaces are present on both controllers and switches for communication.
* D: Northbound interfaces exist on controllers to interact with applications-not switches.

NEW QUESTION # 146
......
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