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B #19
Which statement about the conduct of audits is true?

¢ A During Stage 1 ofa certification audit, evidence is collected by observing activities

¢ B. The certificate issued after a successful re-certification audit in typical schemes lasts for one year

¢ C. Orne ofthe focus areas for a surveillance audit is the output from internal audits and management reviews
e D. Third party audits are conducted by a custommer of the organization

Ef#: C

A :

Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
nputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC

17021) require surveillance audits to verify whether corrective actions and continuous improvements are being made. A critical focus
area is theresults of internal audits and management reviews, ensuring that the organization maintains its ISMS between certification
cycles.

Option A is incorrect - third-party audits are performed by independent Certification Bodies, not custormers.

Option B is incorrect - certificates are typically valid forthree yearswith annual surveillance. Option D is incorrect - Stage 1 is
primarily adocumentation and readiness review, not evidence observation.

Therefore, the verified correct answer isC.

R #20
What is the name of'the control clause used to control information security breaches within Annex A of ISO
/TEC 27001?

A. Response to information security events
B. Reporting nformation security incidents
C. Information security event management
D. Information security event reporting

IEf@E: D

AR :

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A in ISO/IEC 27001 refers directly to ISO/IEC 27002 for control guidance. In ISO/IEC 27002:2022, Clause 6.8 is titled:
"Information security event reporting - Information security events should be reported through appropriate management channels as
quickly as possible." This control ensures breaches, incidents, or suspected issues are reported for action. The other options (B, C,
D) are not the exact titles in Annex A. The official title isInformation security event reporting, confirming

B #21
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To whom are the information security policies required to be communicated, according to the control in Annex A of ISO/IEC
27001?

A. Relevant personnel and relevant interested parties
B. Only staff with accountability for ISMS operation
C. Enployees within the scope of the ISMS

D. Top management

Ef#: A

TR

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) clearly specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties..." This means the communication obligation is not limited to
top management (A) or only ISMS staff (B), nor does it stop at employees only (C). Instead, ISO/IEC 27001/27002 mandate a
broader scope: allrelevant personnel and relevant interested partiesmust be informed. This ensures both internal stakeholders
(employees, contractors, temporary staff) and external interested parties (suppliers, partners, regulators, customrers, etc.) receive the
right policy communications where applicable. Therefore, the correct and verified answer isD.

H #22
Which activity is a required element of information security risk identification?

A. Determine the risk owners

B. Prioritize the risk for treatment

C. Determine the level of risk

D. Consider the likelihood of the occurrence

Ef: A

BRI :

Clause 6.1.2 defines the mandatory elements of risk assessment. Under risk identification, the standard requires: "identifies the
mformation security risks:1) apply the information security risk assessiment process to identify risks...; and2) identify the risk owners."
By contrast, considering likelihood and determining levels of risk (options B and D) are part ofrisk analysis(6.1.2 d) "assess the
realistic likelihood...";

"determine the levels of risk"), and prioritization for treatiment (option C) is part offisk evaluation(6.1.2 e)

"prioritize the analysed risks for risk treatment"). Therefore, the specific activity that belongs torisk identificationis toidentify the risk
owners. This sequencing is prescribed to ensure each risk has a designated owner responsible for decisions on treatment and
acceptance downstream.

ER#23
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Validity of information continuity controls

B. Achievement of information security objectives

C. Decisions related to continual improvement opportunities
D. Relevant external and internal requirements changes

Ef@E: B

AR

Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:

") mformation on the nformation security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of mformation security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.

While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance." Option B is outside the direct requirement.

Thus, the verified answer iSA.
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