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M #140
Why is patch management important in system security management?
Response:

A. Tt increases system performance

B. It reduces the workload for IT staff

C. It ensures systemns are protected against known vulnerabilities
D. It improves employee morale

Ef#: C

HH #141
What consequence does inadequate physical security have on BES Cyber Systens under NERC CIP?
Response:

A. Decreases operational downtime

B. Exposes systemns to potential unauthorized access
C. Reduces energy consumption

D. Enhances system scalability

Ef#: B

R #142
Why is it important to document recovery procedures for BES Cyber Systens?
Response:

A. To improve company branding
B. To create marketing material

C. To ensure that all staff can quickly follow a standardized process during recovery
D. To facilitate office redesigns

Ef#: C

ER #143
Effective security management controls should include:
Response:

A. Annual company retreats

B. Regular coffee breaks

C. Periodic review and update of cybersecurity policies
D. Employee birthday celebrations

M
R

: C

R #144
What is the primary objective of security management controls under NERC CIP?
Response:

A. To facilitate social events within the company

B. To enhance workplace morale

C. To ensure consistent cybersecurity practices across the organization
D. To streamline administrative tasks

Ef: C
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