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H R #258
Which of'the following should be determined while defining risk management strategies?

A. Risk assessment criteria

B. Enterprise disaster recovery plans

C. IT architecture complexity

D. Organizational objectives and risk tolerance
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B #259

Scenario: A CISO has several two-factor authentication systems under review and selects the one that is most sufficient and least
costly. The implementation project planning is completed, and the teams are ready to implement the solution. The CISO then
discovers that the product it is not as scalable as originally thought and will not fit the organization's needs.

What is the MOST logical course of action the CISO should take?

e A. Cancel the project if the business need was based on internal requirements versus regulatory compliance requirements

e B. Review the original solution set to determine if another system would fit the organization's risk appetite and budget
regulatory compliance requirements

e (. Continue with the project until the scalability issue is validated by others, such as an auditor or third party assessor.

e D. Continue with the implementation and submit change requests to the vendor in order to ensure required functionality will be
proved when needed

IEf#: B

R #260

As the Risk Manager of an organization, you are task with managing vendor risk assessments. During the assessiment, you identified
that the vendor is engaged with high profiled clients, and bad publicity can jeopardize your own brand.

Which is the BEST type ofrisk that defines this event?

¢ A Operational Risk
¢ B. Conpliance Risk
e (. Strategic Risk

¢ D. Reputation Risk

EfE: D
TR
* Reputation Risk Defined:

* Reputation risk refers to potential harm to an organization's brand or public image, which can result from negative events, including
vendor issues.

* Relevance to Scenario:

* Ifa vendor engaged with high-profile clients suffers bad publicity, it could reflect poorly on your organization, jeopardizing its
reputation.

* Why Not Other Options:

* A: Compliance risk relates to failing to meet regulatory requirements, which is not the primary concern here.

* C: Operational risk refers to process failures or disruptions, unrelated to brand perception.

* Dr Strategic risk mvolves long-term business decisions, not immediate reputation impacts.

References:

* EC-Council CISO Handbook: Risk Management and Vendor Risk Assessment.

R #261
To have accurate and effective information security policies how often should the CISO review the organization policies?



A. Every 6 months

B. Before an audit

C. Quarterly

D. At least once a year

Ef#: D

I #262

Your company has limited resources to spend on security initiatives. The Chief Financial Officer asks you to prioritize the protection
of information resources based on their value to the company. It is essential that you be able to communicate in language that your
fellow executives will understand.

You should:

A. Create timelines for mitigation

B. Create a detailed technical executive summary
C. Calculate annual loss expectancy

D. Develop a cost-benefit analysis

Ef#E: D
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