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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1
Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.

Topic 2
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.
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Topic 3
Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.
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As we know, everyone has opportunities to achieve their own value and life dream. And our 156-536 can help them achieve all of
these more easily and leisurely. Our 156-536 exam materials are pleased to serve you as such an exam tool. With over a decade’s
endeavor, our 156-536 Practice Guide successfully become the most reliable products in the industry. There is a great deal of
advantages of our 156-536 exam questions you can spare some time to get to know.

CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q43-Q48):
NEW QUESTION # 43 
Endpoint Security Clients are applications installed on company-owned desktop and laptop computers which include the following:

A. Endpoint Security software Capabilities and a GUI client to manage policies for all capabilities
B. GUI client that connects to the local Endpoint Capability Software to manage the policy and all other configuration for that
Endpoint only
C. GUI client that connects to the Endpoint Security Management Server to manage the policy and other configuration for
Endpoints
D. Endpoint security software Capabilities and a device agent which operates as a container for the Capabilities and
communicates with the Endpoint Management Server

Answer: D

Explanation:
Endpoint Security Clients are essential components of the Harmony Endpoint solution, installed on end-user devices such as
desktops and laptops to provide security features and maintain communication with the centralized management infrastructure.
TheCP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdfclearly defines their composition and functionality.
Onpage 19, under the section "Endpoint Security Client," the document states:
"The Endpoint Security client is available on Windows and Mac. These are the Endpoint Security components that are available on
Windows:" This is followed by a table onpage 20listing components such as Compliance, Anti-Malware, Full Disk Encryption, and
others, indicating that the client includes various security capabilities. However, the structural definition of the client is further clarified
onpage 24, under "Endpoint Security Clients":
"Application installed on end-user computers to monitor security status and enforce security policies." This description highlights that
the client encompasses security software capabilities. Additionally, onpage 27
, under "Client to Server Communication," the guide elaborates:
"The client is always the initiator of the connections. Most communication is over HTTPS (TCP/443), including Policy downloads
and Heartbeat." This confirms that the client includes a device agent responsible for communication with the Endpoint Security
Management Server, acting as a container for the security capabilities (e.g., Anti-Malware, Full Disk Encryption) and facilitating
policy enforcement and status updates. Thus,Option Aaccurately captures this dual role: "Endpoint security software Capabilities"
(the security components) and "a device agent" (the communication layer) that interacts with the server.
The other options do not align with the documentation:
* Option B: Describes a GUI client for management, which aligns more with SmartEndpoint (seepage 24
, item 3), not the Endpoint Security Client installed on end-user devices.
* Option C: Suggests a GUI within the client for managing policies, but policy management is centralized via SmartEndpoint or the
Web Management Console, not the client itself (seepage 19).
* Option D: Implies local policy management, which contradicts the centralized architecture where policies are downloaded from the
server (seepage 27).
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 19: "Endpoint Security Client" (client components).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 24: "Endpoint Security Clients" (client purpose).
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CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 27: "Client to Server Communication" (client communication role).

NEW QUESTION # 44 
What does Unauthenticated mode mean?

A. Computers and users are trusted based on their IP address and username.
B. Computers and users have credentials, but they are not verified through AD.
C. Computers and users might present a security risk, but still have access.
D. Computers and users are trusted based on the passwords and usernames only.

Answer: B

Explanation:
In Harmony Endpoint, "Unauthenticated mode" refers to a configuration where computers and users possess credentials, but these
credentials are not validated against Active Directory (AD). This mode is used when AD authentication is not implemented or
required, yet some form of credential-based access control is still in place.
TheCP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdfdoes not provide a single, explicit definition of
"Unauthenticated mode" in a dedicated section. However, the concept is inferred from the authentication mechanisms described,
particularly in relation to Active Directory integration. Onpage 208, under "Active Directory Authentication," the documentation
states:
"Endpoint Security supports Active Directory authentication for users and computers. This allows for centralized management of user
credentials and policies." This indicates that AD authentication is a supported method for verifying credentials centrally. Onpage 209,
in "Configuring Active Directory Authentication," the guide details the process for enabling AD-based authentication, implying that
without this configuration, credentials are not verified through AD. In such cases, the system may rely on local credentials or
alternative methods, which aligns with the concept of
"Unauthenticated mode" (i.e., not authenticated via AD).
Option C("Computers and users have credentials, but they are not verified through AD") directly matches this scenario:
* "Have credentials": Users and computers still use credentials (e.g., usernames and passwords) to access the system.
* "Not verified through AD": These credentials are not checked against an AD server, distinguishing this mode from AD-
authenticated setups.
Let's analyze the other options:
* Option A ("Computers and users might present a security risk, but still have access"): This could be a potential outcome of
unauthenticated mode, as lack of AD verification might increase risk.
However, it describes a consequence rather than defining the mode itself, making it less precise.
* Option B ("Computers and users are trusted based on their IP address and username"): The documentation does not mention trust
based on IP address and username without AD verification, so this is unsupported.
* Option D ("Computers and users are trusted based on the passwords and usernames only"): This is partially correct, as
unauthenticated mode may involve local credential checks. However, it lacks the critical distinction of "not verified through AD,"
which is central to the concept in Harmony Endpoint.
Thus,Option Cis the most accurate and specific definition based on the documentation's discussion of authentication methods.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 208: "Active Directory Authentication" (outlines AD support for
credential verification).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 209: "Configuring Active Directory Authentication" (implies non-
AD verification when not configured).

NEW QUESTION # 45 
Which of the following is not protected by the Full Disk Encryption (FDE) software
1) Client's user data
2) Operating system files
3) Temporary files
4) Erased files

A. Temporary files
B. Temporary and erased files
C. Erased files
D. All of these are protected with FDE

Answer: B



NEW QUESTION # 46 
Before installing FDE on a client machine, what should administrators make sure of?

A. That system volumes include at least 32 MB of continuous space
B. That system volumes include at least 25 MB of continuous space
C. That system volumes include at least 50 MB of continuous space
D. That system volumes include at least 36 MB of continuous space

Answer: A

NEW QUESTION # 47 
Name one way to install Endpoint Security clients:

A. Third-party deployment tools
B. Manual deployment using the internet
C. Automatic using the server deployment rules
D. Package import

Answer: C

NEW QUESTION # 48
......
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