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Die CKS-Zertifizierungspriifung ist darauf ausgelegt, die Kubernetes-Sicherheitskompetenz des Kandidaten in einer realen
Umgebung zu testen. Die Priifung wird online durchgefiihrt und besteht aus Multiple-Choice-Fragen, leistungsbezogenen Aufgaben
und praktischen Laboriibungen. Die Priifung umfasst eine Vielzahl von Themen, darunter Kubernetes-Cluster-Setup,
Netzwerkrichtlinien, Pod-Sicherheitsrichtlinien, Knotensicherheit, Container-Sicherheit und RBAC (Role-Based Access Control).
Die CKS-Priifung ist eine herausfordernde Priifung, die ein tiefes Verstéindnis von Kubernetes- Sicherheitskonzepten und bewéhrten
Verfahren erfordert. Das Bestehen der Priifung ist jedoch eine groBartige Leistung, die IT-Profis dabei helfen kann, thre Karriere im
Bereich der Kubernetes- und Container-Sicherheit voranzutreiben.

Linux Foundation Certified Kubernetes Security Specialist (CKS) CKS
Priifungsfragen mit Losungen (Q53-Q58):

53. Frage

You are tasked with securing the container image supply chain for your organization You are using a container registry that
supports signing and verification of container images. You need to create a policy that ensures only signed images froma specific
trusted source are deployed to your Kubernetes cluster.

Antwort:

Begrindung;

Solution (Step by Step) :

1. Configure the Container Registry:

- Enable Image Signing: Enable image signing fmctionality in your container registry (e.g., Docker Hub, Google Container Registry,
etc.).

- Create a Signing Key: Generate a signing key and store it securely. This key will be used to sign images from the trusted source.
2 Create a Kubernetes Admission Controller:

- Use an Admission Controller like "Container Image Signature Validation Admission Webhook" to enforce image signature
verification during deployment. This Admission Controller ensures that only signed images are allowed to be deployed to your
cluster.

3. Configure the Admission Controller:

- Create a Service Account: Create a Service Account with the necessary permissions to access your container registry and verify
mage signatures.

- Create a Deployment for the Admission Controller: Deploy the Admission Controller with a pod using the Service Account
created earlier.

- Configure the Admission Controller: Configure the Admission Controller to use your signing key to verify signatures.

4. Deploy Signed Images:

- Sign Images: Use the signing key to sign images from the trusted source before pushing them to the container registry.

- Deploy Signed Images: Deploy the signed images to your Kubernetes cluster. The Admission Controller will verity their signatures
before allowing the deployment.

Exanple:

This example uses the 'image-signature-validator' container image available on Quay.i0. The 'config.yanr file in the ConfigMap
defines the signing key and trusted image sources. Remember to replace these values with your actual information.

54. Frage

SIMULATION

Create a PSP that will only allow the persistentvolumeclaim as the volume type in the namespace restricted.

Create a new PodSecurityPolicy named prevent-volume-policy which prevents the pods which is having different volumes mount
apart from persistentvolumeclaim.

Create a new ServiceAccount named psp-sa in the namespace restricted.

Create a new ClusterRole named psp-role, which uses the newly created Pod Security Policy prevent-volume-policy Create a new
ClusterRoleBinding named psp-role-binding, which binds the created ClusterRole psp-role to the created SA psp-sa.

Hint:

Also, Check the Configuration is working or not by trying to Mount a Secret in the pod maifest, it should get failed.

POD Manifest:

apiVersion: vl

kind: Pod

metadata:

name:

spec:

containers:



- name:
image:
volumeMounts:
- name:
mountPath:
volumes:

- name:

secret:
secretName:

Antwort:

Begriindung;

See the Explanation belowExplanation:

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: restricted

annotations:

seccomp.security.alpha.kubernetes.io/allowedProfileNames: 'docker/default, runtime/default’
apparmor.security.beta.kubernetes.io/allowedProfileNames: 'runtime/default’
seccomp.security.alpha. kubernetes.io/defaultProfileName: 'runtime/default'
apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default’ spec:
privileged: false

# Required to prevent escalations to root.

allowPrivilegeEscalation: false

# This is redundant with non-root + disallow privilege escalation,

# but we can provide it for defense in depth.

requiredDropCapabilities:

- ALL

# Allow core volume types.

volurmes:

- 'configMap'

- "emptyDir’

- 'projected’

- 'secret’

- 'downward APT

# Assume that persistentVolumes set up by the cluster admin are safe to use.
- 'persistent Vo lumeClaim

hostNetwork: false

hostIPC: false

hostPID: false

runAsUser:

# Require the container to run without root privileges.

rule: 'MustRunAsNonRoot'

seLinux:

# This policy assumes the nodes are using AppArmor rather than SELinux.
rule: 'RunAsAny'

supplementalGroups:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.

- min: 1

max: 65535

8Group:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.

- min: 1

max: 65535

readOnlyRootFilesysterm: false



55. Frage

You have a Kubemetes cluster running with the default RBAC configuration. You need to create a role that allows a user to access
only specific namespaces and perform certain actions within those namespaces. For example, you want to allow the user to view
pods, deployments, and services in the 'development namespace, but only allow them to create and delete pods in the 'productions
namespace.

Antwort:

Begrindung;

Solution (Step by Step) :

1. Create a Role for 'development' namespace:

2. Create a Role for "production’ namespace:

3. Create a ROIeBinding for the 'development' namespace:
4. Create a RoleBinding for the 'production’ namespace:

5. Apply the YAML files using 'kubectl apply -f6. Verify the permissions: Try to perform the allowed actions in the respective
namespaces. You should be able to successfully perform the actions defined in the roles.

56. Frage

SIMULATION

Using the runtime detection tool Falco, Analyse the container behavior for at least 30 seconds, using filters that detect newly
spawning and executing processes store the incident file art /opt/falco-incident.txt, containing the detected incidents. one per line, n
the format

[timestamp ], [uid], [user-name],[processName]

¢ A. Sendusyoursuggestiononit

Antwort: A

57. Frage

You have a Kubernetes cluster that hosts a web application using a Deployment. The Deployment's service exposes the application
on port 80. You want to restrict access to the web application to only authorized IP addresses, while allowing access to the
Kubernetes API server fromany IP address.

Antwort:

Begriindung;

Solution (Step by Step) :

1. Create a Network Policy:

- Create a Network Policy that allows access to the web application only from the authorized IP addresses.
- Here's an exanmple network policy:

- Replace '10.0.0.0/24' With the authorized IP addresses you want to allow. - This policy allows outbound traffic to any IP address.
- Create the policy using 'kubectl apply -f web-app-allow-list.yaml 2. Create a Network Policy for the Kubernetes API Server: -
Create a Network Policy that allows access to the Kubernetes API server fromany IP address. - Here's an example network
policy:

- Create the policy using 'kubectl apply -f api-server-allow-all.yaml 3. Verify the Network Policies: - Use 'kubectl get networkpolicy
-n default' to verify that the 'web-app-allow-list' Network Policy is created and 'kubectl get networkpolicy -n kube- system to verify
that the 'api-server-allow-all Network Policy is created. 4. Test the Access: - Attenpt to access the web application froma
machine within the authorized IP address range. You should be able to access the application. - Attempt to access the web
application from a machine outside the authorized IP address range. You should be unable to access tne application. 5. Verify API
Server Access: - Try to connect to the Kubernetes API server from any machine using 'kubect!l’. You should be able to connect
successfully. Note: This approach assumes that the web application is running in the 'default’ namespace. If it's running in a different
namespace, adjust the namespaces field in the 'web-app-allow-list' Network Policy accordingly.

58. Frage
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