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Refer to the exhibit.
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You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT 3 needs to be added to the
OSPF network and has the configuration shown in the exhibit. FGT 3 is not establishing any OSPF connection.
‘What needs to be changed to the configuration to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR
election?

o A




iR

The OSPF configuration shown in the exhibit is using the default priority value of 1 for the interface portl.

This means that FGT 3 will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment.
However, this is not desirable because FGT 3 is a new device that needs to be added to the OSPF network without affecting the
existing DR/BDR election. Therefore, to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR election,
the priority value of the interface portl should be changed to 0. This will prevent FGT 3 from becoming a DR or BDR and allow it
to form OSPF adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value
to 0. Option A is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type
to point-to-point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the
area ID to 0.0.0.1, which does not match the area ID of the other OSPF routers on the same LAN segment. References:
https:/docs.fortinet.com/document/fortigate/7.

0.0/administration-guide/358640/basic-ospf-example

R #75
Refer to the CLI output:



1

660 "anmwscaém

3
k!lu._'l Lica

2 _mssn goiasa%sn
Given the information shown n the output, which two statements are correct" (Choose two )

A. Reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored
B. Geographical IP policies are enabled and evaluated after local techniques.

C. AnIP address that was previously used by an attacker will always be blocked

D. The IP Reputation feature has been manually updated

E. Attackers can be blocked before they target the servers behind the FortiWeb.

iEﬁ: A\ E
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The CLI output shown in the exhibit indicates that FortiWeb has enabled IP Reputation feature with local techniques enabled and
geographical IP policies enabled after local techniques (set geoip-policy-order after- local). IP Reputation feature is a feature that
allows FortiWeb to block or allow traffic based on the reputation score of IP addresses, which reflects their past malicious activities
or behaviors. Local techniques are methods that FortiWeb uses to dynamically update its own blacklist based on its own detection
of attacks or violations fiom IP addresses (such as signature matches, rate limiting, etc.). Geographical IP policies are rules that
FortiWeb uses to block or allow traffic based on the geographical location of IP addresses (such as country, region, city, etc.).
Therefore, based on the output, one correct statement is that attackers can be blocked before they target the servers behind the
FortiWeb. This is because FortiWeb can use IP Reputation feature to block traffic from IP addresses that have a low reputation
score or belong to a blacklisted location, which prevents them from reaching the servers and launching attacks. Another correct
statement is that reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored. This is because FortiWeb
can use local techniques to remove IP addresses fromits own blacklist if they stop sending malicious traffic for a certain period of
time (set local-techniques-expire-time), which allows them to regain their reputation and access the servers. This is useful for IP
addresses that are dynamically assigned by DHCP or PPPoEand may change frequently. References:
httpsz/docs.fortinet.com/document/fortiweb/6.4.0/administration- guide/19662/ip-

reputationhttps/docs. fortinet.comdocument/fortiweb/6.4.0/administration- guide/ 1 9662/geographical-ip- policies
httpsv/docs.fortinet.con/document/fortiweb/7.4.2/administration- guide/6083 74/ip-reputation-blocklisting- source-ips-with-poor-
reputation Fortinet compiles a reputation for each public IP address. Clients will have poor reputations if they have been participating
n attacks, willingly or otherwise. Because blacklisting innocent clients is equally undesirable, Fortinet also restores the reputations of
clients that improve their behavior. This is crucial when an infected computer is cleaned, or in DHCP or PPPoE pools where an
mnnocent client receives an IP address that was previously leased by an attacker.

HRE #76
Refer to the exhibit.
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What is happening in this scenario?

e A The user is authenticating against a FortiGate Captive Portal.
C The user is authenticating against an IdP.

e B. The user has not authenticated on their external browser.

e C. The user status changed at FortiClient EMS to off-net.

Ef#: B

R #77
Refer to the exhibits.
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A customer wants to deploy 12 FortlAP 431F dev1ces on hlgh densny conference center, but they do not currently have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy From the FortiSwitch
models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?

e A 1x FortiSwitch 248EFPOE
¢ B. 2x FortiSwitch 248E-FPOE
e C. 2x FortiSwitch 224E-POE
e D. 2x FortiSwitch 124E-FPOE

Ef#: B
R :

The customer wants to deploy 12 FortiAP 431F devices on a high density conference center, but they do not have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy. PoE switches are



switches that can provide both data and power to connected devices over Ethernet cables, elimnating the need for separate power
adapters or outlets. PoE switches are useful for deploying devices such as wireless access points, IP cameras, and VoIP phones in
locations where power outlets are scarce or inconvenient. The FortiAP 431F is a wireless access point that supports PoE+ (IEEE
802.3at) standard, which can deliver up to 30W of power per port. The FortiAP 431F has a maximum power consumption of 25W
when running at full power. Therefore, to run 12 FortiAP 43 1F devices at full power, the customer needs PoE switches that can
provide at least 300W of total PoE power budget (25W x 12). The customer also needs network redundancy, which means that
they need at least two PoE switches to connect the FortiAP devices in case one switch fails or loses power. From the FortiSwitch
models and sample retail prices shown in the exhibit, the build of materials that has the lowest cost while fulfilling the customer’s
requirements is 2x FortiSwitch 248E-FPOE. The FortiSwitch 248E-FPOE is a PoE switch that has 48 GE ports with PoE+
capability and a total PoE power budget of 370W. It also has 4x 10 GE SFP+ uplink ports for high-speed connectivity. The sample
retail price of the FortiSwitch 248E-FPOE is $1,995, which means that two units will cost $3,990. This is the lowest cost among the
other options that can meet the customer's requirements. Option A is incorrect because the FortiSwitch 248EFPOE is a non-PoE
switch that has no PoE capability or power budget. It cannot provide power to the FortiAP devices over Ethernet cables. Option B
is incorrect because the FortiSwitch 224E-POE is a PoE switch that has only 24 GE ports with PoE+ capability and a total POE
power budget of 185W. It cannot provide enough ports or power to run 12 FortiAP devices at full power. Option D is incorrect
because the FortiSwitch 124E-FPOE is a PoE switch that has only 24 GE ports with PoE+ capability and a total PoE power budget
of 185W. It cannot provide enough ports or power to run 12 FortiAP devices at full power. References:
httpsy//www.fortinet.comycontent/danvfortinet/assets/data-sheets/FortiSwitch_Secure Access_Series.pdf
httpsy//www.fortinet.com/content/danvfortinet/assets/data-sheets/FortiAP_400 Series.pdf

HM #78

You are designing a setup where the FortiGate device is connected to two upstream ISPs using BGP. Part of the requirement is that
you must be able to refresh the route advertisements manually without disconnecting the BGP neighborships.

Which feature must you enable on the BGP neighbors to accomplish this goal?

A. Soft-reconfiguration
B. Graceful-restart

C. Determmnistic-med
D. Synchronization

Ef#: A

fERL -

The soft reconfigure is correct by elimnation (FGTs all support BGP Refiesh, so question is not worded correctly - to refresh routes
in advertisements, there is no need to do manually anything, after the change is committed to config FGT will send BGP Refresh
message to the peers to notify them of it. The same is true for Cisco and Juniper routers. The question should ask "when routing
policy was changed" - then yes, reconfiguraiton is the way to notify BGP peers that BGP policy was changed.
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